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CHUONG 1: GIOI THIEU CHUNG VE UNIX/LINUX

MNei dlug:
% Lich sir ra doi va phat trién ctia hé diéu hanh Linux
% Vén d& ban quyén va ludt ban quyén phan mém ma ngudn mo
% Cac ban phan phdi ctia Linux
TOM TAT
- Phéan 1.1: Giéi thiéu so luge vé sy ra doi ctia hé diéu hanh Unix/Linux.
- Phan 1.2:Trinh bay tong quan vé gidy phép ma nguén méd GPL.
- Phan 1.3: Gi6i thiéu tom tit cac ban phan phdi cua hé didu hanh Linux gdm: Ubuntu,
CentOS, Fedora core, Debian, Suse va Red Hat Enterprise.

1.1. LICH SU PHAT TRIEN CUA UNIX/LINUX

Giita ndam 1960, AT&T Bell Laboratories va mot sd sd trung tam khac thuc hién du an
Multics (Multiplexed Information and Computing Service). Sau mét thoi gian thuc hién, du an
to ra khong kha thi. Tuy vay Ken Thompson, Dennis Ritchie ... thudc Bell Labs da khong bo
cudc. Thay vi xdy dung mot HPH 1am nhiéu viéc mét lic nhu Multics, ho quyét dinh phat trién
mot HDH don gian chi 1am tot mot viéc 1a chay chuong trinh (run program). Peter Neumann dit
tén cho HDH “don gian’nay 1a Unix

Khoang 1977 ban quyén ctia UNIX duoc giai phong va HDH UNIX tré thanh mot thuong
pham. Hai dong UNIX: System V cta AT&T, Novell va Berkeley Software Distribution (BSD)
cua Pai hoc Berkeley.

Sau d6 IEEE di thiét 1ap chuan "An Industry-Recognized Operating Systems Interface
Standard based on the UNIX Operating System." Két qua cho ra doi POSIX.1 (cho giao dién C )
va POSIX 2 (cho hé thong 1énh trén Unix)

Niam 1991 Linus Torvalds bat dau xem xét Minix, mot phién ban cta Unix v6i muc dich
nghién ctru cach tao ra mot h¢ diéu hanh Unix chay trén may PC vai bd vi xu 1y Intel 80386.
Ngay 25/8/1991, Linus cho ra version 0.01 va thong béo trén comp.os.minix cta Internet vé dur
dinh ctia minh vé Linux. Vao thang 1/1992, Linus cho ra version 0.12 véi shell va C compiler.
Linus khong can Minix nita dé recompile HDH cta minh. Linus dit tén HDH cta minh 1a
Linux. Nam 1994, phién ban chinh thurc 1.0 dugc phat hanh.

Linux la mot HDH dang UNIX (Unix-like Operating System) chay trén PC vé1 CPU
Intel 80386 tr¢ 1€n, hay cac bd vi xir Iy trung tam twong thich AMD, Cyrix. Linux ngay nay con
c6 thé chay trén cic may Macintosh hodc SUN Sparc. Linux thoa man chuan POSIX.1.



Qua trinh phat trién ctia Linux dugc ting toe boi su giup d& cua du an GNU (GNU’s Not
Unix), d6 1a chuong trinh phat trién cac Unix c6 kha ning chay trén nhiéu platform. Dén cudi
2001, phién ban m&i nhét cta Linux kernel 1a 2.4.2-2, ¢6 kha ning diéu khién cac may da bo vi

xur 1y va rat nhi€u cac tinh nang khac.

asn; I
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* WEXTSTEPR is gerfved from 850 4.3

Hinh 1.1 Sy hinh thanh va phat trién ctia HDH Linux

1.2. MANGUON MO VA GPL

Céc chuong trinh tuan theo GNU Copyleft or GPL (General Public License) c6 ban

quyén nhu sau:

- Téc gia van 1a s& hiru cua chuong trinh ctia minh.

- Ai ciing dugc quyén ban copy ctia chuong trinh véi gia béat ky ma khong phai tra cho
tac gia ban dau.

- Ngudi sé hiru chuong trinh tao diéu kién cho nguoi khac sao chép chuwong trinh
ngudn dé phat trién tiép chuong trinh

1.3.  CAC BAN PHAN PHOI CUA LINUX
Céc phién ban ciia HDH Linux duoc xac dinh boi hé thong sé dang X.YY.ZZ. Néu YY
14 s6 chin, phién ban 6n dinh. Néu YY 1a s6 1¢, phién ban thir nghiém. Cac phan phéi
(distribution) cua Linux quen biét 12 RedHat, Debian, SUSE, Slakware,
Caldera,Ubuntu... Pia chi website gioi thiéu cic ban phan phdi Linux:
http://distrowatch.com/
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DEBIAN: do du an Deblan xay dung, la ban phan phdi phan mém ty do véi sy cong
tac cta cac trinh nguyén vién trén khép thé gidi. Ké tir luc bit dau dén nay, hé thong
chinh thtrc phat hanh véi tén goi Debian GNU/Linux dugc xay dung dua trén nhan
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Linux v6i nhi€u cong cu co ban cua h¢ diéu hanh lay tir dy an GNU.

Debian c6 tiéng vé mdi két gan chic ché véi triét 1y Unix va phan mém ty do. N
ciing o tiéng vé su phong phii cho cac chon lya, phién ban phat hanh hién tai ¢6 hon
15,490 g6i phan mém cho 11 kién trac may tinh, tir kién tric ARM thuong gip & cac
hé théng nhung va kién trac mainframe s390 ctia IBM cho dén céc kién tréc thuong
gdp trén may tinh cd nhan hi¢én dai nhu x86 va PowerPC. Dia chi website:

http://www. deblan org/

| G bock anepage |
About Debian | Getling Debian | Support  Developers’ Cormer

debian |

Debian is & free operating system {OS) for your computer. An operaling syslem is the set of basic programs and utifiies that make your computer run. Debian uses the Linux

kermel {the core of an operating system), but most of the basic OS toaks come fram the GHU project, hence the name GNUILinux

un.na GNUILinux provides mare than & pure OS: it comes with over 20000 packages, precompiled sofiware bundied up in a nece formt for easy installation on your machine.

ssssss

Getting Started

= ffyoud ike to start using Debian, you can easily obtain 3 copy, and then folkw e |
« ffyou're from a previous version, piease read the rele
 Ta et help inusing or setting up Diebian, se our documentation and support pages

» Users thal speak languages other than English should check the |nfemational section

« Paople wha use systems athes than intel 1B showid check the pors secticn

n instructions to instal it
e noles biefore proceeding

News

it debian cen! S a1 Miraeaniss Astas ranfiraad



- FEDORA CORE: & mdt ban phan phdi cia Linux dya trén RPM Package
Manager, duoc phat trién dua trén cong dong theo “Dy 4n Fedora (Fedora
Project)” va dugc bao trg boi RedHat. Dy an Fedora nham t&i muc dich tao ra mot
hé diéu hanh ma ngudén md hoan chinh dé sir dung cho cac muyc dich tong quét.
Fedora dugc thiét ké dé co thé dé dang cai dit véi chuong trinh cai dit mang giao
dién d6 hoa. Cac goi phan mém bo sung co thé tai xudng va cai dat mot cach dé

dang véi cong cu YUM. Céc phién ban méi hon ctia Fedora c6 thé dugc phat hanh

What makes Fedora great?

About Fedora Join us! A ot 74088 e
or | a Help make Fedoral

- SUSE: do hang Nowel phat trién. SuSE c6 cac phién ban chinh nhu: SuSE Linux
Enterprise Server, openSuSE. Trong s6 cac phién ban trén, phién ban x86-64 bit,
PPC, IA64. Kién triic x86 bao g6m cac loai bd xur ly: Intel Pentum 1-4, Celeron,
32bit Xeon, Celeron D, AMD K6, Dudén, Athlon, Athlon XP, Athlon MP,
Sempron. Kién triic x86-64 bit bao gdm cac bd vi sir Iy nhu: AMD Xeon, Xeon
MP, Pentum 4 Extreme Edition, pentum D, processors based on AMD’s AMD 64
& intel’s EM64T.C6 thé tham khao cac thong tin veé OpenSuSE tai dia chi:

http://www.opensuse.org.



Screenshats

openSUSE 12.1: All Groon!

Follow openSUSE on Google Plus

News & Events @
e
vee s i

Dwc20:
Bec 17 g

Ows 17 mdSL D

Heip & Suppon

UBUNTU: 14 ban phén phéi ctia Linux chu yéu danh cho méy tinh dé ban dua trén
Debian GNU/Linux.N6 duogc tai trg boi Canonical LTD, tén ctia ban phan phéi bét
nguén tir quan niém “ubuntu” ctia Nam Phi. Ubuntu huéng dén chi viéc chi dung

phan mém cho ngudi ding trung binh. Ubuntu c6 mdt cong dong ngudi ding ning
dong. Dia chi website: http://www.ubuntu.com/

» T
Tt Gt e Voguny Beskmads Jusht
B termapage| tarnn | * -

P e ——"

days

Fast, secure and stylishly simple,
the Ubuntu operating system is
used by 20 million people
worldwide every day.

Five days.
$9,000.
One fully-functioning cloud.

Learn about Ubuntu Cloud Jumpstart

B wrks with yomr
Favourite apps:

eeas
L Get et v

CENTOS: Comminity Enterprise Operating System la ban dugc xay dung dua trén
nén tang ctia Red Hat Enterprise Linux, hd tro dong x86 (i586 va i386), dong x86-
64 (AMD64 va Intel EMT64), cac cau trac IA64, Alpha, S390 va S390x. CentOS



chit yéu cung cip cho dong server chuyén dung, hién nay CentOS cung cip phién

ban 6.0http://www.centos.or

ComtO 5 elasses.

RED HAT ENTERPRISE: thudng dugc goi tit 1a RHEL 1a mot ban phan phdi
Linux mang tinh thwong maii ctia RedHat. Mdi phién ban RHEL s& Redhat ho trg
trong vong 7 nam ké tir ngay phat hanh dau tién. Cac phién ban méi cia RHEL s&
xuat hién sau mdi 18 thang. Hién nay RedHat di c6 phién béan 6:

o RHEL AS: danh cho cac hé théng 16n

o RHEL ES: danh cho cac hé théng trung binh

o RHEL ws: danh cho ngudi ding céc nhan c¢6 nhu ciu cao

o RHEL Desktop: danh cho ngudi ding ¢4 nhan c6 nhu ciu thap
Dia chi website:http://www.redhat.com/



1.4.
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YOU HAVE A CHOICE
FOR VIRTUALIZATION.

And that cholce has never been sasier.
See why at our virtual event on January 18,

CAU HOI ON TAP

Trinh bay tom tit qué trinh phét trién cta hé diéu hanh Linux

Hay cho biét su gidng va khac nhau giita Linux va Unix

Anh chj hdy cho biét uu, khuyét diém cta hé diéu hanh Linux

Anh (chi) hdy cho biét cac luat ban quyén dugc sir dung trong thé giéi ma ngudn
mé ? So sanh cac diém giéng va khac nhau giita cac luat d6 ?

Anh (chi) hiy trinh bay diém khac biét giita cac ban phan phdi ctia Linux ?

6. Anh (chi) hdy trinh bay vai tro ciia hé diéu hanh Linux trong thoi dai ngay nay ?
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CHUONG 2: CAI PAT LINUX CENTOS6.0

Céc bude cai dat hé diéu hanh Linux

Phan chia partation 6 ctmg cai Linux

Trinh khoi dong Bootloader

Qué trinh d6ng tat va khoi dong hé théng Linux

Cai dt Linux chung véi cac hé diéu hanh khac trén mot may.
St dung RPM

Cai dt phan mém tir file ngudn

Quan Iy phan mém bang yum

TOM TAT
- Phan 2.1 gi6i thiéu cac ddc diém chinh ctia ban phan phdi hé diéu hanh Linux
Cent0S6.0, gidi thidu cac yéu cau phan cing t6i thiéu chudn bi trude khi cai dit hé diéu
hanh, va cach chia cac partation can thiét cho cai dit Linux.
- Phan 2.2 gidi thiéu cac bude cai ddt ban phan phdi Linux CentOS6.0.
- Phan 2.3 gi6i thiéu va hudng dan cach cai dat phan mém trén Linux bang trinh quéan 1y
phan mém RPM va trinh tién ich YUM.

2.1.

2.1.1.

CAI DAT LINUX CENTOS SERVER

GIOI THIEU CENTOS 6.0

Puoc cong bd chinh thirc ndm 2011. CentOS cung cap mot sb dic diém sau:

Cung cip giao dién GNOME 2.20 bao gdm cac chuong trih thong dung nhu
Evolution mail client, c6 thé xem file dinh kém dang pdf, cling mot s6 tinh ning
nang cao khac.

Giao dién KDE 3.5.8 cung v6i cac tinh ndng multimedia, doc DVD da dang.

Cung cép giao dién quan 1y mang NetworkManager 0.7 hd tro tinh ning quan 1y va
thiét bi mang khong day.

Cép chuong trinh PulseAudio 1a mot chwong trinh quan 1y sound card hiéu qua va
¢6 thé tuong thich v6i hau hét cac hé thong sound méi. Cling véi chuong trinh giai
mi CodecBuddy c6 thé hd tro thém cho cac chuong trinh nghe nhac.

Cung cdo mg dung van phong OpenOffice.org 3 v6i nhidu tinh ning mai.

Tich hop thém bd nhan dang cho cac thiét bi Bluetooth.



— HJ tro cho laptop bd xir Iy theo kién tric x86 va x86-64.
— CentOS sur dung kernel phién ban 2.6.25

2.12. YEU CAU PHAN CUNG:

CPU 386 tré lén, BUS ISA,PCLEISA

Keyboard:US English 105 key. Hoac cac loai khac

Mouse type

Hard disk size: Nén c6 tdi thiéu 1.8 GB song khuyén céo nén c6 3,5 GB

RAM —tdi thiéu 64M (RedHat 7.2) chon Dung thém SWAP file nho mot bo nhé
a0 (Gap doi RAM value).

Tuy vy d6i v6i nhitng Kernel méi (2.6x) tré 1én ta nén str dung cAu hinh manh hon
nhu HDD t5i thiéu SGB, RAM 256 M.

Luu ¥ dung luong SWAP ( khong gian hoan dbi bd nhd) can hai lan 16n hon dung
luong RAM.

2.1.3. PHAN VUNG PiA CUNG

Pia cimg dugc phan ra nhiéu ving khac nhau goi 1a Partition. Mdi partition str dung

mot hé théng tap tin va luu trtr dir liéu. Cac phan viung can thiét dé cai dit Linux.

— Phan ving / 14 phan ving chinh chira cac thu muc gbe ctia hé thong.

—  Phan ving /boot chira cac boot loader, boot image cua hé diéu hanh.

— Phan ving swap dugc dung 1am khong gian hoan déi dir liéu khi phan ving nhé

2.2.

chinh duoc str dung hét. Kich thude ciia phan ving swap st dung tiy thudc hé
thong minh sir dung it hay nhiéu tmg dung. Kich thuéc ving swap dugc khuyén
khich 16n hon hay bang dung lugng RAM.

CAC BUOC CAI PAT

Khdi tao cai dit: chuwong trinh huéng dan cai dit truc tiép tir CDROMcai dat:



fut bac

CentOS 6 @

Community ENTarprise Operating System

Chon Skip trong hdp thoai Disk Found, dé khong kiém dia CDROM trudc khi cai dit, sau d6 hé

thong s& nap chuong trinh anaconda dé vao chét do d6 hoa.

{ Disc Found |

To Begin testing the wedia belore
installation presz OK.

Choose Skip to skip the media test
and start the installation.

Click Next dé tiép tuc

CentOS 6

Eommunity ENTerprine Operating Seiem

Chon Next dé qua budc ké tiép. Chon ngén ngit English 1am ngon ngir hién thi trong qua trinh

cai dit, ¢6 thé chon ngon ngir tiéng viét, chon Next dé tiép tuc bude ké tiép:
|

IT] What languags weuld you llke tn iise during the
W=l instaitabon processt

Chon kiéu Keyboard, nhén Next dé tiép tuc



Chon “‘Basic Storage Devices”

{7y Sedect the appropriate keyboar for
= the yystem.

German {latinl = no deackeys) -
German {latinl)
Greeh

Hanganian
Husganan (100 key)
seelanar

¥ecean
Latin Ameican
Macedonisn
Sormeqian
Folizn
Fortuguese
flomanian

A gack W Bt

Wihat type of devices will your installation imolver

Basic Starage Davices
& otk ue upyp b b Iyt Iy o s ewins, W st el were whech e g e s
1 15 BratEHy &

speclalized Storage Devices
meats o upgraes 1 B T L T p———
2 Wt ek o ol e s

ack _. Bear

Click chon “Re-initialize all”, nhan next dé tiép tuc

bat Hostname cho mdy tinh

o Emmor processing drive:
Fi-0000-00:10,0-8c-0:0-0:0
OME
Wiware, Vieware Virual 5
This device may et 1o be teinitialied
REINTIALZING WILL CALFSE ALL DATA TO BE LOST!

This action may atso be agplied 12 all sther disks
rewding reinitialization.

Device details:
OO0 000,055 0000

Bgnare Ignare all Be-initialize | | Re-initialize all

Bk L 3

Hlease name tria eomputer The
FOgENBME IierRifies 1P COPERRRE 00 &
Petwork.

HosEname: [ servermona

Configure Network

wwc | [ pnen



Chon timezone
|

Please velect the

Selected city: Tokyo, Asia
AslafTokyo

System clack uses UTE

4 fack i bt
Chon phuong thirc t6 chirc Partition, chon “create custom layout” néu mudn tu tao phan vung,

chon Next dé tiép tuc
| — |

Which type of irstallation would you like?
e Al Space
[t et SRR NI EPPRE D e SR e —p——

Ercrypt system
) Reylew and madify paritioning Lyeut

o fack p fieat
Chon New dé tao phan viing méi, ta can tao bn phan viing, phan viing /, phan viing /boot, phan

vung swap, phan vung /home
[ —

S04 Nty drenip vy Wi ERIS WO

Size | Mount Pointy

Device [MB) RAZYVOlume Trpe camat
1M Volume Grous
* vy o 10
Eals wwap B
300 Mook P v
e 30219 vy dlp physical volume (M)
Create Eat Driete Rt

- Tao phan vung /boot véi kich thude 1a SOOMB, Mount Point ext4.

- Tao phan vung / véi Mout Point la ext4, size 1a 20480MB.

- Tao Swap 6000MB.

- Tao phan vung /home v6i kich thude khoang 3700MB, mount point ext3.
Tao phan vung /boot voi kich thuoc la S00MB, Mount Point ext4.



Please Select A Device

Device 0| WomLPoke) Type Format
= LV Velume Groups
- v dip 3018
I _berme 3730 Mheenn it v
Iv_toot 20480 et v
Iv_swap L wnp ¥
= Hard Drives
- sda
sdal 200 foost g v
sz 30219 vg_dip physical uolume | v

ack o et

LUM Voluma Greap vg dip (10316 M)
Edit M Volume Group: va dip

eirm Group Nam: [va_mn
Devic Bsical Bxtant e 3
W sda2 021000 MB

= LM valume ©

- dip Edit Logical Volume: Iv_root
VoL g eb it Logical Volume: v roc
Fe_iwag
-~ Hard Drives Used .
v . Free Space:  (Lngical Volume Name: [i_reot
sdal Tkl Spade:
sdnz | heghcal volw| S (MB): | 2040

Lrsaypt fMax sloe is 24200 Ma)

Lagical
v_ros gnenl || g 4
Iv_swap Eelit
Delete

Rages
Gancel o

L W et

Click nut "Create" , Select "LVM Logical Volume" va Click "Create”
| —

wm va_sip (30216 M8
|.,,_.-..>_ = [T Ft |
1 s v Tan v
= si
by (uf Create Partion
= —
- vede 38 Cregte Software RAID Information
To_roe o
Ve M - o parttion
#al
= iaed Grives
- sa Croatn LM information
seal
sa 302
¥ M Logical Wolume vadip &
LM Physical Vohume
Cancel Creste

bt

Tao phan viing /home
| e —

VM Vsl Group va 8ip (W26 M)
EdE LYM Vol

Groug: vg_dip
Neluma Group Name:

Devig Escal Eatent:

= LM Volume €

= v dip

021600 M8

I Physical Vel
g Mount Point: | mome <t
Iv_ww
e system ype: | eata 5
- Used Space: L _
™ A OAVES (prec space:  |Logical volume Namie: [h_home
= sda Tetal Space: -
sl Loglcal Vol 300 (MB): a0
2 il volul ) B (M size is 3720 M8
b ik cancel || ok )
T Edit
Delete
Reget
Canel ox
o gack wp et

Sau khi tao xong cac phin viing nhan next dé tiép tuc



Please Select A Device

Size | Mount Point

Dovice D) | Aol ume Trwe Femnet
= LVM Volume Groups
- ; 016
3120 heena ey -
20440 4 ¥
P wwnp v
* Hard Drives
-
sdal 00 oot exld v
sy 30219 vg_dip physical volume (VM)
Create Reget

sk o et

Clieck “Format” dé dinh dang 6 dia

Please Select A Device

Device
T The fallawing pie-existing devices have been selected 1o be
o volume Groues | M fomsrtad detoing sh fatn
- vo_dp
e Jevida  partition table (MSDOS)
Iv_brae

I_ruen
bv_swap
~ Mard Drives
- sda
sdal

sdad

Lancel Eormat

Treate 4 Reget

ugack o het

Click 'Write Changes to Disk'

Please Select A Device

Size  Mount Point

DEE (g RalDivotene

Type Format

Writing storage configuration to disk

Tk il i
WISl o Bt wethen o detk, Amy data an
deleted or reformatted partstions wil be fost

Go barck Tie changes to sk

Sreate heset

aBack i et

Chon Next dé tiép tuc. Chon cai dit Grub boot loader dé quan ly boot loader hé théng chon Next
dé tiép tuc:

& Inata Boot foader on Mevsds. | Change device

Lse a boot Inader pasawerd

Boot loader operating systam st

add

Efit
Delete

Auack o biext



Luc chon phén mém dé cai dit. Select 'Minimal' va tiép tuc.
| —

Tree default inssallation of Cantos is & minimem install, You can opticnally select 3
At saftware raw,

 dTatral repOsiTeries TRAE yén wank 16 use for soltware insTalarion

A additional software repositories # Modty repasitory

Wous cam further custemnize the software selection now, or aftes install via the software
management application
& Customize later Sustomize new

sack o bert

Qua trinh cai dit dién ra trong vai phut.

CentOS 6

Community ENTerprise Operating System

fed: 120-of 204

Installing python-2.6.5-3.e10.X06_64 (20 MD)
An interpreted, interattive, object-oriented programeming language

Cangratdaticns, your Cents installation 15 compiete:

Please rebool i the installed systemn. Note that updates may te
available to ensure the proper functioning of your system and installation

of thess updates s recommended after the reboot

sl meboot
Qua trinh cai dat hoan tAt nhan nat “reboot” dé khoi dong h¢ théng

CentDS Linux release 6.8 (Final)
Kernel 2.6.32-71.el6.xB6_64 on an x86_64

dlp login:




2.3. CAIDPAT PHAN MEM

2.3.1. QUAN LY PHAN MEM RPM

RedHat Package Manager (RPM) 1a hé thdng quan 1y package (gbi phan mém) duoc
Linux ho trg cho ngudi dimg. RPM c6 mdt co sé dit liéu chita cac thong tin clia cac package da
cai va cac tap tin ctia chiing. Nho vy, RPM cho phéptruy van céc thong tin, cling nhu xéc thuc
cac package trong hé thong.

Trong qua trinh néng cap package, RPM thao tic trén tap tin cAu hinh rat can than, do
vay makhong bao gio bi mét céc lya chon trude d6 ctia minh. Trén phuong dién cac nha phat
trién, n6 cho phép déng goi chuong trinh ngudn cua phan mém thanh cc package dang nguon
hoac binary dua t61 nguoi dung.

2.32. CAIPAT PHAN MEM BANG RPM
Package RPM thudng chira cac tép tin c6 dang gidng nhu “foo-1.0-1.i386.rpm”. Tén tip tin ndy
bao gém tén package (foo), phién ban (1.0), s hiéu phién ban (1), kién tric sir dung (i386).
- Cuaphép: # rpm —ivh tén-tap-tinRPM
- Vidu2.3.1: #rmp —ivh foo-1.0-1.1386.rpm
foo package foo-1.0-1 is already installed
Néu mudn cai chong 1én package da cai roi dung 1énh thém tham sb --replacepkgs
#rpm —1vh —replacepkgs tén-tap-tin-package
- Vidu 2.3.2:# rpm -ivh --replacepkgs foo-1.0-1.i1386.rpm

2.3.3. TRUY VAN CAC PHAN MEM
- Cl phap:# rpm -q té€n-package
- Vidu2.3.3: # rpm -q sendmail
sendmail .8-11.1
Thay vi x4c dinh tén package,c6 thé sir dung thém mot sb tham s6 khac két hop voi -q dé xac

dinh package mamudn truy van.

-a Truy van tat ca cac package.

-f tap-tin Truy van nhiing package chua tap-tin. Khi xac dinh tap
tinphai chi r& duong dan (vi du: /usr/bin/ls)

-p tén-tap-tin-package | Truy van package tén-tip-tin-package




-1 Xac dinh cac théng tin vé package bao gom: tén, mo ta,
phién ban, kich thudc, ngy tao, ngay cai dit, nha san xuét

-1 Hién thi nhimg tp tin trong package

-s Hién thi trang thai ctia cac tip tin trong package

-d Hién thi danh sach tap tin tai liéu cho package (vi du man,
README, info file ...)

—-c Hién thi danh sach tap tin cau hinh

2.34. XUNG POT TAP TIN PHAN MEM
Khicai package chira tap tin triing véi tap tin d4 ton tai clia package khac hogc ctia ban cii s& xay
ra 16i.
- Vidu 2.3.4:# rpm -ivh foo-1.0-1.1386.rpm
foo /usr/bin/foo conflicts with file from bar-1.0-1
Dé bo qua 161 nay,co thé cai deé 1én bang cach sir dung tity chon --replacefiles.
- Vidu 2.3.5:# rpm -ivh --replacefiles foo-1.0-1.1386.rpm
Mot s6 package sir dung céc tap tin ciia cac package khac. Trudc khi cai package nay,phai cai
cac package phu thudc, néu khong s& bao 15i.
- Vidu 2.3.6:# rpm -ivh foo-1.0-1.i1386.rpm
failed dependencies:
bar is needed by foo-1.0-1
Giai quyét trudng hop nayphai cai cac package duoc yéu cau. Néumudn tiép tuc cai ma khong
cai cac package khac thi dung tuy chon --nodeps. Tuy nhién lic nay c6 thé package ctiacai co
thé chay khong tot.

2.3.5. LOAI BO PHAN MEM DA CAI PAT TRONG HE THONG
- Cu phap: #rpm -e <tén-package>
- Vidu2.3.7:# rpm -e foo

removing these packages would break dependencies:

foo is needed by bar-1.0-1



Luu ¥ 14 khi x6a ching ta ding tén-package chir khong dung tén tap tin RPM.Néu mudn x6a cac
package bo qua céc 16i,dung thém tham s6 --nodeps. Tuy nhién néu chuong trinhxoéa c6 lién
quan dén chuong trinh khéc thi chuong trinh nay s& hoat dong khong dugc.

2.3.6. NANG CAP PHAN MEM
- Cuphap: # rpm —Uvh tén-tap-tinRPM
- Vidu 2.3.8:# rpm -Uvh f00-2.0-1.1386.rpm
Khi upgrade RPM s& x6a cac phién ban cii clia package.Co thé ding 1énh nay dé cai dat, khi d6
s€ khong c6 phién ban cii nao bi x6a di.
Khi RPM tyr dong nang cap vdi tap tin cau hinh,thay ching thuong xuat hién mot thong béo nhu
sau: saving /etc/foo.conf as /etc/foo.conf.rpm save. Diéu niy c6 nghia 1a khi tap tin cau hinh cia
phién ban cii khéng tuong thich véi phién ban méi thi chung Iuu lai va tao tap tin ciu hinh méi.
Nang cap thuc su 1a sy két hop giita Uninstall va Install. Vi thé khi upgrade ciing thuong xay ra
cac 16i nhu khi Install va Uninstall va thém mét 18i nita la khiupgrade véi phién ban cii hon.
- Vidu 2.3.9# rpm -Uvh foo-1.0-1.1386.rpm
foo package foo-2.0-1 (which is newer) is already installed
Trong truong hop naythém tham soé --oldpackage
# rpm -Uvh --oldpackage foo-1.0-1.i386.rpm

2.3.7. CAIPAT PHAN MEM FILE SOURCE *.tar, *.tgz
Ngoai cac phan mém duoc dong goi dang file nhj phan (file *.rpm) con c6 cac phan mém dugc
cung cp dang file source code nhu: *.tar hogc *.tgz. Thong thuong dé cai dat phan mém nay ta
can phai dua vao tro gitip cia file gitp do trong timg chuong trinh hodc phan mém, cac file
(README or INSTALL,) ndy ndm trong thu muc con cta thu myc sau khi ta dung 1énh tar dé
giai nén source. Dé thuc hién viée cai dat nay ta thuong lam cac budc sau:

- Buwdc 1: Giai nén file tar

Vi du 2.3.10:#tar -xvzf linux-software-1.3.1 .tar.gz

linux-software-1.3.1/

linux-software-1.3.1/plugins-scripts/
linux-software-1.3.1/linux-software-plugins.spec
[root@bigboy tmp]#

Tao cac thu muc con chtta cac file cai dat

[root@bigboy tmpl# 1s

linux-software-1.3.1 linux-software-1.3.1.tar.gz




-  Buérc 2: Chuyén vao thu muc con va tham khao cac file INSTALL, README.
Vidu 2.3.11.# cd linux-software-1.3.1

[root@bigboy linux-software-1.3.11# 1s

COPYING install-sh missing plugins

depcomp LEGAL mkinstalldirs plugins-scripts

FAQ lib linux-software.spec README

Helper.pm Makefile.am linux-software.spec.in REQUIREMENTS
INSTALL Makefile.in NEWS subst.in

[root@bigboy linux-software-1.3.11#

- Budc 3: Sau do ta dua vao chi dan trong file INSTALL, README) d¢ cai dat phan

mém.

2.3.8. QUAN LY PHAN MEM BANG YUM
Yum 1a tién ich dé quan 1y phan mém trén méi trudng Linux. Véi yum ta ¢ thé cai dat phan
mém truc tiép tir hé théng cuc bd hoac cai dat phﬁn mém truc tiép tir Internet. Ngoai ra yum con
cho phép ta cap nhat phin mém trong hé thdng, cai dit ca nhom cac goéi cho phin mém, tu dong
phét hién va kiém tra cac phan mém can thiét phai cai dat. Voi yum moi viée cai diat phan mém

trd nén don gian hon.

23.9. CAIPAT PHAN MEM BANG YUM
- Cu phap:#su —c ‘yum install <tén phan mém>hoic #yum install <tén phin mém>
- Vidy 2.3.12:#su — ‘yum install mc¢’ hoac 1énh #yum install mc

Trong d6 mc 12 tén phan mém can cai dat, tiép theo ching ta s& thyc thi cac budc sau:

[root@localhost ~]# su -c 'yum install mc'
Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile
* base: ftp.cuhk.edu.hk
* extras: ftp.cuhk.edu.hk
* updates: centosz4-msync-dvd.centos.org
Setting up Install Process
Resolving Dependencies
--> Running transaction check
-——> Package mc.i386 1:4.6.1a-35.el5 set to be updated

--> Finished Dependency Resolution




Dependencies Resolved

Package Arch Version Repository Size
Installing:
mc 1386 1:4.6.1a-35.el5 Dbase 2.1 M

Transaction Summary

Install 1 Package (s)
Upgrade 0 Package(s)

Total download size: 2.1 M

Is this ok [y/N]: y

Downloading Packages:

mc-4.6.1a-35.e15.1386.rpm | 2.1 MB 00:07
Running rpm check debug

Running Transaction Test

Finished Transaction Test

Transaction Test Succeeded

Running Transaction

Installing : mc 1/1
Installed:

mc.i386 1:4.6.1a-35.el5

Complete!

Hé théng thong bao da cai dat hoan tat phﬁn mém mc, ta co thé kiém tra béng cach chay 1énh mc
dé kich hoat chuong trinh.

.Trash

.eggcups 8 .eggcups

.goonf 8 .gconf

.gqconfd : .gconfd

.gnome g .gnome

.gnomea 3 .gnome2
.gnomeZ_private 8 .gnomeZ_private
.gstreamer-8.18 3 .gstreamer-8.18
.mc 8 .mc

.metacity 3 .metacity
.mozilla : .mozilla
.nautilus 8 .nautilus
.redhat 8 .redhat

Desktop 8 Desktop
.ICEauthority 3 .ICEauthority

Al i

176G (88x) of 196G 17G (88x) of 196G
int: You can specify the username when doing ftps: 'cd s#ftp:userB@machine.edu’
[root@localhost “1# _

1 2 E] 4 5 ] 7 B 9 18




2.3.10. CAP NHAT PHAN MEM BANG YUM
- Caphap:#su —c ‘yum update <tén phin mém> hodc #yum update <tén phan mém>
- Viduy 2.3.13:#su — ‘yum update bind’ hodc 1énh #yum update bind.

Trong d6 bind 13 phan mém can dugc update.

[root@localhost ~]# su -c 'yum install bind'

-->Running transaction check

-—->Processing Dependency: bind = 30:9.3.6-16.Pl.el5 for package:
caching-nameserver

-->Running transaction check

-->Package bind-utils.i386 30:9.3.6-16.Pl.el5 7.1 set to be updated
-->Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Updating:

bind 1386 30:9.3.6-16.P1.el5 7.1 updates 980 k
Updating for dependencies:

bind-chroot 1386 30:9.3.6-16.P1l.el5 7.1 updates 46 k
bind-libs 1386 30:9.3.6-16.P1.el5 7.1 updates 862 k
bind-utils 1386 30:9.3.6-16.P1l.el5 7.1 updates 173 k
caching-nameserver 1386 30:9.3.6-16.P1l.el5 7.1 updates 62 k

Transaction Summary

Install 0 Package (s)
Upgrade 5 Package (s)
Total download size: 2.1 M
Is this ok [y/N]: y

Downloading Packages:

(1/5) :bind-chroot-9.3.6-16.P1.el5 7.1.1i386.rpm | 46 kB 00:00
(5/5): bind-9.3.6-16.P1.el5 7.1.i386.rpm | 980 kB 00:11
Total

101 kB/s | 2.1 MB 00:21

Running rpm check debug
Transaction Test Succeeded
Running Transaction
Updating : bind-1libs 1/10




Updating : bind 2/10

Cleanup : bind 9/10

Cleanup : caching-nameserver 10/10
Updated:
bind.i386 30:9.3.6-16.P1l.el5 7.1
Dependency Updated: bind-chroot.i386 30:9.3.6-16.Pl.el5 7.1 bind-

libs.1386 30:9.3.6-16.P1l.el5 7.1 bind-utils.i386 30:9.3.6-16.Pl.el5 7.1
caching-nameserver.i386 30:9.3.6-16.P1.el5 7.1
Complete!

2.3.11. LOAI BO PHAN MEM VOI YUM
- Cu phap:#su —c ‘yum remove <tén phin mém> hodc #yum remove <tén phin mém>
- Viduy 2.3.14#su — ‘yum remove mc’ hodc 1énh yum remove mc.

Trong d6 mc 1a tén phan mém.

[root@localhost ~]# su -c 'yum remove mc'

--> Running transaction check

-—-> Package mc.i386 1:4.6.1a-35.el5 set to be erased
—--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Removing:
mc 1386 1:4.6.1a-35.e15 installed 5.2 M

Transaction Summary

Remove 1 Package (s)
Reinstall 0 Package (s)
Downgrade 0 Package (s)

Is this ok [y/N]: y
Downloading Packages:
Running rpm check debug
Running Transaction Test
Finished Transaction Test
Transaction Test Succeeded
Running Transaction

Erasing : mc 1/1




Removed:
mc.i386 1:4.6.1a-35.el15
Complete!

2.3.12. TIM PHAN MEM BANG YUM
- CU phap:#su—c ‘yum list <tén phan mém>’ hodc 1énh yum list <tén phan mém>
- Vidu 2.3.15:#su — ‘yum list m¢’ hodc Iénh yum list mc
Trong d6 mc 14 tén phan mém can tim. Két xuét cta qua trinh tim kiém sé& cho ta biét phin mém

ndy ¢ duoc cai dit trong hé thong hay con trong bo luu trit.

[root@localhost ~]# yum list mc
Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile
* base: ftp.cuhk.edu.hk
* extras: ftp.cuhk.edu.hk
* uypdates: centosz4-msync-dvd.centos.org
Installed Packages
mc.1386
1:4.6.1a-35.e15
installed

- Vidu 2.3.16:#su — ‘yum search named’

[root@localhost ~]# su -c 'yum search named'
Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile

* base: ftp.cuhk.edu.hk

* extras: ftp.cuhk.edu.hk

* updates: centosz4-msync-dvd.centos.org
Matched: named
bind.i386 : The Berkeley Internet Name Domain (BIND) DNS (Domain Name

System) server.

bind-chroot.i386 : A chroot runtime environment for the ISC BIND DNS
server, named (8)

bind-sdb.i386 : The Berkeley Internet Name Domain (BIND) DNS (Domain
Name System) server with database backends.

caching-nameserver.i386 : Default BIND configuration files for a caching
nameserver

bind97.1386 : The Berkeley Internet Name Domain (BIND) DNS (Domain Name

System) server




bind97-chroot.i386 : A chroot runtime environment for the ISC BIND DNS
server, named(8)

c-ares.i386 : A library that performs asynchronous DNS operations
edfsprogs.i386 : Utilities for managing the fourth extended (ext4)
filesystem

perl-Archive-Zip.noarch : Perl library for accessing Zip archives
pstack.i386 : Display stack trace of a running process

sgqlite.i386 : Library that implements an embeddable SQL database engine
system-config-bind.noarch : The BIND DNS Configuration Tool.

- Vidu 2.3.17#su — ‘yum provides bind’

[root@localhost ~]# su -c 'yum provides bind'
Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile

* base: ftp.cuhk.edu.hk

* extras: ftp.cuhk.edu.hk

* updates: centosz4-msync-dvd.centos.org
30:0ind-9.3.6-16.P1.e15.1386 : The Berkeley Internet Name Domain (BIND)
DNS (Domain Name System) server.
Repo : base
Matched from:
30:bind-9.3.6-16.P1.el5 7.1.i386 : The Berkeley Internet Name Domain
(BIND) DNS (Domain Name System) server.
Repo : updates
Matched from:
30:bind-9.3.6-16.P1.el5 7.1.1386 : The Berkeley Internet Name Domain
(BIND) DNS (Domain Name System) server.

Repo : installed
Matched from:
Other : Provides-match: bind

Néu chiing ta mudn tim phan mém ¢ dang gan dung, vi du nhu tim tat ca cac phan mém bat dau
bang ky tu bin thi ta ding mo ta bin\*.
- Viduy 2.3.18:#su — ‘yum list bin\*’

[root@localhost ~]# su -c 'yum list bin\*'
Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile
* base: ftp.cuhk.edu.hk
* extras: ftp.cuhk.edu.hk

* updates: centosz4-msync-dvd.centos.org




Installed Packages

bind.i386 30:9.3.6-16.P1l.el5 7.1 installed
bind-chroot.i386 30:9.3.6-16.P1l.el5 7.1 installed
bind-1libs.i386 30:9.3.6-16.P1.el5 7.1 installed
bind-utils.i386 30:9.3.6-16.P1.el5 7.1 installed
binutils.i386 2.17.50.0.6-14.el5 installed
Available Packages

bind-devel.i386 30:9.3.6-16.P1.el5 7.1 updates
bind-libbind-devel.i386 30:9.3.6-16.P1l.el5 7.1 updates
bind-sdb.i386 30:9.3.6-16.P1l.el5 7.1 updates
bind97.1386 32:9.7.0-6.P2.el5 7.4 updates
bind97-chroot.1i386 32:9.7.0-6.P2.el5 7.4 updates
bind97-devel.i386 32:9.7.0-6.P2.el15 7.4 updates
bind97-1ibs.1386 32:9.7.0-6.P2.el5 7.4 updates

2.3.13. CAP NHAT HE THONG BANG YUM
Str dung tiy chon update dé cap nhat phin mém cho hé théng vé6i phién ban cip nhat méi nhat
tur Internet.

- Viduy 2.3.19:#su — ‘yum update’

[root@localhost ~]# su -c 'yum update’
Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile
* base: ftp.cuhk.edu.hk
* extras: ftp.cuhk.edu.hk
* updates: centosz4-msync-dvd.centos.org
Setting up Update Process
Resolving Dependencies
--> Running transaction check
---> Package NetworkManager.i386 1:0.7.0-13.el5 set to be updated
-—--> Package NetworkManager-glib.i386 1:0.7.0-13.el5 set to be updated

---> Package authconfig-gtk.i386 0:5.3.21-7.el5 set to be updated
—---> Package autofs.i386 1:5.0.1-0.rc2.156.el5 7.4 set to be updated

base/filelists | 2.9 MB 00:18
extras/filelists db | 215 kB 00:00
updates/filelists_db | 1.6 MB 00:06

-—> Finished Dependency Resolution

Dependencies Resolved




Package Arch Version Repository Size

Installing:

kernel 1686 2.6.18-274.12.1.el5 updates 18 M
Updating:

NetworkManager 1386 1:0.7.0-13.el5 base 1.0 M
NetworkManager-glib 1386 1:0.7.0-13.el5 base 82 k
NetworkManager-gnome 1386 1:0.7.0-13.el5 base 327 k
OpenIPMI i386 2.0.16-11.el5 7.2 updates 158 k
OpenIPMI-1libs i386 2.0.16-11l.el5 7.2 updates 570 k
SysVinit 1386 2.86-17.el5 base 113 k
apr i386 1.2.7-11.el5 6.5 Dbase 124 k

Installing for dependencies:
perl-NetAddr-IP 1386 4.027-5.el5 6 base 109 k

Transaction Summary

Install 2 Package (s)
Upgrade 187 Package (s)
Total download size: 295 M
Is this ok [y/N]: y

2.4. CAUHOION TAP:

Hay cai dat hé diéu hanh CentOS6 dudi su kiém soat cua may a0 Vmware

Giai thich cach t6 chirc phan ving 6 cimg trong qua trinh cai dit hé diéu hanh Linux

Hay c4u hinh cac thiét bi sau khi cai dat hé diéu hanh Linux

Trong qua trinh cai dit hé diéu hanh Linux cin tao ra bao nhiéu phan viing (partition) 6 dia.
Mot 6 cting (HDD) c6 thé tao t6i da bao nhiéu phan ving (partition).

Hay cho biét cac dic diém ciia ban phan phbi CentOS6

Hay cho biét cac kiéu dinh dang partition diing cho hé diéu hanh linux

Hay giai thich boot sector va Master Boot Record 1a gi?

O 0 N kWD =

Trong qua trinh cai dat, mat khau ctia tai khoan root ¢ chiéu dai tdi da bao nhiéu ky tu?
10. C6 thé cai dat nhiéu hé diéu hanh (Linux va windows) trén cing mot may hay khong? Néu
duoc thi cai dat nhu thé nao?






CHUONG 3: QUAN LY TAI KHOAN
ADMINISTRATOR

dfﬁi dulg:

D

<
o
oo
o

/7
0‘0

% Quan Iy nguoi dung (user) trong Linux.

Quan ly nhém (group) trong Linux

Thiét 1ap quyén han ctia nguoi ding 1én file, chuyén d6i chu s¢ hitu, nhom so hiru,...
Quan Iy ngudi ding va nhém (user, group) bang giao dién dd hoa.

Lam quen véi co ché to chue filesystem, cac tap 1énh lién quan, quyén han truy cap file,
quan ly filesystem.

Lam quen véi trinh tién ich quan 1y phan ving dia, sir dung cac thiét bj luu trix

TOM TAT

3.1.

Phan 3.1: Gi6i thiéu cach thitc quan 1y tai khoan nguoi dung trén Linux nhu: xem thong
tin tai khoan nguoi dung, cac thao tac quan tri ngudi dung va cach thiét 1ap quyén cho tai
khoan nguoi dung.

Phan 3.2: Gidi thiéu va quan tri hé théng Linux & ché do dong 1énh véi cac thao tac 1énh
co ban va cach thurc quan tri cac Run Level

Phan 3.3: Giéi thidu va quan trj filesystem nhu mo ta chirc ning va cu tric filesystem,
cac thao tac co ban trén filesystem, cac thao tac trén thu muc va tap tin

Phan 3.4: Quan tri dong tit hé thong véi cac thao tac: cac bude khoi dong hé thong, phuc
hdi mat khau cho tai khoan quan tri.

Phan 3.5: Quaén tr1 dich vu System Services nhu dich vu Xinetd, dich vu Telnet va bao
mat Telnet, dich vu SSH.

QUAN LY NGUOI DUNG

Trong hé théng Linux, tai khoan nay c6 tén 14 root. Pay 14 tai khoan c6 quyén cao nhat

duoc sir dung boi ngudi quan tri, giam sat hé théng. Tuy nhién ching ta chi sir dung tai khoan

nay vao cac muc dich cau hinh, bdo tri hé thong chir khong nén st dung vao muc dich hang

ngay.Can tao cac tai khoan (account) cho ngudi sir dung thuong nhat c6 thé dugc (dau tién 1a

cho ban than ). V6i nhiing server quan trong va co nhiéu dich vu khac nhau,co thé tao ra cac

superuser thich hop cho timg dich vu dé tranh ding root cho cac viéc nay. Vi du nhu superuser

cho cong tac backup chi can chitc ning doc (read-only) méa khong can chirc nang ghi.



Trong Linux, ching ta c6 thé tao tai khoan c6 tén khac nhung c6 quyén ctia root, bang
cach tao user co UserID bang 0. Can phan biétdang login nhu root hay ngudi st dung thudng

théng qua d4u nhic cua shell.

login: cntt

Password: ****x*xx*

Last login: Wed Mar 13 19:00:42 2002 from 172.29.8.3
[tdnhon@NetGroup tdnhon]$ su -

Password: **x*

Dong tht tur voi dau $ cho thaydang két ndi nhu mot ngudi st dung thudng (cntt). Dong cudi
cung voi dau # cho théydang thuc hién céac 1énh véi root.

3.1.1. THONG TIN VE NGUOI DUNG

Mbi tai khoan ngudi dung phai ¢6 mot tén st dung (username) va mat khau (password)
riéng. Tap tin /etc/passwd 1a tap tin chira cac thong tin vé tai khoan nguoi dung ctia hé théng.

Tén ngudi ding 1a chudi ky tu x4c dinh duy nhat mot ngudi ding. Nguoi dung sir dung
tén nay khi diing nhap ciing nhu truy xuét tai nguyén. Trong Linux tén nguoi ding c6 su phin
biét gitra chit hoa va thuong. Thong thudng, tén nguoi ding thuong sir dung chir thuong. Dé dé
dang trong viéc quan ly nguoi dung, ngoai tén nguoi dung Linux con st dung khai niém dinh
danh nguoi ding (user D). Mdi nguoi diing ¢6 mdt con s6 dinh danh riéng,

Linux sir dung s6 dinh danh dé kiém soat hoat dong ctia nguoi ding. Theo qui dinh
chung, nhitng nguoi dung c6 dinh danh 13 0 13 ngudi ding quan tri (root). Cac sb dinh danh tir 1-
99 str dung cho céc tai khoan hé thong, dinh danh ctia ngudi dung binh thudng sir dung gia tri
bét dau tir 100

Tap tin /etc/passwd
Tap tin /etc/passwd dong vai trd séng con ddi véi mot hé thdng Unix, Linux. N6 13 co so dit liéu
cac tai khoan nguoi dung trén Linux va duge luu dudi dang tap tin van ban. Chung ta thir xem

qua ndi dung cua tap tin passwd:#cat /etc/passwd

root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:
daemon:x:2:2:daemon:/sbin:
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:

news:x:9:13:news:/var/spool/news:




ftp:x:14:50:FTP User:/var/ftp:

nobody:x:99:99:Nobody:/:

nscd:x:28:28:NSCD Daemon:/:/bin/false
mailnull:x:47:47::/var/spool/mqueue:/dev/null
rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/bin/false
xfs:x:43:43:X Font Server:/etc/X11l/fs:/bin/false
nthung:x:525:526:nguyen tien hung:/home/nthung:/bin/bash
natan:x:526:527::/home/natan:/bin/bash

Mbi tai khoan dugc Iuu trong mot dong gom 7 cot:

Cot 1: Tén nguoi str dyng.

Cot 2: M3 lién quan dén mat khau cua tai khoan va “x” @i v6i Linux. Linux luu ma
nay trong mot tap tinkhac /etc/shadow ma chi c6 root méi c6 quyén doc.

Cot 3:4: Ma dinh danh tai khoan (user ID) va ma dinh danh nhom (group ID).

Cot 5: Tén day du cuia ngudi sir dung. Mot sb phan mém phé password sir dung dit liéu
ctia cot nay déthtr doan password.

Cot 6: thu muc c& nhan (Home Directory)

Cot 7: Chuong trinh s& chay dau tién sau khi nguoi dung ding nhap vao hé thong.

Tép tin /etc/shadow

La noi Iuu trir mat khau da duoc ma hoa

Chu triic tap tin /etc/shadow nhu sau#cat  /etc/shadow

Date when
Account igyiss pagEsT wads Days before  pays after which
A password last change password may password must ) nm,
be changed be changed Perlod of not\flcauqn
. (in days) before expiry
- ~  of password
v v Xy v

'
eziodm:$1546mXiYMHSBJI72Lcq3bUsAEPNSZz24n40:12100:0:99999: 7‘: ‘1 N
—___ Reserved for
future use

Date when

Days after  400ount expires

password expires
that account
will be disabled

e Tén tai khoan

e Mat khau da ma hoa:
o Bit dau bang * biéu thi tai khoan di bi vo hiéu hoa (disable)
o Bitdau bang !, tai khoan tam thoi bi khoa (locked)

e Ngay dbi mat khau (tinh tir 1/1/1970)

e Ngay co thé d6i mat khau (0 = bat ky liic nao)



e Ngay phai d6i mat khau

e Ngay bao mat khau sip hét han

e S ngay s& vo hiéu hoa tai khoan néu khong d6i mat khau dung han
e Ngay s€ tu dong vo hi€u hoa tai khoan

e Du trit dé sir dung sau nay
3.12. CAC THAO TAC QUAN TRI NGUOI DUNG

Tao tai khoan nguoi dung

a) Lénh trg gitip man
- CAa phap [énh: #man <lénh>

- Vi du:#man useradd

USERADD (8) System Management Commands USERADD (8)
NAME
useradd - create a new user or update default new user
information
SYNOPSIS

useradd [options] LOGIN
useradd -D
useradd -D [options]

DESCRIPTION
When invoked without the -D option, the useradd command creates
a new user account using the values specified on the command
line plus the default values from the system. Depending on
command line options, the useradd command will update system
files and may also create the new userA’s home directory and copy
initial files.
By default, a group will also be created for the new user (see
-g, -N, -U, and USERGROUPS ENAB) .

OPTIONS

b) Tao tai khoan nguoi dung
- Cu phap:#useradd [-c 161 mo ta vé nguoi ding] [-d thu muc ca nhan] [-m] [-g
nhom cua nguoi dung] [tén tai khoan]



Trong do: Tham s6 —m duoc st dung dé tao thu muc ca nhan néu né chua ton tai; va chi co root
duogc phép str dung Iénh nay
- Vidu 3.1.1:# useradd hocvien

- Kiém tra hocvien trong /etc/passwd:

[root@localhost ~]# vi /etc/passwd

root:x:0:0:root:/root:/bin/bash

named:x:25:25:Named:/var/named: /sbin/nologin
hocvien:x:501:501::/home/hocvien: /bin/bash

- Kiém tra hocvien trong /etc/shadow

[root@localhost ~]# vi /etc/shadow
root:$6$TJbnN.Blu2MnUkxE$axmsOdkgonFy.CbiJ6SsDwaXMp74J30J2/RGJ.eM/G3ww23ACT
J67 .LwYVBN61Fw6KF8x5rQ5J92NZJ127Z2U0k0:15320:0:99999:7:::

named:!!:15325::::::
hocvien:!!:15326:0:99999:7:::

Tai khoan hocvien dang bi tam khoa do chua dat mat khau.
- Kiém tra hocvien trong /etc/group

[root@localhost ~]# vi /etc/group
root:x:0:root
bin:x:1l:root,bin, daemon
daemon:x:2:root,bin, daemon
sys:x:3:root,bin,adm
adm:x:4:root,adm, daemon

lhu:x:500:
named:x:25:

hocvien:x:501:

Pit mat khau nguoi ding
- Chphép: #passwd  <username>

- Vidu 3.1.2# passwd hocvien

[root@localhost ~]# passwd hocvien
Changing password for user hocvien.
New password:

BAD PASSWORD: it is WAY too short
BAD PASSWORD: is a palindrome

Retype new password:




passwd: all authentication tokens updated successfully.
[root@localhost ~]#

Vi van dé an ninh cho may Linux va sy an toan cua toan h¢ théng mang, vi¢c chon ding
password 14 rit quan trong. Mot password goi 12 tot néu:

£ Co dp dai toi thiéu 6 ky tur.

& Phoi hop giira chir thwong, chir hoa, sé va cac ky tw dic biét.

4 Khong lién quan dén tén tudi, ngay sinh ... ciia ban va ngudi than.

- Kiém tra hocvien trong /etc/showdow

[root@localhost ~]1# vi /etc/shadow
root:$6$TJbnN.Blu2MnUkxE$axmsOdkgonFy.CbiJ6SsDwaXMp74J30J2/RGJ.eM/G3ww23ACT
J67.LwYVBN61FwoKF8x5rQ5J92NZ2J17%272U00k0:15320:0:99999:7:::
bin:*:14924:0:99999:7:::

named:!!:15325::::::
hocvien:$6$NQq/CPOtSyg6YSEL1y3ES/Z2fgImmG6vZNwVb6ZUbgbN/sVh8M2wviDh8avVJUTVOW
B80OB/phCEUMIQFJFBJIYVf.gbwriall:15326:0:99999:7:::

Tai khoan hocvien d3 duoc active va méat khau da duoc ma hoa.
- Vidu 3.1.3: tao user sv c6 home directory la /tmp/sv va c6 dong mo ta “day la tai

khoan dung de test”:

- Tao tai khoan sinhvien: #useradd -c “day la tai khoan dung de test” -d /tmp/sv

ISV

- Kiém tra user sv vira tao:

[root@localhost ~]# vi /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin

named:x:25:25:Named: /var/named:/sbin/nologin
hocvien:x:501:501::/home/hocvien: /bin/bash

sv:ix:502:502:day la tai khoan dung de test:/tmp/sv:/bin/bash

Vidu 3.1.4: Tao tai khoan hvl c¢6 home directory la /tmp/hv1 va thugc nhoém hocvien:

Tao tai khoan hv1:#useradd —d /tmp/hv1 —g hocvien hvl
Kiém tra hv1 trong /etc/passwd

[root@localhost ~]# vi /etc/passwd
root:x:0:0:root:/root:/bin/bash

bin:x:1:1:bin:/bin:/sbin/nologin

hocvien:x:501:501::/home/hocvien: /bin/bash




sv:ix:502:502:day la tai khoan dung de test:/tmp/sv:/bin/bash
test:x:503:503:day la tai khoan dung de test:/tmp/test:/bin/bash
hv1l:x:504:501::/tmp/hvl:/bin/bash

- Kiém tra hv1 trong /etc/group

[root@localhost ~]# vi /etc/group
root:x:0:root
bin:x:1l:root,bin, daemon
hocvien:x:501:

svix:502:

test:x:503:

Thay d6i mat khau tai khoin ngudi ding

¢) Thay d6i mat khau tai khoan root

[root@localhost ~]# passwd root

Changing password for user root.

New password:

BAD PASSWORD: it is WAY too short

BAD PASSWORD: is a palindrome

Retype new password:

passwd: all authentication tokens updated successfully.
[root@localhost ~1#

- Lam tuong tu cho viéc thay d6i mat khau cac tai khoan khac nhu hocvien, hvl.

Thay d6i thong tin ciia tai khoan
- Xem cu phép 1énh usermod

[root@localhost ~]# man usermod
USERMOD (8) System Management Commands USERMOD (8)
NAME
usermod - modify a user account
SYNOPSIS
usermod [options] LOGIN
DESCRIPTION

The usermod command modifies the system account files to reflect
the changes that are specified on the command line.
OPTIONS

The options which apply to the usermod command are:




-a, ——append
Add the user to the supplementary group(s). Use only with
the -G option.

-c, —--comment COMMENT
The new value of the userA’s password file comment field. It
is normally modified using the chfn(l) utility.

-d, —--home HOME DIR
The userA’s new login directory.

- Cul phap:#usermod [-c mO ta thong tin nguoi dung] [-d thu muc c4 nhan] [-m] [-g

nhom cua nguoi dung] [tén tai khoan
- Vidu 3.1.5:Thém tai khoan nvb vao nhoém admin
o #usermod —g admin nvb
- Thay d6i home directory ctia hv1 1a /home/hv1: #usermod ~d /home/hvl hvl
- Kiém tra hvl trong /etc/passwd

[root@localhost ~]# vi /etc/passwd
root:x:0:0:root:/root:/bin/bash

bin:x:1:1:bin:/bin:/sbin/nologin

test:x:503:503:day la tai khoan dung de test:/tmp/test:/bin/bash
hvl:x:504:501::/home/hvl/:/bin/bash

- Thay do6i hvl thugc nhom nhanvien: #usermod -g nhanvien hvl

[root@localhost ~]1# usermod -g nhanvien hvl
[root@localhost ~]# vi /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
lp:x:4:7:1p:/var/spool/lpd:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
uucp:x:10:14:uucp:/var/spool/uucp:/sbin/nologin
operator:x:11:0:o0perator:/root:/sbin/nologin
games:x:12:100:games:/usr/games:/sbin/nologin
gopher:x:13:30:gopher:/var/gopher:/sbin/nologin
ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin
nobody:x:99:99:Nobody:/:/sbin/nologin
dbus:x:81:81:System message bus:/:/sbin/nologin

usbmuxd:x:113:113:usbmuxd user:/:/sbin/nologin




avahi-autoipd:x:170:170:Avahi IPv4LL Stack:/var/lib/avahi-
autoipd:/sbin/nologin

vcsa:x:69:69:virtual console memory owner:/dev:/sbin/nologin
test:x:503:503:day la tai khoan dung de test:/tmp/test:/bin/bash
hvl:x:504:504::/home/hvl/:/bin/bash

Tam khoa tai khoan ngudéi dung
- Khoé hvl: passwd -1 hvl (hay dung Iénh usermod -L  hvl)

[root@localhost ~]# passwd -1 hvl
Locking password for user hvl.
passwd: Success

[root@localhost ~1#

- Kiém tra hvl trong /etc/shadow

[root@localhost ~]# vi /etc/shadow
root:$6$TJbnN.Blu2MnUkxE$axmsOdkgonFy.CbiJ6SsDwaXMp74J30J2/RGJ.eM/G3ww23ACT
J67.LwYVBN61FwoKF8x5rQ5J92NZ2J17%272U00k0:15320:0:99999:7:::
bin:*:14924:0:99999:7:::

test:!!1:15326:0:99999:7:::

hvl:!11:15326:0:99999:7:::
- Mo khoa hvl: pass -u hvl (hay dung Iénh usermod -U hvl)

[root@localhost ~]# passwd -u hvl
Unlocking password for user hvl.
passwd: Success

[root@localhost ~]#

- Kiém tra hvl trong /etc/shadow

[root@localhost ~]1# vi /etc/shadow
root:$6$TJbnN.Blu2MnUkxESaxmsOdkgonFy.CbiJ6SsDwgXMp74J30J2/RGJ.eM/G3ww23ACT
J67.LwYVBNG61FwoKF8x5rQ5J92N2J122U0k0:15320:0:99999:7:::
bin:*:14924:0:99999:7:::

test:!1:15326:0:99999:7:::
hv1::15326:0:99999:7:::

Huy tai khoan
- Cl phap:#userdel <option> [username]
- Vidu 3.1.6: x6a nguoi dung hocvien

#userdel —r hocvien




3.1.3. QUAN LY NHOM NGUOI DUNG
Thiét 1ap nhitng ngudi ding c6 chung mot s6 dic diém nao d6 hay c6 chung quyén han
trén tai nguyén vao chung mot nhom. MOdi nhoém c6 mét tén riéng va mot dinh danh nhém, mét
nhém c6 thé c6 nhidu nguoi ding va ngudi ding c¢6 thé 1a thanh vién cua nhiéu nhom khac
nhau. Tuy nhién tai mot thoi diém, mot ngudi ding chi c6 thé 1a thanh vién ciia mot nhém duy
nhét. Thong tin vé nhom luu tai tap tin /etc/group. Mdi dong dinh nghia mot nhém, cac trudng
trén dong cach nhau bang ddu hai chim “”. Noi dung ctia mot dong theo ct phép sau:<tén-

nhom>:<password-cua-nhom>: <dinh-danh-nhom>:<cdac-user-thuoc-nhom>

Tao nhom nguoi dung
- Ca phép cta Iénh:#groupadd [tén-nhom]
- Xem cu phap I¢nh:#man groupadd

[root@localhost ~]# man groupadd

GROUPADD (8) System Management Commands GROUPADD (8)
NAME
groupadd - create a new group
SYNOPSIS
groupadd [options] group
DESCRIPTION

The groupadd command creates a new group account using the
values specified on the command line plus the default values
from the system. The new group will be entered into the system
files as needed.

OPTIONS
The options which apply to the groupadd command are:

-f, —-—-force
This option causes the command to simply exit with success
status if the specified group already exists. When used with
-g, and the specified GID already exists, another (unique)
GID is chosen (i.e. -g is turned off).

-g, —--gid GID

The numerical value of the groupA’s ID. This value must be

- Vidu 3.1.7: Tao nhom c6 tén sinhvien:
#[root@localhost~]# groupadd sinhvien
- Kiém tra nhom sinhvien trong /etc/group

[root@localhost ~]# vi /etc/group




root:x:0:root
bin:x:1:root,bin, daemon

sinhvien:x:505:

Thay d6i thong tin nhém
- Ch phéap:usermod —g [tén-nhom tén-tai-khodn |
- Xem cuphédp lénh: man groupmod

[root@localhost ~]# man groupmod
GROUPMOD (8) System Management Commands GROUPMOD (8)
NAME

groupmod - modify a group definition on the system
SYNOPSIS

groupmod [options] GROUP
DESCRIPTION

The groupmod command modifies the definition of the specified

GROUP by modifying the appropriate entry in the group database.
OPTIONS

The options which apply to the groupmod command are:

-g, --gid GID

The group ID of the given GROUP will be changed to GID.

The value of GID must be a non-negative decimal integer.
This value must be unique, unless the -o option is used.
Values between 0 and 999 are typically reserved for system
groups.

Any files that have the old group ID and must continue to
belong to GROUP, must have their group ID changed manually.

- Thay d6i tén nhoém sinhvien thanh nhém nhom]1

[root@localhost ~]# groupmod -n nhoml sinhvien

- Kiém tra nhom1 trong /etc/group

[root@localhost ~]# vi /etc/group
root:x:0:root
bin:x:1l:root,bin, daemon

nhoml:x:505:

- Doi ID ciia nhém nhom! thanh 600
[root@localhost ~]# groupmod -g 600 nhoml

- Kiém tra nhém nhom]1 trong /etc/group




[root@localhost ~]# vi /etc/group
root:x:0:root
bin:x:1:root,bin,daemon

nhoml:x:600:

Thém ngwoi dung vao nhém
- Cl phap: #usermod -g <users>

- Vidu 3.1.8: #usermod -g sinhvien

Huy nhém
Cu phap:#groupdel [ t€n-nhom]

Vi du 3.1.9 #groupdel sinhvien

3.14. CAC THAO TAC LOGIN VA LOGOUT
- Turoot dang nhap vao hvl: #su—hvl

- Tur hvl dang nhap vao hocvien: $su — hocvien

- Thoat khoi hocvien:$exit

- Thoat khoi hv1:S$exit

- Thoat khoi root:#exit

<nhom>
nhoml

[root@localhost ~]# su - hvl

[hvl@localhost ~]$ su - hocvien

Password:

[hocvien@localhost ~]$ exit
logout

[hv@localhost ~]$ exit

logout

[root@localhost ~]# su - hocvien
[hocvien@localhost ~]$ exit
logout

[root@localhost ~]# exit




3.2. GIAO DIEN DONG LENH

3.2.1. PANG NHAP VOI GIAO DIEN DONG LENH
Giao dién dong 1énh (text) chil yéu dé cung cap cho ngudi dung quan tri. Diém manh ctia
hé thong Linux 1a & ddc diém nay, & giao dién text cho phép nguoi quan tri ¢6 toan quyén quan
tri hé théng, thyc hién bét ky tac vu nao, giao dién text cung cap nhiéu thuan lgi cho ngudi quan
tri, gitip quan tri hé théng hi¢u qua hon, nhanh hon, va an toan hon.
Nhap username va mat khau dé dang nhap giao dién Text.
C6 hai ché do déu nhéc I¢nh:
- Déu nhéc $ ding cho ngudi ding thong thudng
- Déu nhéc # ding cho ngudi ding quan trj (root)
- Céch st dung I¢nh trén giao dién Text theo chu trac:<command prompt> command
<option><parameter>
Trong do:
- Command prompt 1a ddu nhéc 1énh

Command la tén 1énh

Option la céc tuy chon cta 1énh

Parameter 14 tham s6 dong lénh

Vidu3.2.1[root@localhost ~]# 1ls -a -1 /etc

[root@localhost ~]# 1ls -a -1 /etc

total 4008

drwxr-xr-x 105 root root 12288 Dec 10 08:29

drwxr-xr-x 23 root root 4096 Dec 10 07:22

—rW-r—--r—--— 1 root root 15288 May 25 2008 a2ps.cfg
—rW-r——r—-— 1 root root 2562 May 25 2008 alps-site.cfg
drwxr-xr-x 4 root root 4096 Oct 15 02:02 acpi
—rW-r—--r—--— 1 root root 45 Dec 7 03:13 adjtime
drwxr-xr-x 4 root root 4096 Oct 15 01:59 alchemist
—rw-r——-r—- 1 root root 1512 Apr 25 2005 aliases
—rw-r—---—-- 1 root smmsp 12288 Dec 10 07:22 aliases.db




3.2.2. CAC LENH CO BAN

Xem danh sach cac xir Iy ciia hé thong

[root@localhost ~]# top
top - 19:55:56 up 8 min, 2 users, load average: 0.00, 0.00, 0.00
Tasks: 103 total, 1 running, 102 sleeping, 0 stopped, 0 zombie

Cpu(s): 0.0%us, 0.3%sy, 0.0%ni, 99.7%id, 0.0%wa, 0.0%hi, 0.0%si,
0.0%st
Mem: 511572k total, 188724k used, 322848k free, 19364k buffers
Swap: 1048568k total, Ok used, 1048568k free, 85216k cached
PID USER PR NI VIRT RES SHR S %CPU $SMEM TIME+ COMMAND
2088 root 20 0 11144 3160 2544 5 0.3 0.6 0:00.10 sshd
2122 root 20 0 2632 1108 880 R 0.3 0.2 0:00.06 top
1 root 20 0 2828 1376 1184 s 0.0 0.3 0:01.77 init
2 root 20 0 0 0 0s 0.0 0.0 0:00.00 kthreadd
3 root RT 0 0 0 0sS 0.0 0.0 0:00.00 migration/0
4 root 20 0 0 0 0s 0.0 0.0 0:00.00 ksoftirgd/O0
5 root RT 0 0 0 0s 0.0 0.0 0:00.00 watchdog/0

Xem danh sach céc xir Iy ciia hé thong, thwe hién ¢ ché dd background:

[root@localhost ~]# top &
[1] 2124

Piéu khién job

a) Li¢t ké nhitng jobs dang chay

[root@localhost ~]# jobs
[1]+ Stopped top

b) Chuyén mét job dang chay tir ché do foreground sang ché do background

[root@localhost ~]# bg 1
[1]+ top &
[1]+ Stopped top

¢) Chuyén mot job dang chay tir ché d6 background sang ché d6 foreground

[root@localhost ~]# fg 1
top




top - 19:58:01 up 10 min, 2 users, load average: 0.00, 0.00, 0.00
Tasks: 103 total, 1 running, 102 sleeping, 0 stopped, 0 zombie
Cpu(s): 0.0%us, 0.0%sy, 0.0%ni,100.0%id, 0.0%wa, 0.0%hi, 0.0%si,
0.0%st

Mem: 511572k total, 188840k used, 322732k free, 19412k buffers
Swap: 1048568k total, Ok used, 1048568k free, 85216k cached
PID USER PR NI VIRT RES SHR S $CPU 3%MEM TIME+ COMMAND
1 root 20 0 2828 1376 1184 S 0.0 0.3 0:01.77 init
2 root 20 0 0 0 0s 0.0 0.0 0:00.00 kthreadd
3 root RT 0 0 0 0sS 0.0 0.0 0:00.00 migration/0
4 root 20 0 0 0 0s 0.0 0.0 0:00.00 ksoftirgd/0
5 root RT 0 0 0 0s 0.0 0.0 0:00.00 watchdog/0
6 root 20 0 0 0 0s 0.0 0.0 0:00.00 events/0
7 root 20 0 0 0 0SS 0.0 0.0 0:00.00 cpuset
8 root 20 0 0 0 0SS 0.0 0.0 0:00.00 khelper

Lénh vé bién moi truwong

a) Xem danh sach cac bién méi truong;: end (hay printenv)

[root@localhost ~1# env

HOSTNAME=localhost.localdomain

SELINUX ROLE REQUESTED=

TERM=vt100

SHELL=/bin/bash

HISTSIZE=1000

SSH CLIENT=172.16.29.165 49423 22

SELINUX USE CURRENT RANGE=

QTDIR=/usr/lib/qt-3.3

QTINC=/usr/lib/gt-3.3/include

SSH_TTY=/dev/pts/0

USER=root

LS COLORS=rs=0:di=01;34:1n=01;36:mh=00:pi=40;33:50=01;35:do=01;35:bd=40;33;
01:cd=40;33;01:0r=40;31;01:mi=01;05;37;41:s5u=37;41:59=30;43:ca=30;41:tw=30;
c=01;36:*.mid=01;36:*.midi=01;36:*.mka=01;36:*.mp3=01;36:*.mpc=01;36:*.0gg=
01;36:*.ra=01;36:*.wav=01;36:*.axa=01;36:*.0ga=01;36:*.spx=01;36:*.xspf=01;
36:

MAIL=/var/spool/mail/root

PATH=/usr/lib/qgt-
3.3/bin:/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin:/root/
bin

PWD=/root




LANG=en US.UTF-8

SELINUX LEVEL REQUESTED=
SSH_ASKPASS=/usr/libexec/openssh/gnome-ssh-askpass
HISTCONTROL=ignoredups

SHLVL=1

HOME=/root

LOGNAME=root

QTLIB=/usr/lib/qt-3.3/1ib

CVS RSH=ssh

SSH CONNECTION=172.16.29.165 49423 172.16.29.151 22
LESSOPEN=| /usr/bin/lesspipe.sh $%s

G_BROKEN FILENAMES=1

_=/bin/env

b) Cai dat bién méi trudng rppm="Redhat Package Manager”:
[root@localhost~]#export rpm=" Redhat Package Manager”

¢) Kiém tra bién moi truong vira dat

[root@localhost ~]# env

HOSTNAME=localhost.localdomain

SELINUX ROLE REQUESTED=

TERM=vt100

SHELL=/bin/bash

HISTSIZE=1000

SSH CLIENT=172.16.29.165 49423 22

SELINUX USE CURRENT RANGE=

QTDIR=/usr/lib/qt-3.3

QTINC=/usr/lib/gt-3.3/include

SSH_TTY=/dev/pts/0

USER=root

LS COLORS=rs=0:di=01;34:1n=01;36:mh=00:pi=40;33:s0=01;35:do=01;35:0bd=40;33;
01:cd=40;33;01:0r=40;31;01:mi=01;05;37;41:5u=37;41:59=30;43:ca=30;41:tw=30;
c=01;36:*.mid=01;36:*.midi=01;36:*.mka=01;36:*.mp3=01;36:*.mpc=01;36:*.0gg=
01;36:*.ra=01;36:*.wav=01;36:*.axa=01;36:*.0ga=01;36:*.spx=01;36:*.xspf=01;
36:

MAIL=/var/spool/mail/root

PATH=/usr/lib/qt-
3.3/bin:/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin:/root/
bin

rpm= Redhat Package Manager




d) G& bo bién mdi trudng rpm:

[root@localhost ~]#unset rpm

e) Mot s6 lénh thudng dung khac trong Linux

Tén 1énh Cu phép Y nghia
Date Sdate Hién thi ngay hé thong
who #who Hién thi danh sach cac tai khoan dang dap nhap
vao hé thng
tty #tty Xac dinh tap tin tty ma minh dang login vao
cal Scal Xem lich hé thong
head Shead Xem ndi dung tap tin dau tap tin
<filename>
tail Stail Xem ndi dung cudi tap tin
<filename>
hostname | Shostname Xem va doi tén may
passwd Spasswd Doi mat khau cta user
<username>
1s ls <filename> Liét ké thudc tinh cua file va thu muc
cd cd <directory> | Di chuyén thu muc
man $man <lénh> Trg giup

3.2.3. CAC RUN LEVEL
Sau khi khoi dong, hé thdng tir dong nap chuong trinh /sbin/init dé kiém tra hé thong tap tin.

Sau do doc file /etc/inittab dé xac dinh muc hoat dong (runlevel). Cac Linux runlevel nhu sau:

Runlevel | Thu myc Iuu script Mo ta module hoat dong
0 /etc/re.d/rc0.d Ché d9 tat hé thong
1 /etc/rc.d/rcl.d Ché d6 don nguoi dung, cho phép hiéu qua chinh sir ¢6 hé
thong
2 /etc/rc.d/rc2.d Ché d6 text cho da nguoi ding khong hé tro NFS
3 fetc/re.d/re3.d | Ché do text cho da nguoi dung, hd trg day du
4 /etc/re.d/rcd.d | Khong st dung
5 /etc/rc.d/rc5.d Str dung cho nhiéu nguoi ding, cung cap giao dién do hoa




6 /etc/rc.d/rc6.d Reboot hé thong

Pé thay doi mirc run level bang cach c4u hinh tp tin /etc/inittab, thay doi thong sb runlevel mot

trong cac gia tri tir 0 dén 6 nhur trong ban trén hodc ding 1énh $init<runlevel>

3.3. HE THONG TAPTIN
Linux hd tro rat nhiéu loai hé théng tap tin nhu: ext2, ext3, MS-DOS, proc. H¢ théng tap
tin co ban cta Linux 1a ext2 va ext3 (hién tai 1a ext4).Bén canh d6, Linux con hd trg vfat cho
phép dat tén tap tin dai d6i v6i nhitng tp tin MS-DOS va nhimg partition FAT32. Proc 1a mot
hé thdng tap tin 4o (/proc) nghia 1a khong danh dung lugng dia phan phéi cho né. Ngoai ra con
¢6 nhimg hé thong tap tin khac nhu is09660, UMSDOS, Network File System (NFS).

3.3.1. CAUTRUC THU MUC HE THONG

Commen programs

Kermel and ather boot files
Dewvise files
Configuration Files

Link
X

Comimen programs

System adminishration progroms
Temparary files
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Lag Files, spaol files, and other dymamic files

Khai niém tap tin trong Linux dugc chia lam 3 loai chinh:

- Tap tin chura dit liéu binh thuong.

- Téap tin thu muyc.
- Tap tin thiét bi.

Ngoai ra Linux con ding cac Link va Pipe nhu 13 céc tap tin diic biét. Xem cau tric tip tin hé

thong:

Documentation
User 's home directory Configuration files
Shared libraries G

lost+foun Domaged Files C hesades files

Wiscelomsous fles Onlime cocumentation
Mounited file systems Shared ibraries
Directaries and files that report ,
systam stalus Other applications
The moot wser's home dirediory Mom pages

System wdministration
progronms
Shared information
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[root@localhost ~1# 1ls -1 /

total 98

dr-xr-xr-x. 2 root root 4096 Dec 12 18:40 bin
dr-xr-xr-x. 5 root root 1024 Dec 11 19:54 boot
drwxr-xr-x. 2 root root 4096 Nov 11 2010 cgroup

drwxr-xr-x. 18 root root 3680 Dec 18 19:47 dev
drwxr-xr-x. 115 root root 12288 Dec 18 19:47 etc

drwxr-xr-x. 8 root root 4096 Dec 13 15:09 home
dr-xr-xr-x. 18 root root 12288 Dec 18 14:18 1lib
drwx——----- . 2 root root 16384 Dec 11 19:37 lost+found
drwxr-xr-x. 3 root root 4096 Dec 13 15:19 media
drwxr-xr-x. 2 root root 0 Dec 18 19:47 misc
drwxr-xr-x. 2 root root 4096 Nov 11 2010 mnt
drwxr-xr-x. 2 root root 0 Dec 18 19:47 net
drwxr-xr-x. 2 root root 4096 Nov 11 2010 opt
dr-xr-xr-x. 116 root root 0 Dec 18 19:47 proc
dr-xr-x---. 5 root root 4096 Dec 13 17:11 root
dr-xr-xr-x. 2 root root 12288 Dec 13 15:24 sbin
drwxr-xr-x. 7 root root 0 Dec 18 19:47 selinux
drwxr-xr-x. 2 root root 4096 Nov 11 2010 srv
drwxr-xr-x. 13 root root 0 Dec 18 19:47 sys

8

drwxrwxrwt. root root 4096 Dec 18 19:47 tmp
drwxr-xr-x. root root 4096 Dec 11 19:38 usr

drwxr-xr-x. 23 root root 4096 Dec 11 19:53 var

i
N

Déi véi Linux, khong c6 khai niém cac 0 dia. Toan bo cac thu muc va tap tin duoc mount va tao
thanh mot hé thong tap tin théng nhat, bat dau tir goc /.

CAu tric logic ctua hé théng file duoc tao tir viéc anh xa céc cAu triic vat 1y dugrc tao ra khi ta cai
dat hé théng, cac thu muc nao khong dugc tao ra trong qua tinh cai dat thi hé théng s¢€ tu dong

tao ra. Cac thu muc co ban cua Linux gom:

Thue muc |Chirc ning

/bin, /sbin Chtra cac tap tin nhi phan hd tro cho viée boot va thuc thi cac 1énh can thiét

/boot Chtra linux kernel, file anh hd tro load hé diéu hanh

/lib Chtra cac thu vién chia sé cho cac tap tin nhi phan trong thu muc /bin va

/sbin, chira kernel module

/usr/local Chira cac thu vién, cac phan mém dé chia s& cho cac may khéc trong mang
/tmp Chtra cac file tam
/dev Chira céc tap tin thiét bi ( nhu CDROM, floppy, HDD), va mét s file dic




bi¢t khac.

Jetc Chira céc tap tin cdu hinh hé thong

/home Chura cac thu myc luu trir home directory ciia nguoi ding

/root Luu trir home directory ctia root

/usr Luru trit tap tin ctia cac chuong trinh da dugce cai dit trong hé thong

/var Luu trlr log file, hang doi cua cac chuong trinh ung dung, mailbox cua
nguoi dung.

/mnt Chira cic mount point ctia cac thiét bi duoc trong hé thong

/proc Con goi 14 system file, Iuu trit thong tin vé kernel

3.3.2. CAC THAO TAC TREN FILESYSTEM

Mount va Umount Filesystem

Mount 1a hinh thirc gén két thiét bi vao mdt thu muc trong filesystem cua Linux, con goi la
mount point, sau khi mount hoan tit viéc sao chép dit liéu gitta hé théng va mount point, trong
tu nhu sao chép dir liu gitra hé théng va thiét bi. Ta c6 thé mount vao hé théng cac loai thiét bi
sau: hda, sda, CDROM, dia mém, usb.

Mount thui cong
- Ca phap:#mount <tén thiét bi><diém mount>
Trong do
o Tén thiét bi: 1a thiét bi vat Iy nhu: /dev/cdrom (CDROM), /dev/fd0 (dia mém), dia cimg
/dev/hdal, /dev/sda,...
o Diém mount 12 vi trf thu muc, trong cay thu muc, ma ban mudn mount vao.

o Tuy chon cua Mount:

-v : cho biét chi tiét

-W : mount hé thong tap tin véi quyén doc va ghi

-r :mount hé thong tap tin v6i quyén doc

-tloai —fs : xac dinh hé théng tap tin dang mount: ext2, ext3,...
-a : mount tat ca hé thong tap tin khai bao trong /etc/fstab.
-oremount <fs> | : chi dinh viéc mount lai 1 filesystem nao do




- Vidu3.3.1: cac loai mout thiét bi

o Gin két cdrom: #mount /dev/cdrom  /mnt/cdrom

o Gén két mot hé théng tap tin:  #mount /dev/hda6 /mnt/source
o Remount filesystem: #mount —o remount /home
Mount tu dong

Tap tin /etc/fstab li¢t ké cac hé théng can duoc mount tu dong. Mdi dong mot hé théng tap tin

twong tmg v6i mot gan két. Cac cot trong mdi dong phan cach nhau bang khoang tring hoic

khoang tab.

LABEL=/ / ext3 defaults 11
LABEL=/var /var ext3 defaults 12
LABEL=/home /home ext3 defaults 12
LABEL=/boot /boot ext3 defaults 12
tmpfs /dev/shm tmpfs defaults 00
devpts /dev/pts devpts gid=5,mode=620 0 0
sysfs /sys sysfs defaults 00
proc /proc proc defaults 00
LABEL=SWAP-sdab swap swap defaults 00

—  Cot 1: chi ra thiét bi hodc hé théng tap tin can mount

- (ot 2: xac dinh mount point cho hé théng tap tin. Dbi véi cac hé théng tap tin dac biét nhu
swap, chiing ta dung chir node, c6 tac dung lam cho tap tin swap hoat dong nhu nhin vao
cay thu muc khong thiy.

— (ot 3: chi ra loai filesystem nhu: vfat, ext2, ext3,...

~ (ot 4: cac tiy chon phan cach nhau boi dau phay

~ Cot 5: xac dinh thoi gian dé 1énh dump sao chép hé thong tép tin. Néu truong nay tréng,
dump s& gia dinh rang hé thong tap tin nay khong can backup

— (ot 6: khai bao 1énh fsck biét thir tir kiém tra céc file hé théng tap tin khi khoi dong hé
thong. Hé thong tap tin gbc (/) phai c6 gid tri 1. TAt ca hé thng tap tin khac phai c6 gia tri
2. Néu khong khai bao, khi khoi dong may s& khong kiém tra tinh théng nhat cua tap tin.

Umount hé thong tap tin
Sau khi 1am quen véi viéc gan nhiing hé théng tap tin vao cay thu muc Linux, ching ta c6 thé
loai bo mot filesystem b'fmg 1énh umount.

- Cu phap:#umount <device name><mount point>




Lénh umount c6 cac dang:
—  #umount <thiét bi><diém mount>: loai bé cu thé mot filesystem
- #umount -a: loai bo tat ca cac filesystem dang mount
~  Viduy 3.3.2: Loai bo tit ca cac filesystem dang mount

H#umount -a
3.3.3. CAC THAO TAC TREN THU MUC

Puong din tuyét doi
Pudng dan tuyét d6i 1a dudong dan day da bat dau tir thu muc gdc (/) ctia thu myc. Puong dan
tuyét dbi 1a duong din bat dau tir thu muc gbc.

- Vidu 3.3.3 /home/hv, /usr/local/vd. Txt

Puong din twong ddi
Trong mét sb trudng hop str dung cac tap tin va thu muc 13 con cta thu muc dang 1am viée luc
d6 ta sir dung dudng din twong dbi. Pudng dan trong d6i 1a bit dau tir thu muc hién hanh. Dau
“.” Chi thu muc hién hanh va dau “.. ” chi thu muc cha ctia thu muc hién hanh.

- Vidu3.3.4: $cd.. :Quay vé thu muc cha cua thu muc hién hanh

M0t s6 Iénh thao tac trén thw muc

a) Lénh cd: Thay doi thu muyc hién hanh hay di chuyén thu muyc
- Cu phap: #cd [thu muc]
- Vidu 3.3.5 #cd /etc

b) Lénh mkdir:Tao thu muc méi
- Cu phap: #mkdir [thu muyc]
- Vidu 3.3.6 #mkdir /home/dulieu

c¢) Lénh Is: Liét ké noi dung trong thu muc.
- Cuaphap:$ls [taychon]  [thu muc]

$ls  -x - hién thi trén nhiéu cot



$Is -l : hién thi chi tiét cac thong tin clia tap tin

$Is -a ‘hién thi tat ca cac tap tin ké ca tap tin 4n
- Vidu3.3.7:8ls -1 /etc

[root@localhost ~]# 1ls -1 /etc
total 3980
-rw-r--r-- 1 root root 15288 May 25 2008 a2ps.cfg
-rw-r--r-- 1 root root 2562 May 25 2008 alps-site.cfg
drwxr-xr-x 4 root root 4096 Oct 15 02:02 acpi
-rw-r--r-- 1 root root 45 Dec 7 03:13 adjtime
drwxr-xr-x 4 root root 4096 Oct 15 01:59 alchemist
-rw-r--r-- 1 root root 1512 Apr 25 2005 aliases

Y nghia cac cot tir trai sang phai:
- Cotl:kytu dau tién “- chi tap tin thuong, d chi thu muc, I chi link va phia sau c6
dau > chi t6i tap tin that. Cac ky tu con lai chi truy xuét
- Cot thir 2: chi s6 lién két dén tap tin nay.
- Cot thr 3, 4: nguodi s¢ hitu va nhém so hitu
- Cot thir 5: kich thudc cua tap tin, thu muc
- Cot thir 6: chi ngay gio chinh stra cudi ciing
- Cot thir 7: tén tap tin, thu muc

d) Lénh rmdir: Lénh rmdir cho phép x6a thu muc rong
- CA phap:$rmdir [tuy chon]  [thu muc]
- Vidu3.3.8:$rmdir /home/dulicu
- Vidu3.3.9:$cd /home

3.3.4. GIOI THIEU TAP TIN

Cac Kiéu tap tin

Trén Linux hd tro cac kiéu tép tin sau day:
“-“Tap tin binh thuong (file)
“d” Téap tin thu muyc (directory)
“b> Thiét bi khdi (block device)
“c” Thiét bi ky tu (character device)
“I"Lién két (link)



“p”Ong (FIFO)

“s”Khe két ndi (socket)

“_” Tap tin 4n
Kiéu tap tin khong phan biét bang phin mé rong ctia tén tap tin. Ta c6 thé xem kiéu tap tin bang
Iénhls -1:



~ Vidu3.3.108ls 1 abe

-rw-r—--r-- 1 root root 0 Jan 19 19:09 abc

Giai thich:

Ky tu dau tién gitp ta x4c dinh kiéu tap tin
o Tép tin binh thuong: ky tu «“—*

Thu myc: ky tu “d”

Thiét bi khdi: ky tu “b”

Thiét bi ky tu: ky tu “c”

Lién két: ky tur “1”

Ong: ky tu “p”

Khe két ndi: ky tu “s”

e 9

TAp tin an “.

o 0O O O O O O

Cac thao tac trén tip tin

a) Lénh cat:

Duing dé hién thi ndi dung ctia tap tin dang van ban. Pé xem tap tin chung ta ta chon tén tap tin
Jam tham sb.

- Cu phap: $cat>filename hoac $cat >>filename

Trong trudng hop nay ching ta st dung déu “>” hay “>>" dé theo sau. Néu tp tin can tao di
t6n tai, dau™>" s& x6a ndi dung cuia tap tin va ghi ndi dung méi vao. Pau “>>" s& ghi nbi tiép noi
dung méi vao noi dung cii cta tap tin.

- Vidu3.3.11:8cat > thotinh. txtfENTER]

>toil yeu em den nay chung co the
>toi yeu em am tham khong hy vong
[Ctrl + d: d& k&t thic]

b) Lénh more:
Lénh more cho phép xem ndi1 dng tép tin theo tirng trang man hinh.

- Cu phap: $more <tén tap tin>
- Vidu3.3.12: $more /etc/inittab
c) Lénh cp:

Lénh cp cho phép sao chép tap tin



- Cuphap: $cp  <téntap tin ngudn> <tén tap tin dich>
- Vidu3.3.13:8cp fetc/passwd  SHOME/passwd

d) Lénh mv:
Lénh mv di chuyén vi tri cta tap tin, co thé sir dung 1énh mv dé doi tén tap tin.
- Cuaphap:$mv <tén tap tin ci> <tén tap tin mé1>
- Vidu33.14:$mv  SHOME/passwd $HOME/matkhau
e) Lénh rm:

Lénh rm cho phép x6a tap tin, thu muc
- Clphéap:$Srm [tay chon]  <tén tap tinjthu muc>
- Céc tuy chon hay dung:
—r:x6a thu muc va tat ca cac tap tin va thu muc con

-l:xac nhan lai trudc khi x6a

f) Lénh locate:
Str dung 1énh locate tim kiém don gian, thyc thi nhanh. Vi du tim céc file ¢6 tén bat dau bang
chudi “test” va két thic boi 1 s6 tir 0-9

[root@localhost ~]# locate test[0-9]
/usr/share/doc/m2crypto-0.16/demo/CipherSaber/cstestl.csl
/usr/share/doc/pygtk2-2.10.1/examples/glade/test2.glade
/usr/share/tcl8.4/tcltest2.2
/usr/share/tcl8.4/tcltest2.2/constraints.tcl
/usr/share/tcl8.4/tcltest2.2/files.tcl
/usr/share/tcl8.4/tcltest2.2/pkgIndex.tcl
/usr/share/tcl8.4/tcltest2.2/tcltest.tcl
/usr/share/tcl8.4/tcltest2.2/testresults.tcl

g) Lénh find:Cho phép tim kiém tap tin théa man diéu kién
- CA phéap: $find [thu muc]-name <tén tap tin>

[root@localhost ~]# find / -name named
/var/named

/var/named/chroot/var/named
/var/named/chroot/var/run/named
/var/run/named

/usr/sbin/named

/usr/share/doc/bind-9.3.6/sample/var/named




/usr/share/logwatch/scripts/services/named
/etc/sysconfig/named
/etc/rc.d/init.d/named
/etc/logrotate.d/named

h) Lénh grep: Tim kiém chudi ky tu trong tip tin ta sir dung
~  Ca phéap:$grep “biéu thirc tim kiém” <tén tap tin>
- Vidu3.3.15: grep ‘root’ /etc/passwd

[root@localhost ~]# grep 'root' /etc/passwd
root:x:0:0:root:/root:/bin/bash

operator:x:11:0:o0perator:/root:/sbin/nologin

1) Lénh touch:
Hb tro viée tao va thay ddi noi dung tép tin
- Cu phéap:[root@localhost ~J#touch [tiy chon] <tén tap tin>
- Vidu 3.3.16: [root@localhost ~J#touch filel. txt file2. txt (tao hai tap tin
filel. txt va file2. txt)

3.3.5. CAC THAO TAC THIET LAP QUYEN TRUY CAP CHO NGUOI DUNG

Quyén ngudi ding
Tét ca cac tap tin va thu muc cta Linux déu c6 nguoi s¢ hitu va quyén truy cip va co thé thay
d6i cac tinh chat nay. Quyén cua tap tin con cho phép xac dinh tap tin c6 phai 13 mot chuong
trinh (application) hay khong.
- Vidu 3.3.17[root@localhost ~]#ls —1
-rw-r—r— 1 fido users 163 Dec 7 14: 31 myfile
- Linux cho phép ngudi sir dung xac dinh cic quyén doc (read), viét (write) va thuc thi
(execute) cho timg ddi twong. Co ba dang dbi tuong:
e Nguoi sé hitu (the owner)
e Nhom s6 hiru (the group owner)

e Nguoi khac (“other users” hay everyone else).

Kitu r{wi|x |r| w | X |Tr]|W]| X

Loai tap tin Owner Group owner Other users

- Quyén han truy cap con co thé biéu dién dudi dang sb ¢ gia tri trong tmg nhu sau:



Quyén Gia tri
Read permission 4
Write permission 2
Execute permission 1

- Vi du 3.3.18:Thiét 1ap quyén read va excute la: 4+1 =5 va read, write va excute:
4+2+1=7
T6 hop ctia ba quyén trén c6 gia tri tir 0 dén 7.

0 or ---: Khéng cé quyén

1 or --x: execute

2 or -w-: write-only (race)

3 or -wr: write va execute

4 or r—--: read-only

5 or r-x: read va execute

6 or rw—-: read va write

7 or rwx: read, write va execute

Nhu vay khi cdp quyén trén mot tap tin/thu muc, c6 thé dung sb thap phan gom ba con sb. S6
dau tién miéu ti quyén ciia s6 hiru, s6 thir hai cho nhém va s6 thir ba cho nhiing nguoi con

lai.

Cic 1énh phan quyén chmd, chown, chgrp

a) Lénh chmod
Pay 1a 1énh dugce sir dung cip phép quyén truy cip cta tip tin hay thu muc. Chi ¢6 chu s hitu
va superuser méi co quyén thyuc hién cac 1énh nay.

—  Cu phéap:chmod [nhém-ngudi-ding] [thao-tac] [quyén-han] [tén-tap-tin].

Nhom nguoi dung Thao tac Quyén
u user + Thém quyén r read
g group e Xobaquyén w write
o others = gan quyén bang X excute

~ Vidu 3.3.19: Cap quyén cho tap tin myfile

Quyén Lénh

~WIXI-XT-X $chmod 755 myfile
-[-XT--T -- $chmod 522 myfile
“-TWXITWXIWX $chmod 777 myfile




b) Lénh chown

Lénh chown ding dé thay d6i ngudi s¢ hiru trén tap tin, thu muc

- Cu phéap:[root@localhost ~J#chown [tén-user:tén-nhom] [tén-tdp-tin/thu-muc] hodc
$chown —R [tén-user:tén-nhom] [thu-muc]

— Vi du 3.3.20[root@localhost ~j#¥chown -R sv1:sinhvien mfile

Dong 1énh cudi cting véi tity chon —R (recursive) cho phép thay d6i nguoi so hitu ctia thu muc

va tat ca cac thu muc con cua no.

c) Lénh chgrp

Lénh chgrp dung dé thay d6i nhom s& hitu ctia mot tap tin, thu muc

- Cu phap: [root@localhost ~]#chgrp [nhom-s&-hitu] [ten-tap-tin/thu-muc]
- Vidu 3.3.21: [root@localhost ~J#chgrp hocvien myfile

3.3.6. CHUAN CHUYEN HUONG TRONG LINUX
Chuyén hudng 13 hinh thtc thay d6i ludng dir liéu ciia cach nhap, xuat va 16i chuan. Khi sir dung
chuyén hudng, nhap chuan c6 thé nhan dir liéu tir tap tin thay vi ban phim, xuét va 18i chuan co

thé xuét ra tap tin hay may in. C6 ba loai chuyén huéng

Chuyén hwéng nhap

Theo quy udc thi cac 1énh 1ay dir liéu tir thiét bi nhap chudn (ban phim). Dé 1énh 1dy dit liéu tir
tap tin chiing ta dung ky hi¢u “<”

- Cu phép: [root@localhost ~]#1énh < <tap tin>

~  Déu “<” chi huéng chuyén dir liéu.

- Vidu 3.3.22: [root@]localhost ~J#cat < abc. txt hay  $cat 0<abc. txt

Chuyén hwéng xuét
Két qua ciia 1énh thong thudng dugce hién thi ra man hinh. Dé xuat két qua nay ra tap tin ta ding
dhu >
- Cuphap:$lénh > <tén tap tin>
- Vidu 3.3.23: li¢t ké ndi dung thu muc va chuyén két qua ra tap tin
$ls -1 > ketqua. txt

Pé chén dit lidu vao cudi tap tin ta dung dau “>>" thay cho dau “>”



- Caphap:$lénh >>  <tap tin>
- Vidu3.3.24:$cat a. txt >>  b.txt

Puong ong - PIPE

Linux cung cap co ché dudng ng cho phép ta co thé day dir liéu xuét ctia 1énh nay lam dir liéu
nhadp cua lénh khac xur ly.

- Vidu3.3.25:$ls -1 | more

Két qua ciia 1énh Is khong xuat ra man hinh ma chuyén cho 1énh more xir Iy nhu dir lidu dau

vao.
3.3.7. LUUTRU TAPTIN VA THU MUC

Lénh gzip va gunzip
Gzip dung dé nén tap tin, con guzip ding dé giai nén cac tap tin di nén.
- Cuaphap:$Sgzip [tuy chon]<tén tip tin> hodc $gunzip [tuy chon]<tén tap tin>
Gzip tao tap tin nén v4i phan mé rong. gz
- Céc tuy chon dung cho gunzip va gzip:
¢ :chuyén cdc théng tin ra man hinh
-d :giai nén, gzip —d twong dwong gunzip
-h :Hién thi givp do
- Vidu3. 1:$gzip /etc/passwdva $gunzip Jetc/passwd. gz

Lénh tar
Lénh nay dung dé gom va bung nhiing tap tin /thu muyc. N6 s& tao ra mot tap tin ¢ phan mo
rong. tar
- Cu phép:#tar [ty chon]  <tdp tin dich><t4p tin ngudn|thw muc nguon...>
- Tuy chon:
-cvf :gom tdp tin|thu muc
xvf  :bung tap tin|thu muc
Tap tindich :tap tin. tar s€ dugc tao ra
Tap tin ngudn|thu muc ngudn: nhimg tap tin hodc thu muyc can gom.

— Vidu 3. 2:Iénh nén va giai nén voi tar



ftar -cvf  /home/backup. tar  /etc/passwd  /etc/group
#tar -xvf  /home/backup. Tar

3.3.8. KHOI PONG HE THONG

Cic buédc khoi dong hé thong

Budc 1: khi mot may PC bat dau khoi dong, b xir 1y sé tim dén cudi ving bd nhé hé
théng cua BIOS va thuc hién cac chi thi & do.

Budc 2: BIOS sé& kiém tra hé théng, tim va kiém tra cac thiét bi va tim kiém dia chic
trinh khoi dong. Thong thuong, BIOS sé& kiém tra 6 dia mém, hoic CDROM xem c6 thé
khoi dong tir chiing hay khong, roi dén dia cimg. Thir tu ctia viée kiém tra cac 6 dia phu
thudc vao cac cAu hinh trong BIOS.

Budc 3: khi kiém tra 6 dia cimg, BIOS s& tim dén MBR va nap vao ving nhé hoat dong
chuyén quyén diéu khién ctia no.

Budc 4: MBR chtra cac chi dan cho biét cach nap trinh quan 1y khoi dong GRUB/LILO
chi Linux hay NTLDR cho windows NT/2000. MBR sau khi nap trinh khéi dong, sé
chuyén quyén diéu khién cho trinh quan Iy hoat dong.

Budc 5: boot loader tim kiém boot partition va doc thong tin cdu hinh trong grub.conf va
hién thi Operating Systems kernel ¢6 san trong hé thong dé cho phép chung ta lya chon
OS kernel boot.

Vi du vé grub.conf

# grub.conf generated by anaconda

#

# Note that you do not have to rerun grub after making changes to this file
# NOTICE:You have a /boot partition.This means that

#all kernel and initrd paths are relative to /boot/, eg.
#root (hdo0,0)

#kernel /vmlinuz-version ro root=/dev/VolGroup00/LogVol00
#initrd /initrd-version.img

#boot=/dev/sda

default=0

timeout=5

splashimage=(hd0,0) /grub/splash.xpm.gz

hiddenmenu

title CentOS (2.6.18-238.elb5)




root (hd0,0)
kernel /vmlinuz-2.6.18-238.el5 ro root=/dev/VolGroup00/LogVol00 rhgb

quiet

initrd /initrd-2.6.18-238.el5.img

- Budc 6: sau khi chon kernel boot trong file cAu hinh ctia boot loader, hé théng tu dong
nap chuong trinh /sbin/init dé kiém tra h¢ thong tap tin. Sau d6 doc file /etc/inittab dé

xac dinh mtrc hoat dong (runlevel). Cac Linux runlevel.

Runlevel Thu muc luu script Mo ta module hoat dong

0 /etc/re.d/rc0.d Ché do tat hé théng

1 /etc/rc.d/rcl.d Ché d6 don nguoi ding, cho phép hiéu qua
chinh su ¢b hé théng

2 /etc/rc.d/rc2.d Ché d6 text cho da nguoi ding khong hd
trg NFS

3 /etc/rc.d/rc3.d Ché d text cho da nguoi ding, hd trg day
du

4 /etc/rc.d/rc4.d Khong str dung

/etc/rc.d/rc5.d Str dung cho nhiéu nguoi ding, cung cap

giao dién do hoa

6 /etc/re.d/rc6.d Reboot hé thong

- Budc 7: sau khi xac dinh runlevel thong qua khai béo initdefault, chuong trinh /sbin/init
s¢€ thuc thi cac file startup script dugc dat trong cac thu myc con cua thu myc /etc/re.d
script chi dinh cho timg renlevel 06 dé xac dinh thu muc chra file script chi dinh cho
tung runlevel nhu: /etc/re.d/rcO.d - /ete/re.d/rc6.d. File script trong thu muc
fetc/rc.d/rc3.d/

Lueu y: tdp tin bang dau bang tir khéa “S” c6 nghia tdp tin nay sé dige thiee thi liic khdi dong
hé thé’ng, nguoc lai tap tin bat dau bﬁng twr khoa “K” nghia la tap tin do dwoc thuc thi sau
khi he théng shutdown, s6 theo sau cdc tir khéa “S” va “K” dé chi dinh trinh tw khoi dong

script, ké tiép la tén file script cho timg dich vu.

— Budc 8: Néu nhu & Bude 4 runlevel 3 dugc chon thi hé thong s& chay chuong trinh
login dé yéu cau ding nhap cho timg user trudc khi sir dung hé thdng, néu runlevel 5
duoc chon thi hé théng load X teminal GUI aplication dé yéu cau dang nhap cho timg
nguoi dung.

~  Pé xem céc thong tin chi tiét vé qua trinh khdi dong hé thong ta ding 1énh #dmesg|less.



Béao mat cho grub
Pé dat mat khau cho GRUB ta chi can m¢ file /etc/grub/grub.conf d& mé ta thém thong tin
password <ky tu mat khau>

Néu ta tao mat khau & dang ma hoéa thi ta mo6 ta dong:Password —-md5 PASSWORD

Sau d6 tao mat khau ma hoa bang 1énh mdSscrypt

~ Vi du 3.3.26: Chay shell grub va nhap mat khau:
Grub> mdbcrypt

Password: kkhkkhkhkkhkkhhkhkkhkhkhrhkkhkkrkhkkhkhhk %k

Encrypted: $15USjkxFefdxWHovppCUS1
b

- Sau d6 cat va dan mat khau d3 dugc ma hoa trén vao dong khai bao trong file cau hinh:

Tit va khéi dong hé thong
- Dé shutdown hé théng ta thuc hién 1énh sau:

#init 0 :kh&i déng hé thdéng ngay lap tuc
#shutdown -hy t :hé théng sé& shutdown sau t gidy
#halt :tuong tu nhu init 0

#poweroff

- Dé reboot hé théng ta thuc hién nhitng mot trong nhiing Iénh sau:

#init 6
#reboot
#shutdown -ry 10 :hé thbéng khoi déng lai trong 10 giay

Phuc hdi mét khiu cho ngudi diing quan tri

pé phu hdi mat khau cho nguoi dung quan tri, ta thyc hién theo cac budce sau:

- Khoi dong lai may Linux

— Khi GRUB Screen hién thi chon phim e dé thay doi thong tin boot loader (néu boot loader c6
mat khau thi nhap mat khau vao)



GHU GRUB  wersion 8,97 (638K lower ~ SZ6Z72K upper memory)

|
G. 18-194. 015 ro root=/dewUnlGroupff-LogUo 188 rhgh +
18-1. el5. ing

— Chon muc kernel /boot/vnlinux-2.6.18...... Sau do6 chon phim e dé thay doi thong tin
muc nay, thém tir khéa —s dé vao ché do don nguoi dung (single user) sau d6 chon phim
Enter

- Nhan phim b dé tiép tuc khoi dong, sau d6 thuc hién 1énh passwd dé thay doi méat khau
cta nguoi dung root

Remounting root filesystem in read-write mode:
ounting local filesystems:
Enabling local filesystem guotas:

Enabling setcsfstab swaps:
=h-3.24# passwd

hanging password for user root.

ew UNIX password:

etype new UNIX password:

passwd: all authentication tokens updated successfully.
sh-3.2#

- Dung Iénh init 6 d khoi dong lai hé thong

3.4. QUAN TRI SYSTEM SERVICES
34.1. XINETD

Céu hinh xinetd

Mbi dich vu Internet déu gan lién v6i mot cong chang han nhu: smtp — 25, pop3 — 110, dns-53...
Viéc phan bd nay do mot t6 chirc qui dinh.

Xinetd 1a mot Internet server daemon. Xinetd quan 1y tip trung tat ca cac dich vu Internet.
Xinetd quan 1y mdi dich vu twong g v6i mot cong(port). Xinetd ling nghe va khi nhan duoc
mdt yéu cau két ndi tir cac chuong trinh client, nd s& dua yéu cau dén dich vy tuong tmg xir Iy.
Va sau d6, Xinetd van tiép tuc lang nghe nhing yéu cau két nbi khac. Khi hé diéu hanh dugc
khoi dong, Xinetd duge khéi tao ngay lic ndy bai script /ete/re.d/init.d/xinetd. Khi Xinetd dugc



khoi tao, n6 s& doc thong tin tir tap tin ciu hinh /etc/xinetd.conf va s& din dén thu muc
Jetc/xinetd - noi luu tat ca nhimg dich vu ma Xinetd quan ly. Trong thu muc /etc/xinetd, thong
tin cAu hinh ctia mdi dich vu duoc luu trong mot tap tin cd tén trung véi tén dich vu do.

- Vidu 3.4.1:N6i dung tap tin cta dich vu telnet

service telnet

{

disable = yes

flags = REUSE

socket type = stream

wait = no

user = root

server = /usr/sbin/in.telnetd
log on failure += USERID

}

- Y nghia céc tity chon trong tap tin /etc/xinetd/telnet

Tén Y nghia
Disable Tam dinh chi dich vu nay. C6 2 gia tri: yes va no
Socket_type Loai socket. Trong truong hop nay la stream, stream la mot loai

socket cho nhiing két ndi connection-oriented chang han tcp

Wailt Thuong chi lién quan dén nhitng két ndi co loai socket 1a datagram.
Gia tri ctia n6 co thé 1a nowailt, diéu nay c6 nghia 1a xinetd s& tiép tuc
nhéan va xir 1y nhimg yéu cau khac trong luc xir Iy két ndi nay. Hoac
c6 thé wailt nghia 14 tai mot thoi diém xinetd chi ¢6 thé xir Iy mot két

noi tai mot cong chi dinh.

User Chi ra user chay dich vu nay. Thong thuong 1a root
Server Chi ra duong dan day du dén noi quan 1y dich vu

Tap tin /etc/services
Khi xinetd duoc khdi tao nd sé truy cap dén tap tin /etc/services dé tim cong twong tmg voi timg
dich vu. Noi dung cua tap tin nay nhu sau:

echo 7/tcp

echo 7/udp

discard 9/tcp sink null
discard 9/udp sink null
systat 11/tcp users

systat 11/udp users




quote
quote
# message send protocol

# message send protocol

ttytst source
ttytst source
fsp fspd

# SSH Remote Login Protocol
# SSH Remote Login Protocol

mail
mail
timserver

timserver

daytime 13/tcp
daytime 13/udp
gotd 17/tcp
gotd 17/udp
msp 18/tcp
msp 18/udp
chargen 19/tcp
chargen 19/udp
ftp-data 20/tcp
ftp-data 20/udp
ftp 21/tcp
ftp 21/udp
ssh 22/tcp
ssh 22 /udp
telnet 23/tcp
telnet 23/udp
smtp 25/tcp
smtp 25/udp
time 37/tcp
time 37/udp
rlp 39/tcp
rlp 39/udp

nameserver 42/tcp

nameserver 42/udp

resource #
resource #
name # IEN
name # IEN

resource location
resource location
116
116

Moi dong trong tap tin mo ta cho mdt dich vu, bao gém nhiing cot sau:
- Cot I: tén cua dich vu.
- Cot2:s6 céng va giao thirc ma dich vu nay hoat dong.

- Cot 3: danh sach nhiing tén goi khac cua dich vu nay.

3.4.2. CAUHINH TELNET
Trudc khi cdu hinh telnet, ching ta phai cai dit telnet trudc. C6 nhiéu cach cdu hinh telnet
server, sau day la hai cach cAu hinh co ban nhét:
Cach 1:
~ Dua vao tap tin cau hinh khi cai dit xong trong thu muc /etc/xinetd.d s& xuét hién tap tin

telnet. T4p tin ndy luu nhimg thong tin cau hinh vé dich vu telnet.

service telnet
{

disable = yes

flags = REUSE

socket type = stream




wait = no

user = root

server = /usr/sbin/in.telnetd
log on failure += USERID

}

néu disable = NO thi TELNET server dugc khdi dong, nguoc lai néu disable = yes thi TELNET
server khong duoc khoi dong.
- Khoi dong xinetd bang lénh:

#/etc/rc.d/init.d/xinetd start
#/etc/rc.d/init.d/xinetd stop

Hoac dung 1¢énh:

# service xinetd start
# service xinetd stop

# service xinetd restart

Cach 2: C4u hinh telnet Server bang dong 1énh

- Dung lénh chkconfig dé active telnet:
# chkconfig telnet on

- Kiém tra telnet thong qua lénh:
#netstat -algrep telnet
tcp 0 0 *:telnet *:* LISTEN

- Kiém tra telnet ¢6 dugc dit nhu dich vu hé théng:

# chkconfig --list | grep telnet
telnet: on
Tam ngung hoat dong telnet server dung lénh

# chkconfig telnet off

3.43. BAO MAT DICH VU TELNET

Cho phép Telnet Server hoat dong trén TCP PORT khac
Nhu ta da biét Telnet Traffic khong dugc ma hoa do do néu ta cho telnet server hoat dong trén
tep port 23 thi khong dugc an toan vi thé ta co thé dat telnet server hoat dong trén tcp port khac
23. dé 1am diéu nay ta thuc hién cac budc sau:
- Buoc 1. Mé tap tin /etc/services va thém dong.

stelnet 7777/tcp



- Buoc 2. Chép file telnet thanh file stelnet.
# cp /etc/xinetd.d/telnet /etc/xinetd.d/stelnet

—  Budc 3. Thay d6i mét sé thong tin trong file /etc/xinetd.d/stelnet

service stelnet

{
flags = REUSE

socket type = stream

wait = no

user = root

server = /usr/sbin/in.telnetd

log on failure += USERID
disable = no

port = 7777

}

- Budc 4. Kich hoat stelnet thong qua Iénh chkconfig
# chkconfig stelnet on
- Budc 5. Kiém tra hoat dong stelnet thong qua 1énh netstat.

# netstat -an | grep 777
tcp 0 0 0.0.0.0:7777 0.0.0.0:* LISTEN

— Ta co thé logon vao stelnet server théng qua 1énh:
# telnet 192.168.1.100 7777

Cho phép mét sd dia chi truy xuét telnet
Hiéu chinh théng s only from dé cho phép mét s6 host hodc network truy xut vaio TELNET

Server.

service telnet

{
flags = REUSE

socket type = stream

wait = no

user = root

server = /usr/sbin/in.telnetd

log on failure += USERID

disable = no

only from = 192.168.1.100 127.0.0.1 192.168.1.200
}




3.44. SECURE REMOTE ACCESS - SSH (SECURE SHELL)

Chuong trinh telnet trong Linux cho phép nguoi ding ding nhap vao hé théng Linux tir
xa. Khuyét diém cta chuong trinh nay 14 tén ngudi ding va mat khau goi qua mang khong duoc
ma hoa. Do d6, no rat dé bi nhitng nguoi khac ndm giir va s& 1a mbi nguy hiém cho hé théng.

Phan mém Secure Remote Access 1a mot sy hd tro méi cia Linux nham khéc phuc
nhuoc diém ciia telnet. N6 cho phépding nhap vao hé théng Linux tir xa va mat khau s& dugc

mi hoa. Vi thé, n6 an toan hon telnet.

Cai dat SSH server

[root@localhost ~]# yum -y install openssh

--> Running transaction check

--> Processing Dependency: openssh = 5.3pl-20.el6 for package: openssh-
server-5.3p1-20.e16.1686

-—-> Package openssh.1686 0:5.3pl1-52.el6 1.2 set to be updated

--> Running transaction check

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Updating:
openssh 1686 5.3pl-52.el6 1.2 updates 235 k

Updating for dependencies:

Transaction Summary

Install 0 Package (s)
Upgrade 4 Package (s)
Total download size: 939 k

Downloading Packages:

(1/4): openssh-5.3pl-52.el6 1.2.1686.rpm | 235 kB 00:00
(2/4): openssh-askpass-5.3pl-52.el6 1.2.1686.rpm | 49 kB 00:00
(3/4) : openssh-clients-5.3pl-52.el6 1.2.1686.rpm | 360 kB 00:00
Total 1.8 MB/s | 939 kB 00:00

warning: rpmts HdrFromFdno: Header V3 RSA/SHAl Signature, key ID cl05b9de:
NOKEY
updates/gpgkey | 3.3 kB 00:00




Importing GPG key 0xCl05B9DE "CentO0S-6 Key (CentOS 6 Official Signing Key)
<centos-6-key@centos.org>" from /etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-6

Running rpm_check debug

Running Transaction Test

Transaction Test Succeeded

Running Transaction
Updating : openssh-5.3pl-52.el6 1.2.1686
Updating : openssh-clients-5.3pl-52.el6 1.2.1686
Cleanup : openssh-clients-5.3p1-20.e16.1686
Cleanup : openssh-5.3p1-20.e16.1686

Updated:
openssh.i1686 0:5.3pl-52.el6 1.2

Dependency Updated:
openssh-askpass.i686 0:5.3pl-52.el6 1.2
openssh-clients.i686 0:5.3pl-52.el6 1.2
openssh-server.i1686 0:5.3pl-52.el6 1.2

Complete!

1/8
2/8

7/8
8/8

Hodc cai dat openssh tur file nhi phan nhu sau:

- Cai dat SSH Server ta dung 1énh: #rpm —ivh openssh-server.*.rpm

Khéi tao SSH Server

Dung Iénh sau: #/etc/init.d/sshd start/stop/restart
Hoic khai dong ssh mdi khi hé théng khoi dong béng 1énh: #chkconfig

Str dung SSH Client trén Linux
- Cuphap:#ssh [tuy chon] [tén/IP_may] [tiy chon] [1€nh]
- Vidu342:4ssh -1 root 10.8.1.1

Str dung SSH client trén Windows

SSH client for Windows dugc thiét ké dé cho phép nguoi ding c6 thé s dung/quan tri
Unix/Linux tr hé diéu hanh Windows. Ta c6 thé download phdn mém nady tir site:
http://www.ssh.com/support/downloads/ hodc tai phan mém sshsecureshellclient-3.2.9.exe hodc

méi hon gianh cho Windows. Phan mém nay hd trg cho nguoi ding c6 thé 1am viée tir xa, cung

cap dich vy sftp. Man hinh “SSH Client for Windows” nhur:

sshd on
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Click chudt vao nut “Quick Connect” sau do6 nhép dia chi IP ctia may SSH Server nhu hinh sau
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Nhén nit “new terminal windows” dé dang nhép giao dién dong 1énh



172.16.29.151 - default - SSH Secure Shell oo e
File Edt View Window Help
FIEFEYET LN YRR T
1 Quick Connect [ Profiles
Importing GBE key OxCLl0SBSDE "Cent0S5-6 Key (Cent0S & Official Signing Key) <cen *
tos-6-keylcentos.org»” from Setc/pki/rpm-gpg/REM-GEG-KEY-Cent05-6
Running rpm check debug
Bunning Transaction Test
Iransaction Test Succeeded
Bunning Transacticn
Updating : openssh-5.3pl-52.el6_1.2.1686 1/8
TUpdating : openash-clients-5.3pl-52.el6_1.2.i686 2/8
Updating : openash-server-5.3pl-52.el6 1.2.i68& 3/8
Updating : openash-askpass-5.3pl-52.el6_1.2.16846 478
Cleanup : openssh-askpass-5.3pl-20.el6.1i686 5/8
Cleanup : openssh-server-5.3pl-20.el6.1686 &/8
Cleanup : l:pen3ash-clients-5.3pl1-20.e16.1686 /8
Cleanup : openssh-5.3pl-20.el6.16B86 8/8
Updated:
cpenssh.ig86 0:5.3pl-52.el6 1.2
Dependency Updated:
open3sh-askpass.i686 0:5.3pl-52.el6_l1.2
openash-clients.i686 0:5.3pl-52.el6_l1.2
openssh-server.1686 0:5.3pl-52.e16 1.2 E
Complete!
[root@localhost ~]# Last login: Mon Dec 12 17:25:16 2011 from 172.16.29.165
[root@localhost ~1# I -
Connected to 172.16.29.151 55H2 - aes128-cbe - hmac-md5 - no| 7926 ﬁ
h

3.5. CAUHOI ON TAP
Piing nhép vao hé théng Linux va thye hién cic yéu ciu sau:
1. Hay tao cac nhom va nguoi dung sau
a. Giamdoc(gdl, gd2)
b. Nhansu(nsl, ns2)
c. Kinhdoanh(kdl, kd2)

2. Thu muyc home dir ctia ngudi dung dugc dat tai /home/

3. Tao thu muc /public, cp quyén sao cho moi ngudi ding dugc toan quyén ghi dir lidu,
nhung dir liéu cia ngudi ndo thi ngudi d6 méi duge quyén thay doi.

4. Cho phép mdi nguoi dung dugc luu tdi da 1GB trong home dir ciia minh.

5. Cho biét c¢6 bao nhiéu ngudi ding c6 UID=0, GID=0. Dung vi ghi nhan danh sach nhiing
nguoi dung nay vao tap tin /baitap/dsuser.

6. So sanh GID cua tirng nguoi dung root, bin, daemon trong tap tin /etc/passwd voi GID cua
nhimg nhém root, bin, daemon trong tép tin /etc/group. C6 nhan xét gi vé tén clia nguodi
dung va tén cua nhém?

7. Tao cac nhém sau: hocvien, admin, user.

a. Trong nhom hocvien tao cac nguot dung:
i. hvl c6 mat khau 123456
ii. hv2 c6 mat khau 123456



iii. hv3 co mat khau 123456
b. Trong nhém admin tao cac nguoi dung:
i. adminl c6 mat khau 123456
ii. admin2 c6 mat khau 123456
c. Trong nhom user tao cac nguoi dung:
i. userl c6 mat khau 123456
i. user2 c6 mat khau 123456

8. C6 nhan xét gi vé nhitng UID ciia cac ngudi ding vira tao.

9. Cip cho ngudi ding adminl va admin2 ¢6 quyén quén trj hé théng nhu ngudi ding root.

10. Huy nguot dung hv3 trong nhém hocvien.

11. Chinh stra thong tin trong phan mé ta (description) ctia ngudi ding adminl va admin2 1a
“Nguoi ding quan tri he thong” dé phan biét v6i nhitng ngudi ding khéc trong hé thong.

12. Chuyén nguoi dung user] trong nhém user sang nhom hocvien.

13. Khoa user] va user2, sau d6 kich hoat cho user duoc quyén logon vao hé théng.

14. Chép file /etc/passwd thanh file /data/dsuser.

15. Cap quyén han cho tap tin /data/dsuser nhur sau: cht s& hitu ¢6 quyén doc, ghi; nhom so
hitu ¢6 quyén doc; nhitng nguoi khac khong c6 quyén truy cap.

16. Cap quyén han cho thu muc /baitap nhu sau: ngudi s¢ hiru c6 quyén doc, ghi, thuc thi;
nhém s& hitu c6 quyén doc, thyc thi; nhitng ngudi khac khong co quyén truy cap.

17. Tao quyén han mic dinh cho tip tin nhu sau: ngudi so hitu c6 quyén doc, ghi; nhoém s&
hitu c6 quyén doc; nhitng ngudi khac khong c6 quyén. Thir tao tap tin, thu muc va so sanh
quyén han mac dinh vdi nhiing tap tin va thu myc trude khi dat lai quyén han mac dinh.

18. Thay dbi chii s¢ hitu va nhom sé hitu ctia tip tin /data/dsuser thanh nguoi ding userl va
nhom user.

19. Bang nhép vao Xwindow bang ngudi dung quan tri, sao d6 dung cong cu quan 1y user trén
mai truong dd hoa dé thuc hién cac cong viéc sau:

20. Tao cac nhom sau: hocvien, admin, user.

21. Trong nhoém hocvien tao cac nguoi dung:

a. Tung c6 mat khau 123456
b. Thuy c6 mat khau 123456
c. Thanh c6 mat khau 123456
22. Trong nhdm admin tao cac nguoi dung:
a. Adml c6 mat khau 123456



b. ADM2 c6 méat khau 123456
23. Trong nhom user tao cac nguoi dung:

a. Ul c6 mat khau 123456

b. u2 c6 mat khau 123456
24. Xem va thay doi cac thudc tinh lién quan dén ngudi ding.
25. Thay d6i nhom cho ngudi dung thanh sang nhom user.
26. Gi6i1 han ngay stir dung tai khoan 1a 2 thang.
27. Tam khoa tai khoan u2.
28. G161 han thoi gian st dung mat khau.

3.6. HUONG DAN ON TAP

1) Dé chép file /etc/passwd thanh file /data/dsuser ding 1énh cp /etc/passwd /data/dsuser.

2) Dé cap quyén han cho tip tin /data/dsuser sao cho: ngudi s¢ hiru c6 quyén doc, ghi;
nhém c6 quyén doc; nhimg ngudi khac khong co quyén gi ca. Ta ding 1énh chmod 640
/data/dsuser.

3) Dé cap ap quyén han cho thu muyc /baitap sao cho: chi s¢' hiru ¢6 quyén doc, ghi, thuc
thi; nhém c6 quyén doc, thyc thi; nhitng ngudi khac khong c6 quyén gi ca. ta ding 1énh
chmod 750 /baitap.

4) Dé tao quyén han mic dinh cho tip tin sao cho: chu s& hitu ¢6 quyén doc, ghi; nhom co
quyén doc; nhimg ngudi khac khéng co quyén, ta dung 1énh umask 020. ta tao file dé
kiém tra bang lénh touch /data/test.txt, tiép theo dung Iénh Is -al /data/test.txt dé xem
quyén han.

5) Dung 1énh chown user] /data/dsuser dé thay doi chui so hitu va nhém sé hitu ciia tap tin
/data/dsuser thanh nguoi dung userl. dung I€nh chgrp user /data/dsuser.



CHUONG 4: QUAN LY DICH VU MANG INTRANET
cNéi dung:
% Cac budc cau hinh mang cin ban
% Cau hinh cép phat IP dong DHCP
TOM TAT
- Phan4.1: Trinh bay céc thao tac cAu hinh mang can ban nhu: dat tén may, quan tri dia chi IP,
cach thiét lap IP Alias.
— Phan 4.2: Giéi thiéu dich vu cp phat IP dong (DHCP) gém: cAu hinh DHCP Server
va quan 1y cap phat IP cho Client

4.1. CAUHINH MANG CAN BAN

4.1.1. PAT TEN MAY
Lénh hostname cho phép xem va thay d6i tén may tinh (hay thudng goi 13 hostname).
- C phép:#hostname
Thoéng tin vé tén may tinh dugc luu trong tép tin /etc/hosts, ¢t phap cua file nay nhu sau:
<DBia chi ip><hostname ><domainname cua hostname>
Khi mudn tén may duge dit ¢b dinh mot tén nao d6 va tén nay s& khong thay dbi khi ta khoi
dong lai hé thong thi ta thay doi thong s6 HOSTNAME trong file /etc/sysconfig/network.

NETWORKING=yes
HOSTNAME=Server

4.12. XEM PIA CHI IP

Xem thong tin dia chi IP cta PC ta dung Iénh ifconfig.
- Cu phap: #interface<tuy chon>
- Vidu4.1.1# ifconfig —a

[root@localhost ~]# ifconfig -a

ethO Link encap:Ethernet HWaddr 00:0C:29:CE:68:CF
inet addr:172.16.29.134 Bcast:172.16.29.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:16293 errors:0 dropped:0 overruns:0 frame:0
TX packets:8120 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:13247645 (12.6 MiB) TX bytes:933088 (911.2 KiB)




Interrupt:67 Base address:0x2000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:9240 errors:0 dropped:0 overruns:0 frame:0
TX packets:9240 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:3120051 (2.9 MiB) TX bytes:3120051 (2.9 MiB)

4.1.3. THAY POI PIA CHI IP
- Cu phap:#ifconfig <interface name><IP address> netmask <netmask address> up
- Vidu4.1.2:# ifconfig eth0 10.0.0.1 netmask 255.255.255.0 up
Luu y: Khi dung 1énh nay thay ddi dia chi IP chi tam thoi va s& bi mat khi hé thong reboot lai.
Néu mudn thay d6i dia chi IP va luu lai dai lau thi phai cAu hinh mang trong file
Jetc/sysconfig/network-scripts/ifcfg-ethO bang dia chi IP tinh

DEVICE=ethO

ONBOOT=yes

TYPE=Ethernet
BOOTPROTO=static
IPADDR=172.29.14.150
NETMASK=255.255.255.224
NETWORK=172.29.14.128
BROADCAST=172.29.14.159
HWADDR=00:0C:29:6D:F0:3D

Néu dit dia chi IP dong thi:

DEVICE=ethO
BOOTPROTO=dhcp
ONBOOT=yes

Sau do ta dung lénh: #ifdown eth0, #ifup eth0 dé khoi dong lai trang thai card mang.

4.14. TAOIPALIAS
Phuong thirc tao nhiéu dia chi IP trén mot card mang dugc goi 1a IP alias. Alias phai c6 tén dang
<parent-interface-name>:X, trong d6 X 1a subinterface number. Dé tao Alias IP ta thuc hién theo

cach sau:



- Tao tdp tin parent-interface-name:X bang cach copy file /etc/sysconfig/network-
scripts/ifcfg-ethO thanh file /etc/sysconfig/network-scripts/ifcfg-eth0:X (trong d6 X 1a sb
thir tu cua subinterface)

- Thay dbi théng tin cdu hinh mang trong file ifcfg-eth0:X.

DEVICE=eth0:0
ONBOOT=yes
BOOTPROTO=static
IPADDR=172.29.14.151
NETMASK=255.255.255.224
GATEWAY=172.29.129

- I)ﬁng]énfl#service network restart

4.1.5. THAY POI DEFAULT GATEWAY
Dung 1énh route dé moé ta, cap nhat dia chi default gateway. Vi dy, ta dung dia chi 172.29.14.150
la default gateway cho hé théng ndi b, ta lam nhu sau:
- Vidu4.1.3:#route add default gw 172.29.14.150
Ta c6 thé dung lénh route add dé chi dinh nhiéu default gateway:
Vi du 4.1.4#route add -net 10.0.0.0 netmask 255.0.0.0 gw 192.168.1.254 eth0

42. CAPPHAT IP PONG (DHCP)
DHCP cip cho may tram nhing thong tin mang trong d6 c6 dia chi IP.

DHCP la mot cong cu hitu ich trong viéc quan tri nhitng mang 16n hay mang c6 nhiing
nguoi dungdi dong.

DHCP Server: La may cip phat dia chi IP cho nhimg may tinh khéc trong mang. Tién trinh
cua DHCP service la dhepd.

DHCP client: My nhan dia chi IP va nhimg thong tin khac vé mang tir DHCP Server.

42.1. CAU HINH DHCP SERVER

Cai dit phan mém dhcp

[root@localhost ~1# yum -y install dhcp
Setting up Install Process
Resolving Dependencies

--> Running transaction check




-—-> Package dhcp.i686 12:4.1.1-19.P1l.el6 1.1 set to be updated
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size

Installing:
Dhcp 1686 12:4.1.1-19.Pl.el6 1.1 wupdates 894 k

Transaction Summary

Install 1 Package (s)
Upgrade 0 Package (s)
Total size: 894 k
Installed size: 2.1 M

Running Transaction

Installing : 12:dhcp-4.1.1-19.P1.el6 _1.1.1686 1/1
Installed:

dhcp.i686 12:4.1.1-19.Pl.el6 1.1
Complete!

—  Pé cau hinh DHCP Server can phai cai dit package dhcpd*.rpm bang RPM hoidic YUM.
~  Pé chu hinh DHCPcan phai ¢6 tap tin cAu hinh /etc/dhcpd.conf va chinh sira tap tin nay.
- Vidu4.2.1 vé ndi dung cu hinh chinh cta tap tin dhepd.conf

ddns-update-style interim; / ddns-update-style ad-hoc;
default-lease-time 600;

max-lease-time 7200;

option subnet-mask 255.255.255.0;

option broadcast-address 192.168.1.255;

option routers 192.168.1.254;

option domain-name-servers 192.168.1.1, 192.168.1.2;
option domain-name "serverlinux.vn";

subnet 192.168.1.0 netmask 255.255.255.0 ¢{

range 192.168.1.10 192.168.1.100;

}

422. KHOI DPONG DICH VU DHCP

Clh phép:#service dhcpd restart

423. KIEM TRA CAP PHAT IP CHO CLIENT TREN WINDOWS 7

Trén Windows 7 vao Control Panel = vao Local Area Connection c6 giao dién nhu bén dudi:



r B
[ Local Area Connection Status n ﬂ
General

Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: Mo network access
Media State: Enabled
Duration: 00:48:04
100.0 Mbps

Activi
! ivity
Sent e k’! -  Received
| a7
| Bytes: 583,585 | 3,820,036

[@Eroperﬁes ][ @gisable ][ Diagnose ]

Click chon nut “Properties”

~
U Local Area Connection Properties u
Networking | Sharing

Connect using
¥ Broadcom NetLink (TM) Gigabit Ethemet

This connection uses the following items

% Client for Microsoft Metworks

gVMware Bridge Protocal

0365 Packet Scheduler

gﬁle and Printer Sharing for Microsoft Networks

[ - Intemet Protocol Version 6 (TCP/IPvE)

¥, vt ool veson 4 TGP/

& Link-Layer Topology Discovery Mapper 1/0 Driver
& Link-Layer Topology Discovery Responder

Install... Uninstall

Description

Transmission Cortrol Protocol/Intemet Protocol. The: default
wide area network protocol that provides communication
across diverss interconnected networks.

|

Click chon “Internet Protocol Version 4 (TCP/Ipv4) = click nit “Properties™ .

g M
Internet Protocol Version 4 (TCP/IPv4) Properties L‘g

General ‘ Alternate Configuration ‘

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.

(71 Use the following IP address:

IP address:

Subnet mask:

Default gakeway:

Obtain DNS server address automatically

71 Use the following DNS server addresses:
Preferred DMNS server:

alternate DMS server:

Validate settings upon exit




Click chon “Obtain an IP address automatically” dé chon yéu cau phat IP dong->click OK
Sau d6 vao RUN, g6 cmd va gb 1énh ipconfig dé kiém tra viéc cp phat IP tir DHCP server
BN C\Windows'system32\cmd.exe l = () iE-J

C:=sUserssmrnhut >ipconf ig

Windows IF Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IPv4 Address. . - . . . . . . . 172.16.29_.165
Subnet Mask . . . . . . . . . . 255.255_255.8
Default Gateway - - . . . . . . 172.16.29_1

Wireless LAN adapter Wireless Metwork Connection:

Hedia State . . Media disconnected

Cnnnectiun—ﬁpeciiié ﬁNé éuifix-

4.3. CAU HINH CHIA SE TAI NGUYEN (SAMBA, NFS)

43.1. CAU HINH CHIA SE SAMBA

Cai dat samba

[root@localhost ~]# yum -y install samba

Setting up Install Process

Resolving Dependencies

--> Running transaction check

-—-> Package samba.i686 0:3.5.6-86.el6 1.4 set to be updated

Updating : libsmbclient-3.5.6-86.el6 1.4.1686 5/9

Cleanup : samba-client-3.5.4-68.e16.1686 6/9

Cleanup : samba-common-3.5.4-68.e16.1686 7/9

Cleanup : libsmbclient-3.5.4-68.16.1686 8/9

Cleanup : samba-winbind-clients-3.5.4-68.e16.1686 9/9
Installed:

samba.i686 0:3.5.6-86.el6 1.4
Dependency Updated:

libsmbclient.1686 0:3.5.6-86.el6 1.4 samba-client.i1686 0:3.5.6-
86.el6 1.4 samba-common.i686 0:3.5.6-86.el6 1.4 samba-winbind-
clients.i686 0:3.5.6-86.el6 1.4
Complete!

Hoac cai dat phén mém samba & dang file nhi phan sir dung RPM

[root@localhost ~]#libsmbclient-3.5.6-86.el16 1.4.i686.rpm
[root@localhost ~]#samba-3.5.6-86.el6 1.4.1686.rpm
[root@localhost ~]#samba-client-3.5.6-86.el6 1.4.i686.rpm




[root@localhost ~]#samba-client-3.5.6-86.el6 1.4.i686.rpm
[root@localhost ~]#samba-common-3.5.6-86.el6 1.4.i686.rpm
[root@localhost ~]#samba-winbind-clients-3.5.6-86.e16 1.4.i686.rpm

CAu hinh samba chia sé& thw muc /home/share

[root@linux ~]#mkdir /home/share
[root@linux ~]#chmod 777 /home/share
[root@linux ~]#vi /etc/samba/smb.conf

# Thay dbéi dong gdn dong 58: Thém vao

unix charset = UTF-8

dos charset = CP932

# Thay dbéi dong 75: (Windows' default)
workgroup = WORKGROUP

# Thay dbi dong 81: khai bdo day dia chi ip

hosts allow = 127.16. 192.168. # line 102: change (no auth)
security = share # add at the bottom
[Share] # any name you like

path = /home/share # shared directory

writable = yes # writable

guest ok = yes # guest OK

guest only = yes # guest only

create mode = 0777 # fully accessed

directory mode = 0777 # fully accessed

share modes = yes # warn if some people access to a file

Khéi dong lai dich vu samba

[root@linux ~]# /etc/rc.d/init.d/smb start
Starting SMB services: [ OK ]

[root@linux ~]# /etc/rc.d/init.d/nmb start

Starting NMB services: [ OK ]
[root@linux ~]#chkconfig smb on
[root@linux ~]#chkconfig nmb on

Truy cap thu muc /home/share tir Windows
Trong windows vao cmd gd dudng dan \\<ip>. Vi du mdy chia s& samba c6 dia chi ip la
172.16.29.151 thi truy cap nhu hinh bén dudi:



s >, —
@Uclﬁ \\17216.29.151] =4 || Search 1721
Organize > Metwork and Sharing Center  View remote printers
I Favorites | | soure
Deskt B Share
B Desktop -
& Downloads
% Recent Places
fl
i Libraries
fl 2
|5 Documents
@ Music
[l [&=] Pictures
B videos
| 8 Computer
& Local Disk (C3)
= Data (D)
= Teach (E)
f &y CD Drive (H)
! € Network
fl
Il ] Share (\\172.16.29.151) Offline availability: Not available
- Share Offline status: Online
i saeP s - - eSS
@U'l L \\1721629.151\Sharel -] 43 || Search share 2|
Organize » Bum New folder =~ [ @
A Faviiies Name Date modified Type
B Desktop abrt File folder
4 Downloads aclocal File folder
% Recent Places aclocal-111 File folder
alsa File folder
i Libraries anaconda File folder
[ Documents anthy File folder
o) Music applications File folder
=] Pictures || augess File folder
[ videos authconfig File folder
autoconf File folder
1% Computer autocerr File folder
&, Local Disk (C3) | automake-1.11 File folder
s Data (D) |\ avahi File folder
- Teach (E) 3 awk File folder

3 CD Drive (H)

€l Network

Tl i v

Offline status: Online
Offline availability: Not available

U } 14 items

-

=

Céu hinh gi6i han truy cip samba

[root@linux ~]#groupadd security #Tao nhém security
[root@linux ~]#mkdir /home/baomat #Tao thu muc security
[root@linux ~]#chgrp security /home/baomat
[root@linux ~]#chmod 770 /home/ baomat
[root@linux ~]#vi /etc/samba/smb.conf
# Thay dbdi dong 102
security = user # add at the last line
[Security] # any name you like
path = /home/data #chia sé& thu muc /home/security
writable = yes #Thu muc cho phép ghi
create mode = 0770

directory mode

0770

#Cip quyén truy cdp thu muc




share modes = yes
guest ok = no # guest khdéng dugc phép truy cép
valid users = @security # chi cho phép nhém security

khéi dong lai samba

[root@linux ~]#/etc/rc.d/init.d/smb restart

Shutting down SMB services: [ OK ]

Starting SMB services: [ OK ]
[root@linux ~]#smbpasswd —-a cent # Thém user vao Samba
New SMB password: # nhdp vao password
Retype new SMB password: # nhdp lai password

Added user cent.

[root@linux ~]#vi /etc/group

security:x:502:cent # Thém vao hodc dién diy du théng
tin

Truy cap thu muc /home/data tir Windows
Trong windows vao cmd gd dudng dan \\<ip>. Vi du may chia s& samba c6 dia chi ip 1a
172.16.29.151 thi truy cép nhu hinh bén dudi:

= a® B » — | B
@Q-LF \\175.1519‘1_51| BEA Search 17216.29.151 £
Organize * Network and Sharing Center View remote printers =~ 0 @
¢ Favorites N e
B Desktop ,_qf S EE

& Downloads

%] Recent Places
e .

i Libraries 1 Enter Netwark Password
|5 Decuments Enter your password to connect to: 172.16.29.151
& Music

[l =] Pictures
cent

B videos e —
| ansens
Domairc ABL-PC

- C ti
| - OFDPEEEL Remember my credentisls
&, Local Disk (C)

s Data (D3) & Logan failure: unknown user name or bad password.
Teach (E) ——
=]
| < coprive ) [oe J[ comcer |
" € Network
\
| Share (\\172.16.29.151) Offline availability: Not available
q' Share Offline status: Online

Cai dit va cAu hinh Xinetd and SWAT

root@linux ~]#yum -y install xinetd samba-swat
root@linux ~]#vi /etc/xinetd.d/swat

[
[
# Chinh stta dong 10: add IP address you permit




only from = 127.0.0.1 192.168.1.0/24
# Chinh stta dong 14

disable = no

Khéi dong lai xinetd

[root@linux ~]#/etc/rc.d/init.d/xinetd start
Starting xinetd: [ OK ]
[root@linux ~]#chkconfig xinetd on

Céu hinh samba thong qua SWAT
Truy cap vao swat bang cach gb dia chi http://(server's hostname or IP address):901vao trinh

duyét. Sau d6 dang nhap vao hé théng véi user va mat khau.

o [[ae o .
—_— - — — ——— — — —

QEQIQE%EJQME!

& (@ |[ ==
HOME ULUI!IL“ wmﬂ'Lu F'WN!L“U W‘Z!ﬂ'ﬂ SIAIIJE VIEW

| Welcome to SWAT!

| Please choose a configuration action using one of the above buttons

| Samba Documentation

= Dacmons
o smbd - the SMB dacmon
< nmind - the NetBIOS nameserver
o winbindd - the winbind dacmon
= Configuration Files
| o smb.conf - the main Samba configuration file
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43.2. CAU HINH CHIA SE NFS

Cau hinh nfs server

[root@linux ~]# yum -y install nfs-utils
[root@linux ~]#vi /etc/idmapd.conf
# Thay dbéi dong 5: uncomment and change to your domain name

Domain = serverlinux

Céu hinh tp tin exports

[root@linux ~]# vi /etc/exports
# write like below *note
/home 192.168.1.0/24 (rw,sync)

Trong do:



/home #Thu muc chia sé

- 192.168.1.0/24 #Day dia chi mang cho phép truy cap NFS

- ™ #Cho phép write

- sync #Ddng bd hoa tir client dén server synchronize
Khéi dong rpcbind

[root@linux ~]# /etc/rc.d/init.d/rpcbind start

Starting rpcbind: [ OK ]

Khéi dong nfslock

[root@linux ~]# /etc/rc.d/init.d/nfslock start

Starting NFS statd: [ OK ]

Khéi dong nfs

[root@linux etcl# /etc/init.d/nfs restart
Shutting down NFS mountd:

Shutting down NFS daemon:

Shutting down NFS quotas:

Shutting down NFS services:

Starting NFS services:

Starting NFS quotas:

Starting NFS daemon:

Starting NFS mountd:

— — o/ o/ o/ o/ o/

OK
OK
OK
OK
OK
OK
OK
OK

T U VT S

Cic dich vu khéi dong lic khéi dong hé thong

[root@linux ~]# chkconfig rpcbind on
[root@linux ~]# chkconfig nfslock on

[root@linux ~]# chkconfig nfs on

CAu hinh nfs client

[root@linux ~]# yum -y install nfs-utils #Cai dit phidn mém
[root@linux ~]#vi /etc/idmapd.conf
#Thay ddi dong 5: uncomment va thay dbi tén domain

Domain = serverlinux.vn




Khéi dong rpcbind, rpcidmapd, nfslock,netfs

[root@linux ~]#/etc/rc.d/init.d/rpcbind start
Starting rpcbind: [ OK ]

[root@linux ~]#/etc/rc.d/init.d/rpcidmapd start
Starting RPC idmapd: RPC: Registered udp transport module.
RPC: Registered tcp transport module.

RPC: Registered tcp NFSv4.1l backchannel transport module. [ OK
[root@linux ~]#/etc/rc.d/init.d/nfslock start

Starting NFS statd: [ OK ]

[root@linux ~]#/etc/rc.d/init.d/netfs start

Mounting other filesystems: [ OK ]

#khdi déng lGc hé thdéng khdi dbéng

[root@linux ~]#chkconfig rpcbind on

[root@linux ~]#chkconfig rpcidmapd on

[root@linux ~]#chkconfig nfslock on

[root@linux ~]#chkconfig netfs on

Mount thu muc /home tir client

[root@linux ~]#mount -t nfs dnsl.serverlinux.vn:/home /home
[root@linux ~]#df -h #Kiém tra thu muc

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/VolGroup-1v_root 18G 864M 16G 6% /

Tmpfs 499M 0 499M 0% /dev/shm

/dev/vdal 485M 47M 413M  11% /boot
dnsl.serverlinux.vn:/home 18G 864M 16G 6% /home
Khai bao mount point trong /etc/fstab

[root@linux ~]#vi /etc/fstab

# Thém vao dong cubi cung cua tdp tin /etc/fstab
/dev/mapper/VolGroup-1v_root / ext4d defaults
UUID=2078630e-e84a-49e7-af68-55f0bde8d6c3 /boot ext4 defaults
tmpfs /dev/shm tmpfs defaults 00

devpts /dev/pts devpts gid=5,mode=620 00
sysfs /sys sysfs defaults 00

proc /proc proc defaults 0 0
dnsl.serverlinux.vn:/home /home nfs defaults 11




44. CAUHOION TAP

4.4.1. BAITAP CAU HINH MANG
Ping nhap vao hé théng bang nguoi ding root va thuc hién cac yéu sau:
1) Xem tén may, sau d6 ddi tén thanh linuxserverl.
2) Xem thong tin vé dia chi mang ctia card eth0 va lo
3) Xem trang thai vat ly card mang.
4) it dia chi mang c6 thong tin sau:
a. IP:10.10.10.10
b. SM: 255.0.0.0
c. GW:10.10.10.1
d. DNS: 10.100.100.254
5) Kiém tra méy cuc bo c6 lién thong véi may 10.10.10.1.
6) Thay doi dia chi ip trén thanh dia 192.168.100.1/24, gw: 192.168.100.10
7) Dé thiét 1ap dia chi IP cho mot may Linux ta str dung 1énh nao trong cac 1énh nao?
8) Dé xem trang thai cac port dang md cia mot may Linuxta str dung 1énh nao trong cc 1énh
nao?
9) Pé xem céc thong tin vé bang routing trong hé thong Linux ta sir dung 1énh nio trong cac
1énh nao?
10)Dé thiét 1ap dia chi IP cho card mang ethO ding 1énh ifconfig, ta phai thyuc hién 1énh nao?
11)Dé tam thoi stop mot card mang ta ding 1énh nao?
12)Gia str ta mudn thém vao bang routing mot duong dan méi: qua mang 192.168.10.0/24 thi
phai qua gateway 172.16.10.140 ta lam cach nao?
13)Khai bao default gw 172.16.8.2 cho 1 may Linux lam gw ta dung Iénh nao?
14)Dé xem tai ciia hé théng Linux ta dung 1énh nao?
15) Tép tin nao trong Linux dinh nghia cac port cho c4c dich vu chay trong n6?
16) Dich vu SMTP chay ¢ port nao?
17)Dich vu www chay & port nao?
18) Dich vu nio cho phép ta truyén file qua mang?

19) Lam thé nao dé login tir xa qua mang vao mot may Linux?

44.2. BAITAP CAU HINH ALIAS, GATEWAY

1) Bing nhap vao hé thong bang ngudi ding root va thyc hién cac yéu cau sau:



2) Tao IP Alias cho card mang eth0 voi:
- Tén interface eth0:0
- IP address: 192.168.100.100
- Netmask: 255.255.255.0
- GW:192.168.100.1
- DNS: 192.168.100.1
3) Chi dinh dia chi 192.168.100.10 1a default route cho hé théng.
4) Xem thong tin bang dinh tuyén va xac dinh gateway.
5) Xac dinh c4c cong img dung dang hoat dong trén may ndi bo.

4.43. HUONG DAN ON TAP

1. Dé chép file /etc/passwd thanh file /data/dsuser ding 1énh cp /etc/passwd /data/dsuser.

2. Pé cap quyén han cho tip tin /data/dsuser sao cho: ngudi s¢ hiru c6 quyén doc, ghi;
nhom ¢ quyén doc; nhitng ngudi khac khong co quyén gi ca. Ta ding 1énh chmod 640
/data/dsuser.

3. bé cép ép quyén han cho thu muc /baitap sao cho: chu s¢ hitu co quyén doc, ghi, thuc
thi; nhom c6 quyén doc, thuc thi; nhitng ngudi khac khong ¢ quyén gi ca. ta ding 1énh
chmod 750 /baitap.

4. Pé tao quyén han mac dinh cho tap tin sao cho: chu s& hiru c6 quyén doc, ghi; nhém co
quyén doc; nhitg ngudi khac khong co quyén, ta ding 1énh umask 020. ta tao file dé
kiém tra bang lénh touch /data/test.txt, tiép theo dung Iénh Is -al /data/test.txt dé xem
quyén han.

5. Dung lénh chown user] /data/dsuser dé thay ddi chii s¢ hitu va nhém sé hitu coa tap tin
/data/dsuser thanh ngudi dung userl. dung Iénh chgrp user /data/dsuser.

4.44. BAITAP CAU HINH TELNET, SSH
Ping nhap vao hé théng bang nguoi dung root va thuc hién cac yéu cau sau:
1) Cho phép moi nguoi co thé truy cap server qua dich vu TELNET.
2) Cho phép moi nguoi truy cép tir xa may chu qua dich vu SSH



-
Linux Server
VNC TELNET
SSH
VNC
S Ma hinh truy cap t xa
TELNET

4.4.5. BAITAP CAU HiNH DHCP
Hiy dang nhap vao may cha Linux va thuce hién cac yéu cau sau:
1) Thiét 1ap DHCP server theo cac yéu cau sau:
- Scope: 192.168.100.50 — 192.168.100.100
- SM: 255.255.255.0
- GW:192.168.100.1
- DNS: 192.168.100.10
- Domain: t3h.edu.vn
2) Kiém tra cong tmg dung cia DHCP.
3) Xem thong tin thong ké dia chi IP da cap phat.

N

<:SE
DHCP Client S
Q
N S
[}Q .
Q Linux Server
DHCP Client DHCP Server
§
S Mb hinh cép phat IP déng
DHCP Client

4) Hay c4u hinh Linux 1am router mém
5) Thiét lap co ché quan 1y tir xa cho nguoi quan tri root bang ssh
6) Thiét 1ap DHCP server cho may chui linux dé cap ip dong cho may chu cuc bd



CHUONG 05: QUAN LY DICH VU MANG INTERNET
ANoi dung
< Gioi thiéu va huéng dan céu hinh dich vu DNS Server
% Gi6i thiéu va huéng dan ciu hinh dich vu Web Server
TOM TAT
- Phén 5.1: Gidi thiéu va huéng dan céu hinh dich vu mang DNS bao gém cac thao tac
nhu: Co s¢ dit liéu cua DNS, phan gidi tén may tinh thanh dia chi IP, phan giai dia chi [P
thanh tén may tinh, cdu hinh DNS server ngang qua céc file, khoi dong DNS, kiém tra
cAu hinh DNS server, ciu hinh slave name server va cdu hinh master name server.
— Phan 5.3: Gidi thiéu va huéng dan cau hinh dich vu mang web server bao gém cac thao
tac nhu: Gidi thiéu Web Server, ciu hinh Apache co ban, cAu hinh chung thuc, cAu hinh
VirtualHost.

5.1. DICH VU DNS

5.1.1. GIOI THIEU DNS

Mbi may tinh trong mang mudn giao tiép vdi nhau can phai biét rd dia chi IP ciia nhau.
Néu s6 luong may tinh nhiéu thi viéc nhé nhitng dia chi IP nay rat 1a kho khan. Mdi may tinh
ngoai dia chi IP ra con c6 mot tén may con goi la Computer Name. Ddi véi con nguoi viée nhé
tén may du sao ciing d& dang hon vi chung c6 tinh truc quan va goi nhé hon dia chi IP. Vi thé,
nguoi ta nghi ra cach lam sao anh xa dia chi IP thanh tén may tinh.

Dich vu DNS hoat dong theo md hinh Client-Server: Phén Server goi1 1a may chu phuc
vu tén hay con goi 1a Name server, con phan Client 14 chuong trinh trinh yéu cau phan giai tén
hay con goi 1a Resolver. Name server chira cac thong tin CSDL ctia DNS, con Resolver don
gian chi 13 cac ham thu vién dung dé tao cac truy van (query) va gui chung qua dén Name
server.

Hiéu suit str dung dich vu duoc ting cudng thong qua co ché nhan ban (replication) va
Ivu tam (caching). Mot hostname trong domain 13 sy két hop gitra nhitng tir phan cach nhau boi
du cham. Vi du hostname serverlinux.com trong d6 serverlinux 13 tén may va com 1 tén ving.
Domain name phéan bd theo co ché phan cép twong tu nhu sy phan cip cua hé thong tap tin
Unix/Linux.
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Co s dit liéu (CSDL) ctia DNS 1a m6t cay dao nguoc. Mdi nut trén cay ciing lai 1a gbc

ctia mét cdy con. MAi cay con 1a mot phin ving con trong toan by CSDL DNS goi 1a mot mién

(domain). Mdi domain c6 thé phan chia thanh cac phan viing con nhé hon goi 1a cac mién con
(subdomain).

M&i domain c6 mot tén (domain name). Tén domain chi ra vi tri cia né trong CSDL

DNS. Trong DNS tén mién 1a chudi tun tur cac tén nhén tai nat d6 di nguoc 1én nut goc cla cay

va phan cach nhau boi diu chim. Tén nhan bén phai trong mdi domain name dugc goi 1 top-

level domain. Trong vi du trude serverlinux.com, vay com la top-level domain. Bang sau day

liét ke top-level domain.

Tén mién Mo ta

.com Céc t6 chire, cong ty thuong mai

.org Céc t6 chirc phi loi nhudn

et Céc trung tdm hd trg vé mang

edu Céc t6 chirc gido duc

.20V Céc t6 chire thude chinh phi

.mil Céc t6 chirc quan su

.nt Céc t6 chirc dugce thanh 1ap béi cac hiép udc quc té




Bén canh d6, mdi qudc gia ciing c6 mot top-level domain. Vi du top-leveldomain cua Viét Nam
la.vn, My la.us, Nhat Ban 1a.jp,... M6i qudc gia khac nhau c¢6 co ché t6 chirc phan cip domain
khac nhau.

- Vidu5.1.1: T6 chitc domain cua Viét Nam:

Root
Jwﬂﬁw‘:’fz/.z \\-\- -"\-H\-‘“—v\-\'""\-""\-\.
— o '\\_ -L-""""'-w..h
_.,-'v-'-""'ﬂ Pl . -H-H""‘-H-.._
: i Oirer | Topdevel
net org W infa biz op-eve
SETLEE | o main

/ Domain com.vn

domain sieuthi.com.m
la sub-domain

CORLYm

5.12. CO CHE PHAN GIAI TEN

Phan gidi tén thanh IP

Root Name Server: La may chu quan 1y cac name server ¢ mtrc top-level domain. Khi c6
truy van vé mot tén mién nao dé thi root name server phai cung cip tén va dia chi IP ctia name
server quan 1y top-level domain (Thuc t& 13 hau hét cac root server ciing chinh 1a may cha quan
1y top-level domain) va dén luot cac nameserver cia top-level domain cung cp danh sach cac
name server c6 quyén trén cac second-level domain ma tén mién nay thudc vao. Ctt nhu thé dén
khi nao tim dugc may quan 1y tén mién can truy van.

Néu moi root name server trén mang Internet khong lién lac dwoc thi moi yéu cau phéan
giai déu khong thyuc hién duge. M6 hinh sau dy mé t qua trinh phan giai www.yahoo.com trén

mang Internet
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www.yahoo.com

Requestip of
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www.yahoo.com

Client s& giri yéu cau can phan giai dia chi IP cia may tinh c6 tén www.yahoo.com dén
name server cuc b.Khi nhan yéu cAu tir resolver, Name server cuc bo s& phéan tich t€n nay va
xét xem tén mién nay c6 do minh quéan 1y hay khong. Néu nhu tén mién do server cuc b quan
1y, n6 s€ tra 101 dia chi IP cua tén may do ngay cho resolver. Nguoc lai, server cuc bo s€ truy van
dén mét root name server gf?ln nhat ma né biét dugc. Root name server s& tra 10i dia chi IP cta
name server quan Iy mién.com, May chii name server cuc bd lai hoi tiép name server quéan 1y
mién.com va dugc tham chiéu dén may chii quan 1y mién.yahoo.com. Name server cuc bd truy
vAn may chi quan Iy mién yahoo.com va nhan duoc cau tra 1061 www.yahoo.com twong tng ip
cu thé.

Phan gidi IP thanh tén

Anh xa dia chi IP thanh tén may tinh duoc ding dé dién dich cac tap tin log cho d& doc
hon. N6 con ding trong mét sb trudng hop chimg thyc trén hé théng UNIX (kiém tra cac tap
tin.rhost hay host.equiv). Trong khong gian tén mién da néi & trén dit liéu -bao gdm ca dia chi
IP- duogc 1ap chi muc theo tén mién. Do d6 voi mot tén mién da cho viée tim ra dia chi IP kha d&
dang.

Dé c6 thé phan giai tén may tinh cia mot dia chi IP, trong khong gian tén mién nguoi ta
b sung thém mét nhanh tén mién ma duoc 14p chi muyc theo dia chi IP. Phan khong gian nay c¢6
tén mién la in-addr.arpa.

MOi nit trong mién in-addr.arpa c6 mdt tén nhan la chi ) thap phan cuia dia chi IP. Vi du
mién in-addr.arpa c6 thé c6 256 subdomain, twong tmg véi 256 gia tri tir 0 dén 255 cta byte dau
tién trong dia chi IP. Trong mdi subdomain lai c6 256 subdomain con nita tmg véi byte thir hai.
Ct nhu thé va dén byte thir tr ¢6 cac ban ghi cho biét tén mién ddy du ctia cac may tinh hodc cac

mang c6 dia chi IP tuong tmg.



IP address 15.16.192.152

T 255

152

= hostname winnie. corp.hp.com
Luu y khi doc tén mién dia chi IP s& xuét hién theo thir tu nguoc. Vi du néu dia chi IP cua may
winnie.corp.hp.com 1a 15.16.192.152, khi 4nh xa vao mién in-addr.arpa s& 13 152.192.16.15.in-
addr.arpa.

5.1.3. CAC LOAI RECORD

SOA(Start of Authority)

Trong mdi tap tin CSDL phai c6 mot va chi mot record SOA (start of authority). Record SOA
chi ra ring may cht name server 13 noi cung cap thong tin tin cy tir dir liéu co trong zone.

- Cuphap cua record SOA:

[tén-mién] IN SOA [tén-server-dns] [dia-chi-email] (
serial number;
refresh number;
retry number;
experi number;

Time-to-1live number) ;

- Vidu5.1.2: Cach khai bdo ZONE record SOA

serverlinux.com. IN SOA dnsserver.serverlinux.com. root.serverlinux.com. (
2005040401; Serial
10800; Refresh after 3 hours
3600; Retry after 1 hour
604800; Expire after 1 week
86400 ); Minimum TTL of 1 day




NS (Name server)

Record tiép theo can c6 trong zone 1a NS (name server) record. Mdi name server cho zone s& c6
mot NS record.

- Cu phap:[tén-domain] IN NS [DNS-Server]

- Vidu 5.1.3: Phan giai NS

serverlinux.com. IN NS dnsserver.serverlinux.com.

serverlinux.com. IN NS serverlinux.com.

Khai bdo trén chi ra hai name server quan ly dir li¢u cho mién serverlinux.com Ia

dnsserver.serverlinux.com va serverlinux.com.

A (Address) va CNAME (Canonical Name)
Record A (Address) anh xa tén may (hostname) thanh dia chi IP. Record CNAME (canonical
name) tao t€n bi danh alias tréd vao mot tén hostname khéc. Tén hostname khac 1a tén host trong
c6 chi dinh dia chi IP thong qua record A hoac lai tré vao mot tén alias (canonical) khac.
- Cu phéap khai bdo record A:#[hostname] IN A [IP_Address]
- Cu phéap khai bdo record CNAME:#[Canonical name] IN CNAME [hostname |
Canonical name]
— Vidu 5.1.4:Vi du cdu hinh v6i Record A va CNAME

localhost.serverlinux.com. IN A 127.0.0.1

dnsserver.serverlinux.com. IN A 172.29.14.2
serverlinux.com. IN A 172.29.14.1
diehard.serverlinux.com. IN A 172.29.14.4

// khai bado mdt tén hostname &nh xa cho nhiéu dia chi IP
serverlinux.com. 1IN A 172.29.14.1
serverlinux.com. 1IN A 192.253.253.1

// Khai bdo alias name (canonical name)
WWw.serverlinux.com. IN CNAME serverlinux.com.

proxy IN CNAME www.serverlinux.com.




MX (Mail Exchange)

DNS dung record MX trong viéc chuyén mail trén mang Internet. Khi nhan dugc mail,
trinh chuyén mail (mailer) s& dua vao record MX dé quyét dinh duong di cta mail. Record MX
chi ra mot Mail Exchanger cho mot mién - Mail Exchanger 1a mot may chu xtr I (chuyén mail
dén mailbox cuc b hay 1am gateway chuyén sang mot giao thirc chuyén mail khac nhu UUCP)
hodc chuyén tiép mail ¢én mot Mail Exchanger khac (trung gian) gan voi minh nhéat dé dén toi
may chu dich cubi cung dung giao thirc SMTP (Simple Mail Transfer Protocol).

Dé tranh viée gui mail bi 13p lai, record MX c6 thém mdt gia tri bd sung ngoai tén mién
cta Mail Exchanger 13 mét s6 thtr tu tham chiéu. Day 1a gid tri nguyén khong dau 16-bit (0-
65535) chi ra thtr ty vu tién cua cac Mail Exchanger.
- Cuphéap: [domain_name] IN  MX  [priority] [mail host]
- Vidu5.1.5: serverlinux.com. IN MX 10 mailserver.serverlinux.com.
Chi ra may cha mailserver.serverlinux.com 1 mail server quan 1y mail cho mién
serverlinux.com v&i s6 thir tu tham chiéu 10.
Chu y: cac gia tri nay chi ¢6 y nghia so sanh véi nhau. Vi du khai bao hai record MX:
serverlinux.com. IN MX 1 listo.serverlinux.com.

serverlinux.com. IN MX 2 hep.serverlinux.com.

PTR (Pointer)
Record PTR (pointer) ding dé anh xa dia chi IP thanh tén may hostname.
- Cuphép:[address] IN  PTR [hostname]

Trong d6 [address] 1a dia chi ip ctia hostname nhung phai dugc ghi dao nguoc va két hop véi tén
mién inaddr.arpa.
- Vidu5.1.6: Cac record PTR cho cac host trong mang 1.168.192:

1.1.168.192.in-addr.arpa. IN PTR serverlinux.com.
2.1.168.192.in-addr.arpa. IN PTR dnsserver.serverlinux.com.
3.1.168.192.in-addr.arpa. IN PTR mailserver.serverlinux.com.

4.1.168.192.in-addr.arpa. IN PTR dnshard.serverlinux.com.




5.14. CAU HINH DNS MIEN CUC BQ

M6 hinh va yéu cau bai tap

Client

Firewall

client

DNS Server
192.168.1.10

Yéu cau: Mién serverlinux.vn dugc thué tir t6 chirc VNNIC, hiy cdu hinh DNS server quan 1y

dir liéu cho mién nay

Hwéng dan thuc hién
1. Caidat BIND
2. Khai bao zone trong /etc/named.rfc1912.zones
- Zone thuan
- Zone nghich
3. MO0 ta co so dir li€u
- Zone thuan
- Zone nghich
4. Thay ddi cAu hinh dé cho phép hé théng hoat dong trén dia chi IP cuc bd, cho mang cuc bd

hodc bén ngoai truy van co s¢ dir li¢u.

Listen-on port 53 {127.0.0.1; 192.168.1.17;}
Allow-query {localhost; 192.168.1.0/24; };

5. Khoi tao va kiém tra hoat dong
6. Khai bao dns client

7. Kiém tra phan gidi tén mién



Céc budc thye hién ciu hinh
1. Kiém tra phan mém BIND
- Dung Iénh #rpm —ga bind* :dé kiém tra phan mém bin da cai dit trén hé
thong hay chua.
2. Cai dit phin mém BIND

[root@linux ~]#yum -y install bind

Hodc download va cai dit phdn mém & dang nhi phdn bdng trinh RPM
[root@linux ~]#rpm —-ivh bind-9.7.3-2.el6 1.P3.3.1686.rpm
[root@linux ~]#rpm —-ivh bind-1ibs-9.7.3-2.el6 1.P3.3.1686.rpm
[root@linux ~]#rpm -ivh bind-utils-9.7.3-2.el6 1.P3.3.1686.rpm

3. Thuyc hién ciu hinh dja chi IP cho may DNS Server véi dia chi: 192.168.1.17/24
4. Khai bao zone trong /etc/named.rfc1912.zones
- Zone thuan: thém vao cac dong khai bao bén dudi cung tap tin

zone "serverlinux.vn" IN ({ //Khai bédo zone thudn
type master; //Khai bdo kiéu master
file "serverlinux.thuan";//Khai bé&o csdl thuén
allow-update { none; }; //Khdébng cho phép update
bi

- Zone nghich

zone "1.168.192.in-addr.arpa" IN { //Khai bado zone nghich
type master; //Khai bdo kiéu master
file "serverlinux.nghich";//khai bdo csdl nghich
allow-update { none; };//Khéng cho phép update

}i

5. Chinh stra tap tin /etc/named.conf

options {

listen-on port 53 { 127.0.0.1; 192.168.1.17; };//Thém vao dia chi ip
may dns server

listen-on-v6 port 53 {::1; };

directory "/var/named";

dump-file "/var/named/data/cache dump.db";
statistics-file "/var/named/data/named stats.txt";
memstatistics-file "/var/named/data/named mem stats.txt";

allow—-query{ localhost; 192.168.1.0/24; };//Khai bdo day dia chi mang
dugc phép truy cédp dns server

allow—-query-cache { localhost; 192.168.1.0/24; };//Khai bdo day dia
chi ip cho phép truy van dns server
bi
logging {
channel default debug {




file "data/named.run";
severity dynamic;
}i
bi
view localhost resolver ({
match-clients { localhost; };
match-destinations { localhost; };
recursion yes;
include "/etc/named.rfcl912.zones";//1ién két dén file khai bao céac
zone thudn va zone nghich & trén

}i
6. MO0 ta co s¢ dir li¢u trong thu myc /var/named

a) Zone thuan co tén serverlinux.thuan

STTL 86400
@IN SOA dnsl.serverlinux.vn. root.serverlinux.vn. (
1997022700 ; Serial
28800; Refresh
14400; Retry
3600000; Expire
86400 ); Minimum
IN NS dnsl.serverlinux.vn.
IN MX 1 mail.serverlinux.vn.
dnsl 1IN A 192.168.1.17
WWW IN CNAME dnsl.serverlinux.vn.
mail IN CNAME dnsl.serverlinux.vn.
ftp IN CNAME dnsl.serverlinux.vn.
proxy IN CNAME dnsl.serverlinux.vn.

b) Zone nghich c¢6 tén serverlinux.thuan: c6 thé copy tir zone thuin va dit tén la

serverlinux.nghich, sau d6 chinh stra vai cho nhu bén dudi.

STTL 86400

QIN SOA dnsl.serverlinux.vn. root.serverlinux.vn. (
1997022700 ; Serial
28800; Refresh
14400; Retry
3600000; Expire
86400 ); Minimum

IN NS dnsl.serverlinux.vn.
17 IN PTR dnsl.serverlinux.vn.

¢) Phan quyén 2 CSDL vira tao: Néu str dung trinh soan thao VI dé tao 2 tap tin trén thi
phai gan quyén truy cap cho 2 tap tin nay. Thuc hién cac 1énh sau:

‘#chmod 777 /var/named/serverlinux.thuan




#chmod 777 /var/named/serverlinux.nghich

7. Dat nameserver va domain trong tap tin /etc/resolv.conf

nameserver 192.168.1.17

domain serverlinux.vn

8. Khdi dong dich vu DNS
a) Dé khoi dong dich vu DNS:

#/etc/init.d/named restart
Hodc 1énh: #service named restart
b) Kiém tra xem dich vu DNS ¢6 hoat dong hay chua bang 1énh:
#pgrep named
1489

¢) Kiém tra xem DNS d3 phén giai hay chwa bang lénh:

[root@linux ~]# host www.serverlinux.vn

www.serverlinux.vn is an alias for dnsl.serverlinux.vn.
dnsl.serverlinux.vn has address 192.168.1.17

[root@linux ~]# host 192.168.1.17

192.168.1.17.in-addr.arpa domain name pointer dnsl.serverlinux.vn.

9. [root@linux ~]# Kiém tra phan giai tén mién
Thyc hién 1énh #nslookup dé kiém tra phan giai tén mién. Sau khi gd Iénh nslookup,

command line s€ 1a dau “>”, gb 1énh

[root@linux ~]# nslookup
> set type=any

> dnsl.serverlinux.vn

Server: 192.168.1.17
Address: 192.168.1.17#53
Name : dnsl.serverlinux.vn

Address: 192.168.1.17
>192.168.1.17

Server: 192.168.1.17
Address: 192.168.1.174#53

192.168.1.17.in-addr.arpa name = dnsl.serverlinux.vn.




5.1.5. CAU HINH DNS MIEN CON

Mo hinh va yéu cau cau hinh

Client

Firewall

DNS Server
192.168.1.10

192.168.1.11

192.168.1.12

ITdep.serverlinux.vn

Yéu cau: Mién serverlinux.vn duoc thué tir to chitc VNNIC, hdy cau hinh DNS server quéan ly

dir liéu cho mién nay

Huéng din
1) Mo tacosddirlicu
a. Zone thuan
b. Zone nghich
2) Khoi tao va kiém tra hoat dong

3) Kiém tra phan giai ténmién

Cac budrce thuc hién

1) Kiém tra hoat dong ctia t€n mién severlinux.vn



Thuyc hi¢n cac 1énh sau day dé ki€m tra tén mién cuc bd severlinux.vn

[root@linux ~]# host dnsl.serverlinux.vn
dnsl.serverlinux.vn has address 192.168.1.17

[root@linux ~]#

2) Kiém tra cac goi phan bind* trén DNS server master

[rOOt@DNS ~]# rpm -ga bind*
bind-1ibs-9.3.6-16.P1.el5
bind-utils-9.3.6-16.P1l.el5
bind-9.3.6-16.P1.el5

3) Khai bao zone thuan va zone nghich trén DNS server master. Khai bdo zone trong
/etc/named.rfc1912.zones

- Zone thuan: thém vao cac dong khai bao bén dudi cung tap tin

zone "serverlinux.vn" IN {
type master;
file "serverlinux.thuan";

allow-update { none; };

}s

- Zone nghich

zone "1.168.192.in-addr.arpa" IN {
type master;
file "serverlinux.nghich";
allow-update { none; };

}i

4) [root@DNS etc]# vi /etc/named.caching-nameserver.conf

options {
listen-on port 53 { 127.0.0.1; 192.168.1.17; };
listen-on-v6 port 53 {::1; };
directory "/var/named";
dump-file "/var/named/data/cache dump.db";
statistics-file "/var/named/data/named stats.txt";
memstatistics-file "/var/named/data/named mem stats.txt";
allow—query{ localhost; 192.168.1.0/24; };
allow—-query-cache { localhost; 192.168.1.0/24; };
bi
logging {
channel default debug {
file "data/named.run";
severity dynamic;
bi
bi
view localhost resolver ({




match-clients { localhost; };

match-destinations { localhost; };

recursion yes;

include "/etc/named.rfcl912.zones";
bi

5) Mo ta co sé dir li¢u trong thu muc /var/named

a. Zone thuan co tén serverlinux.thuan

STTL 86400
@INSOAdnsl.serverlinux.vn. root.serverlinux.vn. (
1997022700 ; Serial
28800; Refresh
14400; Retry
3600000; Expire
86400 ); Minimum
IN NS dnsl.serverlinux.vn.
IN MX 1 mail.serverlinux.vn.
dnsl IN A 192.168.1.17
WWW IN CNAME dnsl.serverlinux.vn.
mail IN CNAME dnsl.serverlinux.vn.
ftp IN CNAME dnsl.serverlinux.vn.
proxy IN CNAME dnsl.serverlinux.vn.
itdep IN A 192.168.1.28
IN MX 1 mail.itdep.serverlinux.vn.
mail.itdep 1IN A 192.168.1.28
www.ltdep IN CNAME mail.itdep.serverlinux.vn.
ftp.itdep 1IN CNAME mail.itdep.serverlinux.vn.

b. Zone nghich c6 tén serverlinux.thuan: c6 thé copy tir zone thudn va dat tén la

serverlinux.nghich, sau d6 chinh stra vai cho nhu bén dudi.

STTL 86400

@INSOAdnsl.serverlinux.vn. root.serverlinux.vn. (
1997022700 ; Serial
28800; Refresh
14400; Retry
3600000; Expire

86400 ); Minimum
IN NS dnsl.serverlinux.vn.
17 IN PTR dnsl.serverlinux.vn.
28 IN PTR itdep.serverlinux.vn.
IN PTR mail.itdep.serverlinux.vn.

6) Khoi dong dich vu DNS
a. Pékhoi dong dich vu DNS thyc hién Iénh sau:



#/etc/init.d/named restart

Hodc lénh: #service named restart

b. Kiém tra xem dich vu DNS c¢6 hoat dong hay chua béng
#pgrep named
c. Kiém tra xem DNS d4 phan giai hay chua bang lénh:

1€nh:

[root@linux ~]# host dnsl.serverlinux.vn

dns.serverlinux.vn has address 192.168.1.17

d. Kiém tra phan gidi tén mién

a) Thuyc hién 1énh #nslookup dé kiém tra phan giai tén mién. Sau khi gd 1énh nslookup,

command line s€ la dau “>”, g6 1énh

[root@linux ~]# nslookup
> set type=any

> dnsl.serverlinux.vn

Server: 192.168.1.17
Address: 192.168.1.17#53
Name: dnsl.serverlinux.vn

Address: 192.168.1.17
>192.168.1.17

Server: 192.168.1.17
Address: 192.168.1.17453
192.168.1.17.in-addr.arpa name = dnsl.serverlinux.vn.

b) Kiém tra tén mién itdep mx

#host -t mx itdep.serverlinux.vn

¢) Kiém tra tén mién itdep www

#host www.itdep.serverlinux.vn

d) Kiém tra tén mién itdepftp

#host ftp.itdep.serverlinux.vn




5.1.6. CAU HINH DNS LIEN KET NHIEU MIEN CON

M0 hinh va yéu cau hé thong

68.1.23

Client

DNS Server
192.168.1.18

.serverli
92.168.1

. . www, ftp
ITdep.serverlinux.vn ITpc.serverlinux.vigy 168.1.41

Yéu cau: Mién serverlinux.vn dugc thué tir to chirc VNNIC, hiy cau hinh DNS server quan Iy

dir liéu cho mién nay.

Huéng din cAu hinh
1) Céu hinh ty quyén trén dnssvr
— Zone thuan
— Khai bao record NS va A tro vé mién itdep.serverlinux.vn va mién
pcm.serverlinux.vn
— Zone nghich
— Khai béo PTR tuong tmg véi record A
2) Khoi tao va kiém tra hoat dong
3) Céu hinh DNS cho mién itdep.serverlinux.vn
a. Forwarders vé may chii dnssvr
4) CAu hinh DNS cho mién pcm.serverlinux.vn

a. Forwaders vé may chu dnssvr



5) Kiém tra phan giai ténmién

Cac buéc thue hién cau hinh
- Kiém tra hoat dong ctia tén mién serverlinux.vn

— Thuyec hién céc Iénh sau day de kiém tra tén mién cuc bo serverlinux.vn

#host dnsl.serverlinux.vn

2>xudt ra dia chi va host cua mién nay
Tiép tuc g& lénh: #nslookup

>set type=any

>serverlinux.vn

>hién ra théng tin vé& tén mién serverlinux.vn

- Cau hinh named-caching-nameserver.conf

[root@localhost named]# vi /etc/named-caching-nameserver.conf
options {
listen-on port 53 { 127.0.0.1; 192.168.1.17; };
listen-on-v6 port 53 { ::1; };
directory "/var/named";
dump-file "/var/named/data/cache dump.db";
statistics-file "/var/named/data/named stats.txt";
memstatistics-file "/var/named/data/named mem stats.txt";
allow—-query { localhost; 192.168.1.0/24; };
allow-query-cache { localhost; 192.168.1.0/24; };
recursion yes;
dnssec-enable yes;
dnssec-validation yes;

dnssec-lookaside auto;

/* Path to ISC DLV key */
bindkeys-file "/etc/named.iscdlv.key";
bi
logging {
channel default debug {
file "data/named.run";
severity dynamic;
}i
}i
zone "." IN {
type hint;
file "named.ca";
}i

include "/etc/named.rfcl912.zones";




- Céu hinh tip tin /etc/named.rfc.1912.zones

#Khai bdo zone thuén

zone "serverlinux.vn" IN {
type master;
file "serverlinux.thuan";
allow-update { none; };

}i

#khai bdo zone nghich

zone "1.168.192.in-addr.arpa" IN {
type master;
file "serverlinux.nghich";
allow-update { none; };

}i

- MO0 ta co s¢ dit liéu trong thu muc /var/named

a. Zone thuan c6 tén serverlinux.thuan

STTL 1D
@ IN SOA dnsl.serverlinux.vn. root.serverlinux.vn. (
0 ; serial
1D ; refresh
1H ; retry
1w ; expire
3H ) ; minimum
IN NS dnsl.serverlinux.vn.
IN MX 1 mail.serverlinux.vn.
dnsl IN A 192.168.1.18
mail IN CNAME dnsl.serverlinux.vn.
itdep IN A 192.168.1.28
IN MX 1 mail.itdep.serverlinux.vn.
mail.itdep 1IN A 192.168.1.28
www.itdep IN CNAME mail.itdep.serverlinux.vn.
ftp.itdep IN CNAME mail.itdep.serverlinux.vn.

b. Zone nghich c¢6 tén serverlinux.nghich: ¢ thé copy tir zone thuan va dat tén 1a

serverlinux.nghich, sau dé chinh sira vai chd nhu bén dudi.

STTL 1D

@ IN SOA dnsl.serverlinux.vn. root.serverlinux.vn. (
0 ; serial
1D ; refresh
1H ; retry
1w ; expire

3H ) ; minimum




IN NS dnsl.serverlinux.vn.
18 IN PTR dnsl.serverlinux.vn.
28 IN PTR itdep.serverlinux.vn.

IN PTR mail.itdep.serverlinux.vn.

- Khoi dong dich vu DNS
a. Dé khoi dong dich vy DNS thyc hién 1énh sau:

#/etc/init.d/named restart

Hodc 1énh: #service named restart

b. Kiém tra xem dich vu DNS c6 hoat dong hay chua bang lénh:

#pgrep named
1489

c. Kiém tra xem DNS di phan giai hay chua bang lénh:

#host dnsl.serverlinux.vn
Hodc #host 192.168.1.18

d. Khai béo zone thuan va zone nghich cho tén mién itdep

zone "itdep.serverlinux.vn" IN ({
type master;
file "itdep.thuan";
allow-update { none; };

}i

zone "1.168.192.in-addr.arpa" IN {
type master;
file "itdep.nghich";
allow-update { none; };

}i

e. Cau hinh /etc/named-caching-nameserver.conf

options {
listen-on port 53 { 127.0.0.1; 192.168.1.28; };
listen-on-v6 port 53 { ::1; };
directory "/var/named";
dump-file "/var/named/data/cache dump.db";
statistics-file "/var/named/data/named stats.txt";

memstatistics-file "/var/named/data/named mem stats.txt";

allow-query { localhost; any; };
recursion yes;
forwarders { 192.168.1.18; };

allow-query-cache { localhost; any; };

dnssec-enable yes;




dnssec-validation yes;
dnssec-lookaside auto;
/* Path to ISC DLV key */
bindkeys-file "/etc/named.iscdlv.key";
}i
logging {
channel default debug {
file "data/named.run";
severity dynamic;
}i
}i
zone "." IN {
type hint;
file "named.ca";
}i

include "/etc/named.rfcl912.zones";

f. Khai bao nameserver trong /etc/resolv.conf

nameserver 192.168.1.17

domain serverlinux.vn

g. Cau hinh co s¢ dit lidu itdep.thuan va itdep.nghich

- Itdep.thuan
STTL 1D
@ IN SOA dnsit.itdep.serverlinux.vn. root.itdep.serverlinux.vn. (
0 ; serial
1D ; refresh
1H ; retry
1w ; expire
3H ) ; minimum
IN NS dnsit.itdep.serverlinux.vn.
IN MX 1 mail.itdep.serverlinux.vn.
dnsit IN A 192.168.1.28
mail IN A 192.168.1.28
- Itdep.nghich
STTL 1D
@ IN SOA dnsit.itdep.serverlinux.vn. root.itdep.serverlinux.vn. (
0 ; serial
1D ; refresh
1H ; retry
1w ; expire
3H ) ; minimum
IN NS dnsit.itdep.serverlinux.vn.

28 IN PTR dnsit.itdep.serverlinux.vn.




IN PTR mail.itdep.serverlinux.vn.

a. Kiém tra phan giai tén mién

[root@localhost named]# nslookup
> set type=any
> 192.168.1.28

Server: 192.168.1.18

Address: 192.168.1.18#53

28.1.168.192.in-addr.arpa name = mail.itdep.serverlinux.vn.
28.1.168.192.in-addr.arpa name = itdep.serverlinux.vn.

> itdep.serverlinux.vn
Server: 192.168.1.18
Address: 192.168.1.18#53

Name : itdep.serverlinux.vn
Address: 192.168.1.28

itdep.serverlinux.vn mail exchanger = 1 mail.itdep.serverlinux.vn.
> serverlinux.vn
Server: 192.168.1.18

Address: 192.168.1.18#53

serverlinux.vn

origin = dnsl.serverlinux.vn
mail addr = root.serverlinux.vn
serial = 0

refresh = 86400
retry = 3600
expire = 604800

minimum = 10800
serverlinux.vn nameserver = dnsl.serverlinux.vn.
serverlinux.vn mail exchanger = 1 mail.serverlinux.vn.

>




5.1.7. CAU HINH DNS SERVER DU PHONG

M0 hinh va yéu cau hé thong

server
68.1.23

Client

Firewall

Resource record Zone

bkdns.serverlinux.vn
DNS Server

192.168.1.10

Huéng dan ciu hinh
1) Khai bao zone backup trén serverlinux
o Zone thuan
o Zone nghich
2) Cho phép cope CSDL tur serverlinux
o Zone thuan
o Zone nghich
3) Khoitao va kiém tra hoat dong
4) Khai bao dnsclient

5) Kiém tra phan giai tén mién

Cic budc thye hién ciu hinh
1) Phan 1: Cau hinh DNS server master
a) Kiém tra két ndi dén DNS dy phong

[root@DNS ~]# ping 192.168.1.17
PING 192.168.1.17 (192.168.1.17) 56(84) bytes of data.




64 bytes from 192.168.1.17: icmp seg=1 ttl=64 time=1.46 ms
64 bytes from 192.168.1.17: icmp seg=2 ttl=64 time=0.295 ms
---192.168.1.17 ping statistics ---

b) Kiém tra cac goi phan bind* trén DNS server master

[root@DNS ~]# rpm -ga bind*
bind-1ibs-9.3.6-16.P1.el5
bind-utils-9.3.6-16.P1l.el5
bind-9.3.6-16.P1.el5

¢) Khai bao zone thuan va zone nghich trén DNS server master

[root@DNS etcl# vi named.caching-nameserver.conf
options {

listen-on port 53 { 127.0.0.1; 192.168.1.17; };
listen-on-v6 port 53 {::1; };
directory"/var/named";
dump-file"/var/named/data/cache dump.db";
statistics-file "/var/named/data/named stats.txt";
memstatistics-file "/var/named/data/named mem stats.txt";
// Those options should be used carefully because they disable port
// randomization

// query-sourceport 53;

// query-source-v6 port 53;

allow-query{ localhost; any; };

//allow-transfer{ localhost; 192.168.1.0/24; };
//allow-recursion { localhost; 192.168.1.0/24; };
allow-query-cache { localhost; any; 1};

}i

controls {

inet127.0.0.1 allow {localhost; } keys { rndckey; };
bi

logging {

channel default debug {

file "data/named.run";

severity dynamic;

bi

}i

# here is the section for internal informations
view "internal" {

match-clients { localhost; 192.168.1.0/24; };

zone "." IN {

type hint;

file "named.ca";

bi

//# set zones for internal




zone "serverlinux.vn" IN {
type master;
file "serverlinux.thuan";
allow-update { 192.168.1.27; };
allow-transfer { 192.168.1.27; };
}i
//# set zones for internal
zone "1.168.192.in-addr.arpa" IN {
type master;
file “serverlinux.nghich";
allow-update { 192.168.1.27; };
allow-transfer { 192.168.1.27; };
bi
zone "localdomain" IN {
type master;
file "localdomain.zone";
allow-update { none; };
}i
zone "localhost"™ IN {
type master;
file "localhost.zone";
allow-update { none; };
bi
zone "0.0.127.in-addr.arpa" IN {
type master;
file "named.local";
allow-update { none; };
bi
zone "255.in-addr.arpa" IN {
type master;
file "named.broadcast";
allow-update { none; };
}i
zone "0.in-addr.arpa" IN {
type master;
file "named.zero";
allow-update { none; };
bi
bi

d) Tao tap tin co so dir liu trong /var/named trén DNS server master

- Tao tap tin thuan serverlinux.thuan mién cuc bo

[root@linux ~]# vi serverlinux.thuan
STTL86400




@ IN SOA dnsl.serverlinux.vn.root.serverlinux.vn. (
2011022700 ; Serial
28800; Refresh
14400; Retry
3600000; Expire
86400 ); Minimum

IN NS dnsl.serverlinux.vn.

IN NS bkdnsl.serverlinux.vn.

IN MX 10 dnsl.serverlinux.vn.
Dnsl 1IN A 192.168.1.17

Bkdnsl IN A192.168.1.27

WWW IN CNAME dnsl.serverlinux.vn.
mail IN CNAME dnsl.serverlinux.vn.
ftp IN CNAME dnsl.serverlinux.vn.
proxy IN CNAME dnsl.serverlinux.vn.

- Tao tap tin thuan 1.168.192.db mién cuc bd

[root@linux ~]# vi 1.168.192.db

STTL86400

@ IN SOA dnsl.serverlinux.vn. root.serverlinux.vn. (
2011022700 ; Serial
28800; Refresh
14400; Retry
3600000; Expire
86400 ); Minimum

IN NS dnsl.serverlinux.vn.

IN NS bknsl.serverlinux.vn.

17 IN PTR dnsl.serverlinux.vn.

27 IN PTR bkdnsl.serverlinux.vn.

e) Khoi dong lai named

[root@DNS ~]# /etc/init.d/named restart
Stopping named: [OK]
Starting named: [OK]
[root@DNS ~]# pgrep named

3075

f) Kiém tra hoat dong cia DNS

[root@DNS ~]# host dns.serverlinux.vn

dns.serverlinux.vn has address 192.168.1.17

10. Phan 2: Cau hinh DNS dy phong (may slave)

— Kiém tra két noi dén DNS server master

[root@DNS ~]# ping 192.168.1.17
PING 192.168.1.17 (192.168.1.17) 56(84) bytes of data.




64 bytes from 192.168.1.17: icmp seg=1 ttl=64 time=1.46 ms
64 bytes from 192.168.1.17: icmp seg=2 ttl=64 time=0.295 ms
---192.168.1.17 ping statistics ---

- Kiém tra cdc goi phan bind* trén DNS server master

[root@DNS ~]# rpm -ga bind*
bind-1ibs-9.3.6-16.P1.el5
bind-utils-9.3.6-16.P1l.el5
bind-9.3.6-16.P1.el5

— Cau hinh tap tin /etc/named.caching-nameserver.conf

options {

listen-on port 53 { 127.0.0.1; 192.168.1.17; };
listen-on-v6 port 53 {::1; };
directory"/var/named";
dump-file"/var/named/data/cache dump.db";
statistics-file "/var/named/data/named stats.txt";

memstatistics-file "/var/named/data/named mem stats.txt";

// Those options should be used carefully because they disable port
// randomization

// query-sourceport 53;

// query-source-v6 port 53;

allow-query{ localhost; any; };
allow-query-cache { localhost; any; };
}i
logging {
channel default debug {
file "data/named.run";
severity dynamic;
bi
}i
view localhost resolver {
match-clients{ localhost; };
match-destinations { localhost; };
recursion yes;
include "/etc/named.rfcl912.zones";
bi

- Khai bao zone thudn va zone nghich trén DNS server master

[root@dns etcl# vi named.rfcl912.zones
zone "." IN {
type hint;

file "named.ca";




}s

zone "localdomain" IN {
type master;
file "localdomain.zone";
allow-update { none; };
bi
zone "localhost" IN {
type master;
file "localhost.zone";
allow-update { none; };
}i
zone "0.0.127.in-addr.arpa" IN {
type master;
file "named.local";

allow-update { none; };

zone
"0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.1ip6.arpa" IN

type master;
file "named.ip6.local";
allow-update { none; };

}i

zone "255.in-addr.arpa" IN {
type master;
file "named.broadcast";
allow-update { none; };
bi

zone "0.in-addr.arpa" IN {
type master;
file "named.zero";
allow-update { none; };

bi

zone "serverlinux.vn" IN {
type slave;
masters { 192.168.1.17; };
file "slaves/bk.thuan";

allow-update { none; };




zone "1.168.192.in-addr.arpa"™ IN {
type slave;
masters { 192.168.1.17; };
file "slaves/bk.nghich";
allow-update { none; };

}i

- Khong khai bdo co s¢ dir li€u trong /var/named trén DNS dy phong

- Khoi dong lai named

[rOOt@DNS ~]# /etc/init.d/named restart
Stopping named: [OK]

Starting named: [OK]

[root@DNS ~]# pgrep named
3075

- Kiém tra DNS du phong copy co so dit litu tir DNS server master vé thu muc

/var/named/slave

[root@dns var]# 11 /var/named/slaves/

total 16

-rw-r--r-— 1 named named 367 May4 18:00 bk.nghich
-rw-r--r-- 1 named named 435 May4 17:57 bk.thuan

- Kiém tra hoat dong cia DNSdy phong

[root@DNS ~]# host dnsl.serverlinux.vn

dns.serverlinux.vn has address 192.168.1.17

5.2.  CAUHOI ON TAP VE DNS

5.2.1. THUC HANH 1: THIET LAP DNS QUAN LY MIEN CUC BQ

Trung tdm dao tao tin hoc vira thué mét tén mién ““serverlinux.com” tir to chirc quan ly tén mién

VNNIC. Anh/Chj hay t6 chitc DN server trén may chii Linux theo mé hinh sau:



client

DNS Server
192.168.2.10

HUONG DAN
- Khai bdo zone trong file /etc/named.rfc1912.zones
o Zone thuan.
o Zone nghich.
~  Thay ddi cac thong sb trong tap tin /etc/named.conf
- M0 ta co sé dir licu.
o Zone thuan.
o Zone nghich.
- Khéi tao va kiém tra hoat dong.
- Khai bdo dns client.

- Kiém tra phan gidi tén mién.

5.2.2. THUC HANH 2: THIET LAP DNS HOSTING CHO MIEN CON
Hay thiét 1ap DNS dé hosting cho mién con itdep.serverlinux.com theo yéu cau dugc mé ta cu

thé trong mo hinh sau:



Client

Firewall

DNS Server
192.168.2.10

ITdep.serverlinux.vn

Huéng din:

—  Céu hinh DNS cho mién serverlinux.com

—  Cau hinh DNS hosting cho mién itdep.serverlinux.com
o Zone thuan.
o Zone nghich (néu can)

—  Khéi tao va kiém tra hoat dong

- Kiém tra phan gidi tén mién

5.2.3. THUC HANH 3: THIET LAP DNS LIEN KET NHIEU VUNG
Hay thiét 1ap DNS dé lién két cho hai mién con itdep.serverlinux.com va pem.serverlinux.com

theo yéu cau duge mé ta cy thé trong mé hinh sau:



Client

Firewall

jone

DNS Server
192.168.2.10

ITdep.serverlinux.vn

ITpc.serverlinux.vn

Hwéng dan:
—  Cau hinh DNS cho mién serverlinux.com
— Uy quyén hai mién con itdep.serverlinux.com va pcm.serverlinux.com
o Khai bao record NS va A tr6 vé mién itdep.serverlinux.com va mién
pcm.serverlinux.com
o Khai bdo va PTR tuong ting véi record A.
~ Khoi tao va kiém tra hoat dong
~ Céu hinh DNS cho mién itdep.serverlinux.com
o Forwarders vé may chu dnssvr.
~  Cau hinh DNS cho mién pem.serverlinux.com
o Forwarders vé may chi dnssvr.

- Kiém tra phan giai tén mién

5.2.4. THUC HANH 4: THIET LAP DNS DU PHONG
Hay thiét 1ap DNS du phong (slave nameserver) dé sao chép co so dit liéu cho mién

serverlinux.com theo yéu cau dya trén mo hinh sau:



Firewall

Bkdns.serverlinux.vn

DNS Server
192.168.2.10

Huéng din:
~  Cau hinh DNS server chinh (master nameserver)
~  Cau hinh DNS server dy phong.
o Zone thuan.
o Zone nghich.
- Cho phép copy CSDL tir dnssvr
o Zone thuan.
o Zone nghich.
- Khéi tao va kiém tra hoat dong.
- Khai béo dns client.

- Kiém tra phan giai tén mién.

Client



53. DICHVU FTP

53.1. GIOI THIEU FTP
FTP dugc viét tit tir chudi File Transfer Protocol. Giao thirc nay duoc xay dung dua trén chuan
TCP, FTP cung cap co ché truyén tin dudi dang file thong qua mang TCP/IP, FTP 1a mét dich
vu dic biét vi nd dung dén hai cong: Cong 20 (con goi 1a data port) ding dé truyén dir liéu va
cong 21 (con goi 1a command port) dung dé truyén 1énh.Mét s6 chuong trinh fip server st dung
trén Linux:Vsftpd, Wu-ftpd, PureFTPd, ProFTPD. FTP c6 2 loai:

Active FTP
O ché do chu dong (active), may khach FTP dung mét cong ngau nhién khong danh riéng (cong
N > 1024) két ndi vao cong 21 ctia FTP server. Sau d6, may khach ling nghe trén cong N+1 va
gui 1énh PORT N+1 dén FTP server. Tiép theo, tr céng dit liéu cia minh, FTP server sé két ndi
nguoc lai vao céng dir li€u cua client da khai bao trude do (tirc la N+1). O khia canh firewall, dé
FTP Server hd trg ché d active thi cac kénh truyén sau phai mo:
~  Cong 21 phai duoc mé cho bat cir ngudn giri ndo (dé client khoi tao két ndi)
~ FTP server's port 21 to ports > 1024 (server tra 10i vé cong diéu khién cua client)
— Cho két ndi tir cong 20 ciia FTP server dén cac cong > 1024 (server khoi tao két ndi vao
cong dir liéu ciia client)
~ Nhan két ndi huéng dén cong 20 cia FTP server tir cac cong > 1024 (client giri x4c nhan
ACKs dén cong data cua server)

So do két noi:

20 21 1026 Loz?
Data Crud Coed Dara

- Budc 1: Client khoi tao két ndi vao cong 21 cia server va gui lénh PORT 1027.



- Budc 2: Server gtri xac nhan ACK vé céng 1&€nh cua client.
— Budc 3: Server khoi tao két ndi tir cong 20 ctia minh dén cong dir liéu ma client da khai
béo trude do.
~  Budc 4: Client giri ACK phan héi cho server.
Khi FTP Server hoat dong & ché do chu dong, client khong tao két ndi that sy vao céng dir liéu
cta FTP server, ma chi don gian 1a thong bao cho server biét rang n6 dang lang nghe trén cong

nao va server phai két ndi ngugc ve client vao cong do.

Passive FTP
Phuong thitc nay goi 1a FTP thu dong (passive) hodc PASV (1a Iénh ma client gui cho
server dé bao cho biét 1a nd dang & ché do passive). O ché d6 thu dong, FTP client tao két ndi
dén server. Khi két ndi FTP duwoc mo, client s& mé hai cong khong danh riéng N, N+1 (N >
1024). Cong thir nhét ding dé lién lac voi cong 21 ciia server, nhung thay vi gii 1énh PORT va
sau d6 1a server két ndi nguoc vé client, thi 1énh PASV dugc phat ra. Két qua 1a server s mo
mdt cong khong danh riéng bat ky P (P > 1024) va gt 1énh PORT P nguoc vé cho client. Sau
d6 client s& khoi tao két ndi tir cong N+1 vao cong P trén server dé truyén dit liéu. Phia Firewall
trén server FTP, dé hd tro FTP ché do passive, cac kénh truyén sau phai duoc ma:
~ Cong FTP 21 ciia server nhan két néi tir bat ky ngudn nao (cho client khéi tao két ni).
— Cho phép tra 1 tir cong 21 FTP server dén cong bat ky trén 1024 (Server tra 10i cho cong
control cua client).
— Nhén két ndi trén cong FTP server > 1024 tir bat cir ngudn nao (Client tao két ndi dé
truyén dit liéu dén cong ngau nhién ma server da chi ra).
~ Cho phép tra 10i tir cong FTP server > 1024 dén cac cong > 1024 (Server giri xac nhan
ACKs dén cong dit liéu cua client).
So do:



Zu 21 l0Ze 1027
Data Crud Cmd Data

2024

T

- Budc 1: Client két nbi vao cong Iénh ciia server va phat 1énh PASV.

— Budc 2: Server tra 10 bang 1énh PORT 2024, cho client biét cong 2024 dang m¢ dé nhan
két ndi dit ligu.

- Budc 3: Client tao két ndi truyén dir liéu tir céng dit liéu cta n6 dén céng dir liéu 2024
cua server.

- Budc 4: La server tra 10i bang xac nhan ACK vé cho cong dit lidu cua client.
5.3.2. CAUHINH FTP SERVER

M0 hinh va yéu cau hé thong
Cau hinh cho phép nguoi ding anonymous va local user upload dit liéu 1én FTP Server theo mo
hinh sau day:

% fle and folder % fle and folder

Client local Anonymous local

Huwéng dan ciu hinh
a) Tao nguoi dung cuc bo



b) Khai bao tén mién fip.serverlinux.vn trong DNS server
c) Caidat vsftpd
d) Céu hinh tap tin /etc/vsftpd/vsftpd.conf
e) Khoi dong dich vu FTP
f) Kiém tra hoat dong
1) Kiém tra tién trinh vsftpd
2) Login bang nguoi ding anonymous trén windows
3) Upload tai li¢u
4) Login bang tai khoan hv1 trén windows
5) Upload tai li¢u
g) Ftp client tr Linux
h) fip client tr Windows

Cac budrc thue hién

a) Tao nguoi dung cuc bo

[root@localhost ~]# useradd hvl #tao ngudi dung hvl

useradd: user hvl exists

[root@localhost ~]# passwd hvl #d53t mat khidu tao ngudi dung hvil
Changing password for user hvl.

New UNIX password: #Nhadp mat khiu vao

BAD PASSWORD: it is too simplistic/systematic

Retype new UNIX password: #x4c thuc lai mat khlu

passwd: all authentication tokens updated successfully.

b) Cau hinh zone thuan serverlinux.vn

STTL 86400

@ IN SOA dnsl.serverlinux.vn. root.serverlinux.vn.
2011022700 ; Serial
28800; Refresh
14400; Retry
3600000; Expire
86400 ); Minimum

IN NS dnsl.serverlinux.vn.

IN MX 1 dnsl.serverlinux.vn.
dnsl 1IN A 192.168.1.17

(




WWW IN CNAME dnsl.serverlinux.vn.

mail IN CNAME dnsl.serverlinux.vn.
ftp IN CNAME 192.168.1.28
proxy IN CNAME dnsl.serverlinux.vn.

¢) Khaoi dong dns server

[root@localhost ~]# /etc/init.d/named restart
Stopping named: [OK]
Starting named: [OK]

[root@localhost ~]# hostftp.serverlinux.vn
[root@localhost ~]# host ftp.serverlinux.vn
ftp.serverlinux.vn is an alias for nsl.serverlinux.vn.

dnsl.serverlinux.vn has address 192.168.1.17

d) Cai dat vsfipd

[root@linux ~]#yum -y install vsftpd

e) Céu hinh tap tin /etc/vsftpd/vsftpd.conf

[root@linux ~]#vi /etc/vsftpd/vsftpd.conf

# line 12: no anonymous

anonymous_enable=NO #Khéng cho phép ngudi dung anonymous login vao
# line 81,82: uncomment (permit ascii mode transfer)

ascii upload enable=YES

ascii download enable=YES

# line 96: uncomment ( enable chroot list )

chroot list enable=YES

chroot local user=YES

# line 99: uncomment ( enable chroot list file )

chroot list file=/etc/vsftpd/chroot list

# line 105: uncomment

ls recurse enable=YES

# add at the bottom

# specify root directory ( if don't specify, users' home directory become
FTP home directory )

local root=public_ html

# use localtime

use localtime=YES #stt dung thoi gian hé théng

[root@linux ~]# vi /etc/vsftpd/chroot list

# add users you allow to move over their home directory




hvl

f) Tt firewall: FTP server khi chay mé port (20,21) nén ta phai mé 2 port nay bang cach tét

firewall

[root@linux ~]# /etc/init.d/iptables stop

iptables: Flushing firewall rules: [ OK 1
iptables: Setting chains to policy ACCEPT: filter [ OK 1]
iptables: Unloading modules: [ OK 1]

g) Khai dong dich vu FTP

[root@linux ~]# /etc/rc.d/init.d/vsftpd start
Starting vsftpd for vsftpd: [OK]
[root@linux ~]# chkconfig vsftpd on

h) Ftp client tir Linux

[root@linux vsftpd]# ftp 192.168.1.28
Connected to 192.168.1.28.

220 (vsFTPd 2.0.5)

530 Please login with USER and PASS.
530 Please login with USER and PASS.
KERBEROS V4 rejected as an authentication type
Name (192.168.1.28:root): hvl

331 Please specify the password.
Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

Kiém tra

ftp> 1s

227 Entering Passive Mode (192,168,1,28,41,97)
150 Here comes the directory listing.

226 Directory send OK.

ftp>

1) Ftp client FileZilla tr Windows




@I 629236 -

Fie Ede Yiew Tnndder Sever Bockmars Help
(A~ ICTTF 2« P& ®| T 47 n
] ot 21013 s ot Posed: + et ==
Pesponse: 200 Sweiching to Brary mode, -
{Command: PASY
i esponse: 227 Entenng Passive Mode (172,16, 25,23, 208, 174)
{Command: LIET
frigmrear: 150 Here comes Bie drectory biling.
Resconse: 226 Directory serd OF. 3
fitatus: Dvectory ketng successfl -
Hot cornected X | Iv1@1T216. 2023 X o
- | Remote site: | et -
e/
3 herne f
i m
Last modified Filenarme Filesize  Filetype Last modified Permissions  On
-
Empity deectery iting
I
5 directories Mm«w— I |
Sarver/Local file Dhrection  Remcte file Sue Prorty  Status
i
| Queued files. | Faded rarmfere | Sucoeeshid banfers
£ W Cueus empty a8 |
Hodc g0 1énh trong Run: ftp://192.168.1.28
5 = — — — -
(=]
(' — vy Gy W —
[ # fip:/r192.168.1.28/ Search 172.16.29.736 2|
Organize = E- « @

,rLl:lgOnAs ‘- - . A - g

Either the server does not allow anonymous logins or the e-mail address was not
accepted.

FTP server: 172,16.29.236

I User name: hwl -

Password: .

After you log on, you can add this server to your Favorites and return to it easily.

é_\' FTP does not encrypt or encode passwords or data before sending them to the

|| server. To protect the security of your passwords and data, use WebDAV instead.
[
I
Log on anonymously Save password
] I Log On I [ Cancel

I €M Network

] nm-applet on 172.16.29.236




5.3.3. GIOI HAN TRUY CAP FTP

Yéu ciu bai tap
—  Céu hinh chi cho phép ngudi ding cuc bd truy cap vao ftp server ngoai trir nguoi dung hv2
~ Cam host 192.168.1.200 truy cap vao ftp server

Huwéng dan ciu hinh
a) Tao nguoi dung cuc bo
b) Céu hinh ftp
1) Gidi han nguoi dung anonymous
2) Gidi han host truy cap ftp server
c) Khoi tao ftp server
d) Kiém tra hoat dong trén linux
1) Kiém tra tién trinh vsftps
2) Kiém tra tén miénftp.serverlinux.vn
e) Kiém tra hoat dong trén windows
1) Login bang nguoi ding anonymous
2) Login bang ngudi ding cuc bd
3) Login ttr host 192.168.1.200

Cic budc thye hién ciu hinh

a) Tao nguoi dung cuc bo

[root@localhost ~]# useradd hvl

useradd: user hvl exists

[root@localhost ~]# passwd hvl

Changing password for user hvl.

New UNIX password:

BAD PASSWORD: it is too simplistic/systematic
Retype new UNIX password:




passwd: all authentication tokens updated successfully.

[root@localhost ~]# useradd hv2

useradd: user hv2 exists

[root@localhost ~]# passwd hv2

Changing password for user hv2.

New UNIX password:

BAD PASSWORD: it is too simplistic/systematic
Retype new UNIX password:

passwd: all authentication tokens updated successfully.

[root@localhost ~]# su - hv2

b) Cau hinh /etc/vsftpd/vdftpd.conf

- Cau hinh cam nguoi dung anonymous truy cap ftp server

#

# Allow anonymous FTP? (Beware - allowed by default if you comment this
out) .

anonymous_enable=NO

anon_root=/var/ftp

#

# Uncomment this to allow local users to log in.

local enable=YES

#

—  Cam user cuc bd hvl truy cép ftp serrver trong tap tin /etc/vsftpd/ftpusers

# Users that are not allowed to login via ftp
root

bin
daemon
adm

1p

sync
shutdown
halt
mail
news
uucp
operator
games
nobody
hvl

- Vatrong tap tin /etc/vsftpd/user list




vsftpd userlist

If userlist deny=NO, only allow users in this file

If userlist deny=YES (default), never allow users in this file, and

do not even prompt for a password.

Note that the default vsftpd pam config also checks /etc/vsftpd/ftpusers

H= % = = 3 3

for users that are denied.
Root

Bin
Daemon
Adm

Lp

Sync
Shutdown
Halt
Mail
News
Uucp
Operator
Games
Nobody
hvl

~ Cam host 192.168.1.200 truy cép ftp server trong tap tin /etc/hosts.deny

#

# hosts.deny This file describes the names of the hosts which are
# *not* allowed to use the local INET services, as decided

# by the '/usr/sbin/tcpd' server.

#

# The portmap line is redundant, but it is left to remind you that

# the new secure portmap uses hosts.deny and hosts.allow.In particular
# you should know that NFS uses portmap!

vsftpd:192.168.1.200

¢) Kiém tra su hoat dong cuia fip

[root@localhost ~]# host

[root@localhost ~]1# host ftp.serverlinux.vn
ftp.serverlinux.vn is an alias for dnsl.serverlinux.vn.
dnsl.serverlinux.vn has address 192.168.1.3
[root@localhost ~]# pgrep vsftpd

4821

d) Cau hinh iptables dé cho phép ftp duoc phép truy cap qua firewall




- Bang tién ich #setup

root@localhost ~]# /etc/init.d/iptables restart

Flushing firewall rules: [OK]
Setting chains to policy ACCEPT: nat mangle filter [OK]
Unloading iptables modules: [OK]
Applying iptables firewall rules: [OK]

Loading additional iptables modules: p conntrack netbios n[OK]ntrack ftp

5.3.4. CAU HINH TAO NHIEU FTP SITE
M3 hinh va yéu cau hé thong

—ftp.serverlinux.vn
N
= tp.serverlinux
. FTP serve

&) fi
|

ANGnymous user

- Site 1: fip.serverlinux.vn

- Site 2: vftp.serverlinux.vn

Huéng din cau hinh
a) Tao IP alias cho vfip site
b) Cau hinh fip site 1: fip.serverlinux.vn
¢) Céu hinh fip site 2: vfip.serverlinux.vn
d) Kiém tra hoat dong
1) Kiém tra tién trinh vsftpd
2) Login bang tai khoan anonymous va user hv1l hv2

Cic budc thye hién ciu hinh

a) Tao ip alias cho vftp site




b) Bang cach vao thu muc /etc/sysconfig/network-scripts dé copy file ifcfg-ethO thanh ifcfg-
eth0:0. Sau d6 chinh sur tap tin ifcfg-eth0:0 voi ndi dung nhu sau:

# Advanced Micro Devices [AMD] 79c970 [PCnet32 LANCE]
DEVICE=eth0:0

BOOTPROTO=none

ONBOOT=yes

HWADDR=00:0c:29:d7:6b:ae

NETMASK=255.255.255.0

IPADDR=192.168.1.6

GATEWAY=192.168.1.254

TYPE=Ethernet

¢) Khdéi dong lai network béng Iénh

[root@localhost network-scripts]# /etc/init.d/network restart

Shutting down interface ethO: [OK]
Shutting down interface ethl: [OK]
Shutting down loopback interface: [OK]
Bringing up loopback interface: [OK]
Bringing up interface ethO: [OK]
Bringing up interface ethl: Determining IP information for ethl... done.

root@localhost network-scripts]# ifconfig|more
eth0 Link encap:EthernetHWaddr 00:0C:29:D7:6B:AEinet
addr:192.168.1.3Bcast:192.168.1.255Mask:255.255.255.0
UP BROADCAST RUNNING MULTICASTMTU:1500Metric:1
RX packets:5747 errors:0 dropped:0 overruns:0 frame:0
TX packets:3886 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:5363775 (5.1 MiB)TX bytes:385221 (376.1 KiB)
Interrupt:67 Base address:0x2000
eth0:0 Link encap:EthernetHWaddr 00:0C:29:D7:6B:AE
inet addr:192.168.1.6Bcast:192.168.1.255
Mask:255.255.255.0
UP BROADCAST RUNNING MULTICASTMTU:1500Metric:1
Interrupt:67 Base address:0x2000
ethl Link encap:EthernetHWaddr 00:0C:29:D7:6B:B8
inet addr:172.16.29.121Bcast:172.16.29.255
Mask:255.255.255.0
UP BROADCAST RUNNING MULTICASTMTU:1500Metric:1
RX packets:26455 errors:0 dropped:0 overruns:0 frame:0
TX packets:6003 errors:0 dropped:0 overruns:0

carrier:0collisions:0 txqueuelen:1000




RX bytes:13022728 (12.4 MiB)TX bytes:509634 (497.6 KiB)
Interrupt:67 Base address:0x2080
lo Link encap:Local Loopback
inet addr:127.0.0.1Mask:255.0.0.0
UP LOOPBACK RUNNINGMTU:16436Metric:1
RX packets:4801 errors:0 dropped:0 overruns:0 frame:0
TX packets:4801 errors:0 dropped:0 overruns:0
carrier:0collisions:0 txqueuelen:0
RX bytes:5782608 (5.5 MiB)TX bytes:5782608 (5.5 MiB)

d) Budc tiép theo vao thu muc /etc/vsftpd, copy file vsftpd.conf ra mét tép tin méi c6 tén
fip_ao.conf bang 1énh

#cd /etc/vsftpd
#cp vsftpd.confftp ao.conf

e) Céu hinh site 1 ftp.serverlinux.vn
—  Céu hinh tp tin /etc/vsftpd/vsftpd.conf nhu bén dudi:

# Allow anonymous FTP? (Beware - allowed by default if you comment this
out) .

anonymous_enable=NO

anon_root=/ftproot

#

# Uncomment this to allow local users to log in.

local enable=YES

#thém vao cac dong sau & cubi file (néu dong nao cé rdi thi khéng cdn phai
thém)

pam service name=vsftpd

userlist enable=YES

tcp wrappers=YES

#local root=public html

use localtime=YES

listen address=192.168.1.3

- (Cau hinh dns vé tén mién fip.serverlinux.vn

STTL 86400
@INSOA dnsl.serverlinux.vn. root.serverlinux.vn. (
2011022700 ; Serial
28800; Refresh
14400; Retry
3600000; Expire
86400 ); Minimum

IN NSdnsl.serverlinux.vn.




IN MX 1 dnsl.serverlinux.vn.

dnsl 1IN A 192.168.1.3

WWW IN CNAME dnsl.serverlinux.vn.
mail IN CNAME dnsl.serverlinux.vn.
ftp IN CNAME dnsl.serverlinux.vn.
proxy IN CNAME dnsl.serverlinux.vn.

f) Céu hinh site vftp.serverlinux.vn
—  Cau hinh tap tin /etc/vsftpd/fip_ao.conf

# Allow anonymous FTP? (Beware - allowed by default if you comment this
out) .

anonymous_enable=NO

anon root=/ftproot

#

# Uncomment this to allow local users to log in.

local enable=YES

#thém vao cac dong sau & cubi file (néu dong nao cé rdi thi khéng cidn phai
thém)

pam service name=vsftpd

userlist enable=YES

tcp wrappers=YES

#local root=public html

use localtime=YES

listen address=192.168.1.6

- Cau hinh fns v€ tén mién vftp.serverlinux.vn

STTL 86400
@INSOAdnsl.serverlinux.vn. root.serverlinux.vn. (
2011022700 ; Serial
28800; Refresh
14400; Retry
3600000; Expire

86400 ); Minimum

IN NSdnsl.serverlinux.vn.

IN MX 1 dnsl.serverlinux.vn.
dnsl 1IN A 192.168.1.3
WWW IN CNAME dnsl.serverlinux.vn.
mail 1IN CNAME dnsl.serverlinux.vn.
ftp IN CNAME dnsl.serverlinux.vn.
proxy IN CNAME dnsl.serverlinux.vn.

vitp IN A 192.168.1.6




g) Kiém tra su hoat dong

- Khéi dong named
root@localhost network-scripts]#/etc/init.d/named restart
Stopping named: [OK]
Starting named: [OK]
- Khoi dong vsftpd
root@localhost network-scripts]# /etc/init.d/vsftpd restart
Shutting down vsftpd: [OK]
Starting vsftpd for ftp ao: [OK]
Starting vsftpd for vsftpd: [OK]

root@localhost network-scripts]# pgrep vsftpd

7904

7909

root@localhost network-scripts]# host frp.serverlinux.vn
Host frp.serverlinux.vn not found: 3 (NXDOMAIN)
root@localhost network-scripts]l# host ftp.serverlinux.vn
ftp.serverlinux.vn is an alias for dnsl.serverlinux.vn.
dnsl.serverlinux.vn has address 192.168.1.3
[root@localhostnetwork-scripts]# host vftp.serverlinux.vn

vftp.serverlinux.vn has address 192.168.1.6




54. DICH VU WEB

54.1. GIOI THIEU WEB SERVER

Apache 12 mot phan mém c¢6 nhiéu tinh ning manh va linh hoat ding dé lam Web
Server.

- HO trg day du nhimg giao thire HTTP trude ddy nhue HTTP/1.1

- C6 thé cdu hinh va md rong v6i nhitng module ciia cong ty thir ba

- Cung cép source code diy du véi Clicense khong han ché.

- Chay trén nhiéu hé diéu hanh nhu Windows NT/9x, Netware 5.x, OS/2 va trén hau hét

cac hé diéu hanh Unix
5.42. THUC HANH 1: CAU HINH APACHE WEB SERVER

MO HINH VA YEU CAU BAI TAP




MO HINH HOAT PONG

Khoi tao

va ngon nett basic va digest

Kiém tra ndi dung ‘ Kiém tra user http

Nap tai nguyén

Xac dinh ndi dung Tim kiém tai

cau véu cau

neuvén

=

Thuec thi

Thuc thi phuong
thac HTTP

Kiém tra quyén

|

han ngudi dung

HUONG DAN THUC HIEN
Chuén bi ndi dung website
Dang ky tén web site

Céu hinh Apache web server

/e o oo

Khai bao servername
o Khai bao DocumentRoot
o Khai bdo DirectoryIndex
e. Reload web service
Kiém tra

CAC BUOC THUC HIEN

a) Tao ndi dung trang web

#cat > /var/www/html/index.htm
<html>
<body>
Day la trang web www.serverlinux.vn
</body>
</html>




b) Dang tén web site trong tap tin zone thuan ctia DNS

[root@localhost named]# vi serverlinux.thuan
STTL 86400

@ IN SOA dns.serverlinux.vn. root.serverlinux.vn. (
2011042700 ; Serial
28800 ; Refresh
14400 ; Retry
3600000 ; Expire
86400 ) ; Minimum
IN NS dns.serverlinux.vn.
IN MX 10 mail.serverlinux.vn.
dns IN A 192.168.1.17
WWW IN A 192.168.1.18
mail IN A 192.168.1.19
ftp IN CNAME mail.serverlinux.vn.
proxy IN CNAME mail.serverlinux.vn.

¢) Kiém tra host www.serverlinux.vn

[root@localhost named]# /etc/init.d/named restart
Stopping named: [ OK ]
Starting named: [ OK ]
[root@localhost named]#

[root@localhost named]# host www.serverlinux.vn

wWww.serverlinux.vn has address 192.168.1.18

d) Cau hinh /etc/httpd/conf/httpd.conf

#Thay ddi dong 265:

ServerName www.serverlinux.vn:80

# C&u hinh tén may tinh (hostname) cua server. N6 dugc ding trong viéc tao
ra nhiing URL chuyén tiép (redirection URL). Néu khéng chi ra, server sé& cb
gédng suy ludn tu dia chi IP cua né. Tuy nhién, diéu nay cé thé& khéng tin
cdy hodc khéng trd ra tén mdy tinh ding.

#Thay dbi dong 262

ServerAdmin root@serverlinux.vn

# ServerAdmin: Pia chi Email cta ngudoi quan tri

#Thay dbi dong 292

DocumentRoot /var/www/html

# C&u hinh thu muc gbc luu tr@t néi dung clla Website. Web Server sé& lay
nhiing tdp tin trong thu muc ndy phuc vu cho yé&u cdu cia client.

ServerRoot /etc/httpd

#Chi dinh vi tri cai dat chuong trinh Apache.

Listen 80




#Qui dinh dia chi IP hodc cdng ma Apache nhan két ndi tir client, mic dinh
hé théng st dung moi dia chi ip trén card mang va sbé hiéu cdng 1a 80.
BindAddress 192.168.1.18

TimeOut 300

# Qui dinh thoi gian tén tai (sbéng) cua mdét két ndi (dugc tinh bing giay)
mdét khi client k&t ndi vao Web server.

#Thay dbéi dong 76

KeepAlive On

#Cho phép hodc khéng cho phép client gui dugc nhiéu yéu cdu dya trén mot
két nbdi véi Web Server.

#Thay dbi dong 83

MaxKeepAliveRequests 100

#S5 Request t6i da trén mét két nbéi (néu cho phép nhidu Request trén mét
két nbi).

#Thay dbéi dong 89

KeepAliveTimeout 15

#Qui dinh thdi gian dé& chd cho mét yéu cdu (request) ké tiép tu mdét client
trén cung mét két nbdi (dugc tinh bdng giay) .

# Qui dinh co ché lién két dia chi IP v&i cbdng tng dung cho Web server.
#Thay déi dong dong 402:

DirectoryIndex index.html index.html.var index.htm index.php

e) Khdi dong lai dich vu httpd

[root@WEBServer confl# /etc/init.d/httpd restart
Stopping httpd: [ OK 1]
Starting httpd: [ OK ]
[root@WEBServer confl# chkconfig http on

f) Truy cép vao web server voi dia chi http:/serverlinux.vn

G ~
(@) Mozilla Firefox - . =NACE X
File Edit View History Bookmarks Yahoo! Tools Help
| http://serverlinuxvn/index. html ~ |G~ Yahoo Pl
CIEN P il |

| L hitp://172.16.29.151 findechtml [+] -

I Day la trang web www.serverlinux.vn




5.4.3. THUC HANH 2: CAU HINH WEB PONG PHP - MYSQL
Trong phan nay ta s& tim hiéu cach ciu hinh mot website hd tro Web dong PHP st dung co s&
dir liéu MySQL. Trong phan niy ta chi cai dat PHP, MySQL va biét cach cau hinh Website hd
tro ngdn ngir PHP.

Kiém tra ph?ln mém httpd da cai dat hay chwa

[root@localhost ~]# rpm -ga httpd
httpd-2.2.15-5.el6.centos.1686
[root@localhost ~]# rpm -ga php
php-5.3.3-3.el6 _1.3.1686
[root@localhost ~]# rpm -ga mysql
mysgl-5.1.52-1.el6 0.1.1686

Cai dat php

Cai dat PHP bang ttry chon YUM: #yum —y install php*

[root@localhost ~]# yum -y install php*
Resolving Dependencies

--> Running transaction check

---> Package unixODBC.i686 0:2.2.14-11.el6 set to be updated

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:

php-bcmath 1686 5.3.3-3.el6 1.3 updates 32 k

php-dba 1686 5.3.3-3.el6 1.3 updates 38 k

php-devel 1686 5.3.3-3.el6 1.3 pdates 505 k

Transaction Summary

Install 27 Package (s)
Upgrade 0 Package (s)

Total download size: 6.3 M

Installed size: 21 M

Downloading Packages:

(1/27): aspell-0.60.6-12.e16.1686.rpm | 629 kB 00:00
(27/27) : unixODBC-2.2.14-11.e16.1686.rpm | 382 kB 00:00
Total 1.2 MB/s | 6.3 MB 00:05




Running rpm check debug

Running Transaction Test

Transaction Test Succeeded

Running Transaction
Installing : l:php-pear-1.9.0-2.el6.noarch 1/27
libtidy.1686 0:0.99.0-19.20070615.1.el16 recode.i686 0:3.6-28.1.el6
unixODBC.1686 0:2.2.14-11.el6

Complete!

Céu hinh/etc/httpd/conf/httpd.conf
- Directorylndex index.htm index.php
- AddType application/x-httpd-php.php
- Khéi tao lai dich vu httpd va kiém tra

Tao dir licu PHP va chép vao thw muc /var/www/html

a) Tao trang index.htm

<html>

<body>

<form action="welcome.php" method="post">

Name: <input type="text" name="name"/>

Age: <input type="text" name="age" />
<input type="submit" />

</form>

</body>

</html>

Trang ndy cung cip hai input field va nut submit dé nguoi dung dién thong tin tén,
tudi, sau d6 submit dé goi dén file welcome.php dé hién thi két qua. Tao trang

welcome.php

<html>
<body>
Welcome <?php echo $ POST["name"]; ?>.<br />
You are <?php echo $ POST["age"]; ?> years old.
</body>
</html>

b) Thém hai tily chon trong cau hinh /etc/httpd/conf/httpd.conf



#Thay déi dong 402
DirectoryIndex index.html index.php
#Thay dbéi dong 765
AddType application/x-httpd-php.php

¢) Khéi tao lai dich vu httpd va kiém tra

#service httpd restart

54.4. THUC HANH 3: CAU HINH WEB SERVERCHUNG THUC BASIC

Co s6 ly thuyét

Pbi voi nhitng thong tin can bao mat, khi c6 yéu cau truy xuat thong tin nay, Web

Server phai chimg thyc nhimg yéu cau ndy c6 hop 1¢ hay khong. Thong thuong,

thong tin chtng thuc bao gdm username va password.

Nguyén tic hoat dong:

Néu mot tai nguyén dugc bao vé véi su ching thuc. Apache s& giri mot yéu cau “401
Authentication” thong bao cho nguoi dung nhap vao username va password cua minh. Nhan
duoc yéu cu nay, client sé tra 10i 401 dén server trong d6 c6 chira username va password.
Server sé kiém tra nhiing thong s nay khi nhan duoc. Néu hop 1& server sé tra vé nhiing
thong tin yéu cau, nguoc lai n6 s& tra vé mot thong bao 16i.

Username va password ban cung cdp chi c6 tic dung trong 1an giao dich ctia browser voi
server luc do.

Néu 1an sau truy cip lai website ndy, ban phai nhap lai username va password.

Song song vai tra 101 401, toan bd thong tin s€ tra nguoc lai cho client. Trong nhitng trudng
hop riéng biét, server s& cap lai cho client mot thé chimg thuc dé bao vé website. Thé nay
duoc goi la realm hay 1a mot tén chig thuc. Browser s€ luu lai username va password ma
ban d3 cung cip cing voi realm. Nhu thé, néu truy cap nhimg tai nguyén khac ma c6 cing
realm, username va password thi user khong can nhap trd lai nhitng thong tin chimg thue.
Thong thuong, viéc luu trit nay chi c6 tic dung trong giao dich hién hanh cua browser.
Nhung ciing ¢6 mét vai browser cho phép ban Iuu ching mét cach c6 dinhdé ban ching bao

210 nhap lai username va password.

Céc budc ciu hinh ching thuc:



- Buwéc 1: Tao tap tin password, tap tin password can phai tao trén Server. Tién ich
htpasswd gitip tao tap tin password mot cach dé dang. Cach sir dung tién ich nhu

Sau: #htpasswd -c <vi tri tap tin password><username>

- Vidu54.1:

# htpasswd -c /etc/httpd/conf/passwords rbowen
New password: mypassword

Re-type new password: mypassword

Tuy chon — s& tao mdt tap tin password mdi. Néu tap tin nay da ton tai no s€
x6a nd1 dung cii va ghi vao ndi dung mditai thu muc goc cua apache

- Buwéc 2: CAu hinh sy ching thuc trén Apache:

<Directory /upload>

EnablePut On

AuthType Basic

AuthName Temporary

AuthUserFile /etc/httpd/conf/passwd
EnableDelete Off

umask 007

<Limit PUT>

require user rbowen sungo

</Limit>

</Directory>

- Budc 3: Tao tip tin group, Apache hd tro thém tinh ning nhém ngudi dung.
Nguoi quan tri c6 thé tao nhitng nhom ngudi ding dugc phép truy cap dén tai
nguyén. Pinh dang cua tap tin group:<t€n nhém>: userl user2 user3 ... usern
- Vidu 5.4.2:authors: rich daniel allan
- Sau khi tao tap tin nhém, ban can cdu hinh dé apache dé chi ra tap tin nhém

nay bang nhiing directive sau:

<Directory /upload>
AuthType Basic
AuthName "Apache Admin Guide Authors"
AuthUserFile /etc/httpd/conf/passwords
AuthGroupFile /etc/httpd/conf/groups
Require group authors

</Directory>




M6 hinh va yéu cau bai tap

%’ Publish tai nguyén /usr/share/doc cho nguwoi dung dlient

hv1 dwoc quyén truy cap qua trinh duyét web

Hudéng din ciu hinh
~  Cau hinh Apache web server
o Khai bao Virtual Dir
o Cau hinh chung thuc Basic
- Reload web service
- Kiém hoat hoat dong
C4c budce cau hinh

Budre 1: Cau hinh /etc/httpd/conf/httpd.conf. Thém vao mét s6 code nhu bén dudi:

Alias /tailieu"/user/share/doc"
<Directory /usr/share/doc>
AuthTypeBasic
AuthNameChung thuc Basic
AuthUserFile/etc/httpd/conf/password
Require user hocvien sinhvien
Options Indexes MultiViews
Order allow,deny
Allow from all

</Directory>

Giai thich:
- AuthType: khai bdo loai authentication sé€ st dung. Trong truong hgp nay la Basic
- AuthName: dat tén cho sy chung thuec.




- AuthUserFile: Chi dinh vi tri cta tap tin password.

- AuthGroupFile: Chi dinh vi tri ctia tap tin group.

- Require: nhimg yéu cau hop 1¢ duoc cho phép truy cap tai nguyén.
Budc 2:Khoi dong lai dich vu httpd

[root@webserver confl# /etc/init.d/httpd restart
Stopping httpd: [OK]
Starting httpd: [OK]

Budc 3: Tao tai khoan sinh vién va tao chimg thuc

[root@webserver confl# useradd sinhvien

[root@webserver confl# passwd sinhvien

Changing password for user sinhvien.

New UNIX password:

BAD PASSWORD: it is too simplistic/systematic

Retype new UNIX password:

passwd: all authentication tokens updated successfully.
[root@webserver confl# htpasswd -c /etc/httpd/conf/password sinhvien
New password:

Re-type new password:

Adding password for user sinhvien

Buoc 4: Khoi dong lai dich vu mang

[root@dns html]# /etc/init.d/httpd restart
Stopping httpd: [OK]
Starting httpd: [OK]

Budc 5: truy cap trang web serverlinux.vn

2D itpi 41 97,1601.1, 780 mcdws. iimi - Microsaft internet Drplorar

Day la trang web serverlinux.edu.vn
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54.5. CAUHINH CHUNG THUC DIGEST

Co s6 1y thuyét

Digest authentication cung cip mot phuong phap bao vé ndi dung web mot cach luan
phién. Digest authentication duoc cung cdp boi module mod auth digest, voi
phuong phap nay tén user va mét khau s& khong duoc goi ¢ dang plain text ma

ching dugc ma hoa (thong qua thuat toan MDS).

M6 hinh va yéu cau bai tap

Apache Web Server
www.serverlinux.vn

internet

Publish tai nguyén /soft cho nguwi dung
hocvien truy cap qua web

‘ password H data ‘ ‘ password H data

Digest Value

& e £,

Web Client Web Sarver



Hwéng dan thuc hién
a) Cau hinh apache web server
1) Khai bao virtual dir
2) Céu hinh chimng thuc Digest
b) Reload web service
¢) Kiém tra

-
@I Mozilla Firefox = | [E] |-
File Edit View History Bookmarks Yahoo! Tools Help

€ > | http://serverlinuxvn/index.html & C'I l@.’— Yahoo Pl &
(e — e

iJ || http://172.16.29.151 findex.html | + [ &

Day la trang web www.serverlinux.vn

Thue hién cAu hinh

a) Budc 1: Cau hinh /etc/httpd/conf/httpd.conf. Thém vao mot sé code nhur bén dudi:

Qlias /chiase "/soft"
<Location /chiase>

AuthType Digeszt

AuthName private
AuthDigestProvider file

AuthUserFile Jetc/httpd/ cont/dpassword

Require user linux hocvien
Options Indexes Multiviews
Oorder allow,deny
Allow from all

</ Location>

b) Budc 2:Khadi dong lai dich vu httpd

[root@dns html]l# /etc/init.d/httpd restart
Stopping httpd: [OK]
Starting httpd: [OK]

c¢) Budc 3: tao tai khoan hocvien




[root@dns html]# useradd hvl

[root@dns html]# passwd hvl

Changing password for user hvl.

New UNIX password:

BAD PASSWORD: it is too simplistic/systematic
Retype new UNIX password:

passwd: all authentication tokens updated successfully.

d) Budc 4: Tao mat khau chimg thuc truy cap hé théng webserver cho user hocvien

[root@dns conf]#htdigest -c /etc/httpd/conf/dpassword private hvl
Adding password for hvl in realm private.
New password:

Re-type new password:

e) Budc 5: Khéi dong lai dich vu mang

[root@dns html]# /etc/init.d/httpd restart
Stopping httpd: [OK]
Starting httpd: [OK]

2 hitp:/1192.168.1.28/ - Microsoft Internet Explorer
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Index of Ichiase - Microsoft Internet Explorer,
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5.4.6. CAU HINH HOSTING WEBSITE
M0 hinh va yéu cau bai tp

Mac QS

INTERNET

Huéng din thyc hién
a. Céu hinh Apache web server
1) Khai bdo NameVirtualHost
2) Khai bao Virtualhost
b. Reload web service
c. Kiém tra

Cac budce thuce hién

a) Khai bao DNS Server

webserver

S5

Apache Web server
www.serverlinux.vm
www.pem.serverlinox.vn
www.itdep.serverlinorvm

Cau hinh hosting cho hai
website:

www.pcm.serverlinux.vn
www.itdep.serverli nux.vn

STTL86400

@ IN SOA
2011022700 ;
28800; Refresh
14400; Retry
3600000;

86400 ) ;

Expire
Minimum
IN NS

dnsl.serverlinux.vn.root.

Serial

serverlinux.vn.

dnsl.serverlinux.vn.

(




IN MX 10dnsl.serverlinux.vn.

dnsl 1IN A 192.168.1.17

WWW IN A 192.168.1.18

mail IN CNAME dns.serverlinux.vn.
ftp IN CNAME dns.serverlinux.vn.
proxy IN CNAME dns.serverlinux.vn.
WWW . pcm IN A 192.168.1.18
www.itdep IN A 192.168.1.18

b) Khoi dong DNS Server

[root@localhost ~]# /etc/init.d/named restart
Stopping named: [ OK ]
Starting named: [ OK ]

[root@localhost ~1# chkconfig named on

¢) Kiém tra hoat dong ctia host dns

[root@DNS confl# host www.itdep.serverlinux.vn
www.litdep.serverlinux.vn is an alias for dns.serverlinux.vn.

dns.serverlinux.vn has address 192.168.1.17

[root@DNS conf]# host www.pcm.serverlinux.vn
WWw.pcm.serverlinux.vn is an alias for dns.serverlinux.vn.

dns.serverlinux.vn has address 192.168.1.17

[root@DNS confl# host www.serverlinux.vn
wWww.serverlinux.vn is an alias for dns.serverlinux.vn.

dns.serverlinux.vn has address 192.168.1.17

d) Tao thu muc VirtualHost

[root@DNS conf]#mkdir /webhosting
[root@DNS conf]#mkdir /webhosting/pcm/webhosting/itdep
[root@DNS conf]vi /webhosting/pcm/index.html
<html>
<body>

Day la trang web www.pcm.serverlinux.vn
</body>
</html>
[root@DNS conf]vi /webhosting/ itdep/index.html
<html>
<body>

Day la trang web www.itdep.serverlinux.vn




</body>
</html>

e) Phan quyén cho cac thu muc
- [root@DNS conf]chmod 777 /webhosting/pcm/index.html/webhosting/itdep/index.html

f) Cau hinh virtual host trong /etc/http/conf/httpd.conf

NameVirtualHost 192.168.1.17

#<VirtualHost *:80>

#ServerAdmin webmaster@dummy-host.example.com
#DocumentRoot /www/docs/dummy-host.example.com
#ServerName dummy-host.example.com

#ErrorLog logs/dummy-host.example.com-error log
#CustomLog logs/dummy-host.example.com-access log common
#</VirtualHost>

<VirtualHost 192.168.1.17>
DocumentRoot /var/www/html
ServerName www.serverlinux.vn
</VirtualHost>

<VirtualHost 192.168.1.17>
DocumentRoot /webhosting/pcm
ServerName www.pcm.serverlinux.vn
</VirtualHost>

<VirtualHost 192.168.1.17>
DocumentRoot /webhosting/itdep

ServerName www.itdep.serverlinux.vn

</VirtualHost>

g) Khaéi dong httpd

[root@DNS confl# /etc/init.d/httpd restart
Stopping httpd: [OK]

Starting httpd: [OK]

[root@DNS confl# chkconfig httpd on

h) Truy cap vao web server http://serverlinux.vn
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5.4.7. CAU HINH PUBLISH TAI NGUYEN WEB

M6 hinh va yéu cau bai tap

Apache Web Server
www.serverlinux.vn
USERDIR

internet

Publish tai nguyén /soft sao cho moi ngwoi cé
thé truy cap qua web http://serverlinux.vn/tailieu

Hwéng din thuc hién

Tao virtual Directory
Khai b4o Alias

Chi dinh quyén han
Reload web service

o a0 o P

Kiém tra hoat dong ctia http:/serverlinux.vn/tailieu

a) Kiém tra hoat dong cua trang web http://serverlinux.vn/

Day la trang web serverlinux.vn

] 0ore [




b) Cau hinh Alias trong tap tin ciu hinh /etc/httpd/conf/httpd.conf

Alias /icons/ "/var/www/icons/"
<Directory "/var/www/icons">
Options Indexes MultiViews
AllowOverride None
Order allow,deny
Allow from all
</Directory>

Alias /tailieu/soft
<Directory /soft>

Options Indexes MultiViews
Order allow,deny

Allow from all
</Directory>

¢) Khai dong lai web service

[root@localhost ~1# /etc/init.d/httpd restart
Stopping httpd: [OK]
Starting httpd: [OK]

d) Ttr windows truy cap vao trang http://www.serverlinux.vn/tailieu

9| Index of /tailieu - Microsoft Internet Explorer D6

Fil Edit  Wiew Favorites Tools Help

H-O-HE0A@PHE @E v -Ead

[_6 http:f fnanir. serverlinu- . vnftailiew f |¢] b Co

Yy

Index of /tailieu

Name Last modified  Size Description
a Parent Directo -
a a2ps-4.13b/ 15-May-2011 00:50 -
E} acl-2.2.39/ 15-May-2011 00:45 -

(0] dlacarte-0.10.0/  15-May-2011 0050 -
(0] alchemist-1.0.36/ 15-May-201100:50 -
[alsalib-1017  15-May-201100:50 -

2 alea bl 1017 15 Wfare 200171 00050 1
9| @ Internet 4

e) Gioi han truy cap




a. Dé cAm truy cp vao thu muyc tailieu, chung ta tién hanh bo bét dongOptions Indexes
MultiViews trong tap tin cdu hinh httpd.conf nhu bén dudi:

Alias /icons/ "/var/www/icons/"
<Directory "/var/www/icons">
Options Indexes MultiViews
AllowOverride None
Order allow,deny
Allow from all
</Directory>
Alias /tailieu/soft
<Directory /soft>
#Options Indexes MultiViews
Order allow,deny
Allow from all
</Directory>

f) Khoi dong lai web service

[root@localhost ~1# /etc/init.d/httpd restart
Stopping httpd: [OK]
Starting httpd: [OK]

g) Tur windows truy cap vao trang http://www.serverlinux.vn/tailieu

403 Forbidden - Micrasaft Internet Explarer 006
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File Edit ‘iew Faworites Tools Help
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Forbidden

You don't have permission to access ftaiiew on this server.
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Apachel2.2.3 (CentOF) Server at www.serverlinux.vn Port 80

8 Done @ internet P



5.4.8. TAO WEBSITE CHO NGUOI DUNG

M6 hinh va yéu cau bai tap

Apache Web Server
www.serverlinux.vn

USERDIR
internet

Huéng din thyc hién
b. Tao userdir
1) Khai bao UserDir
2) Cap quyen han truy cap
c. Reload web service

d. Kiém tra hoat dong cua trang web
Cac budrc thue hién

a) Budc 1: Kiém tra hoat dong ciia trang web http://www.serverlinux.vn

]

http:/ i sepwetlinux xng - Micrasoft Internet Explorer O
File Edit Miew Faworites Tools  Help

F-0 P APEER W E v -BaE

[_6 http:f funa. serverlinux.wn f

| ¢] b Co
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Day la trang chu http S wwrw serverlinus wn



b) Budc 2: Cau hinh tap tin httpd.conf cho phép tao trang web c4 nhan cho user. Thém vao cac
dong nhu bén dudi:

Dong 355 dbi thanh: UserDir www
Thém vao code tiur dong 384 dén dong 295
<Directory /home/*/www>
AllowOverride FileInfo AuthConfig Limit
Options MultiViews Indexes SymLinksIfOwnerMatch IncludesNoExec
<Limit GET POST OPTIONS>
Order allow,deny
Allow from all
</Limit>
<LimitExcept GET POST OPTIONS>
Order deny,allow
Deny from all
</LimitExcept>
</Directory>

¢) Budc 3: Tao cac user hv1 va hv2 bang cac cau Iénh nhu bén dudi:

[root@localhost ~]# useradd hvl
[root@localhost ~]# passwd hvl
Changing password for user hvl.
New UNIX password:

BAD PASSWORD: it is WAY too short
Retype new UNIX password:

passwd: all authentication tokens updated successfully.
[root@localhost ~]# useradd hv2
[root@localhost ~]# passwd hv2
Changing password for user hv2.
New UNIX password:

BAD PASSWORD: it is WAY too short
Retype new UNIX password:

passwd: all authentication tokens updated successfully.

d) Budc 4: Tao trang web ca nhan trén user hv1

- Tao thu muc www:

[hvl@Webserver ~]1$ mkdir www
[hvl@Webserver ~]1$ 1s
bootstat.dat explorer.scf history.txt JRE32.d11

explorer.exe FaxSetup.log index.html WWW
- Tao tap tin www/index.html

[hvl@Webserver ~]S$vi index.html




<html>
<body>
Day la trang web cua user hvl
</body>
</html>

- Phan quyén truy cap

#chmod 711 /home/*
#chmod 755 /home/hvl/www.index.html

e) Budc 5: Truy cap vao trang web http://www.serverlinux.vn/~hv1

htep:/ fuana. serverlinux v n/~hvlf - Microsoft Internet Explorer O e e

[

File Edit  Miew Faworites Tools  Help

-0 HE@EYMEE EE v-Fal

Address [_5 http:f fwn serverlinu unfehl HJ =k Co

Day la trang web cua user hvl

f) Budc 6: Lam tuong tu cho user hv2
54.9. THUC HANH 4: THIET LAP FORUM SU DUNG PHP VA MYSQL

Cai dat MyBB

Goi ma ngudn méd duge cung cAp hoan toan mién phi tai trang chit www.mybb.com,tinh dén
thoi diém viét chuyén dé nay MyBB c6 phién ban 1.6 vi dung luong nén 1,78MB. Dé tai goi
ma ngudn, ban nhan véo lién két Download Now> rdi nhan tlep Download Now MyBB 1.6

Introducing MyBB 1. 6

The free and open st

forum software yo .-beenlmlnw for

o Leam ore JRN |- Dovwrioati Now

Ngay sau khi tai v&, ban bim chudt phai vao tap tin mybb_1600.zip chon Extract Here. Khi do,

trong thu muc s€ xudt hién hai thu muc con Upload va Documentation, ban hay dbi tén thu muc



Uploadthanh diendan (c6 thé thanh cac tén khac cling duoc nhung phai théng nhat cho ca qua
trinh cai dat) va sao chép, dan n6 vao thu muc www cua Appserv.

2| 1) CilAppSanyieme
Foders x
[ pesitop ~ '_'j sppsery (_J cgi-bin "J MemHT
® (L) My Documents
= ' My Computer
b 3% Floppy (A _—J b (J reke _’J Mks2
= e WIN{C:) | L
® 0 AFT Producs
= |2 hppsery sk Ak e
# ) Apache2.2 __J ! =’_J””
* L) MySCL
3 ) phot T e ESl- phenic

D 7 ke - e

o acmsery

L) egi-bin -
& ) dendan diendan
& I masd
# 13 MemHT

- Khoi dong IE rdi nhap vao dudong din localhost/diendan/install/index.php, nhan Enter.
Qua trinh cai dit MyBB s& trai qua 11 budc, ban nhin niit Next ¢ budc dau tién, roi xem qua
mdt s6 quy dinh sir dung ma ngudn & budc hai, nhan Next. Ké dén:

- Budc Requirements Check (budc 3): MyBB s& kiém tra cic yéu cau cac thong s nhu: tap
tin config.php co thé ghi vao khong (Configuration File Writable), thuw muc Cache, File
Uploads, Avatar Uploads c6 thé ghi khong (Cache-File Uploads-Avatar Uploads Directory
Writable), ...nhan Next.

Welcome =
Leenee aoreement @ REQUIrements Check
4 Requirements Check
Database Before you ean install MyBB, we must check that you meat the minimum reuirements for
Configuration istalistion
Table Creatiol
Data Insertion
Theme Installation
Board Configuration Requirements
d User I
Finish Setup | PHP Version: 526
Supported DB Extensions: MySQL Improved, MySQL, SQLite 3
Supported Translation Extensions Multi-Byte, icony
BHP XKML Extensions: Installed
Configuration File Wntable:
| settings File Writable:
| Cacha Directory Witable v | = cho phép ghi
File Uploads Directary Writable:
| Avatar Upioads Directory writable: Wiritabls

- Budc Database Configuration: Day 1 budc quan trong, can phai dién day di va chinh xac
cac thong tin. Gom c6: Database Engine (loai co s& dit lidu nén dung MySQL Improved),
Database Server Hostname (mac dinh la localhost), Database Username (nhap vao root),
Database Password (mat khau), Database Name (tén co s¢ dit liéu, nhu di tao 1a
forummybb), Table Prefix (tién t6 ding truéc mdi bang trong co s& dit liéu), Table Encoding
(gitr mic dinh). Khi xong nhan Next dé chuyén sang budc ké tiép.



e &y Database Configuration

e to configure the database that MyBB will use as well as your database
authentication details. if you do not have this information, it can usually be obtained
from your webhost.

em n =
e e iron Database Configuration

Administrator User | Database Settings ]
Finish Setup

Database Engine: MySQL Impraved

| MySQL Improved Database Settings |

Database Server Hostname:  [i oy ]
Database Username: [rot ]
Database Password: I ]

Database Name: | e T
atabase Name [forurnto ]

MySQL Improved Table Settings ]

Table Prefix: [

Table Encoding: UTF-8 Umicode E]

- Budc Table Creation s& két ndi va tao bang co s¢ dir liéu, nhén Next.
- Budc Data Insertion thong bao viéc tao bang, dua dit liéu co ban vao co so dir liéu thanh
cong, nhan Next dé tiép tuc.

MyBB Installation Wizard

{2 Table Population

Now that the basic tables have been created, it's time to insert the default data.

Configuration
Table Creation

The default data has successfully been inserted into the database. Click Next to insert
« Data Insertion

the default MyBB template and theme sets.

Theme In: llation
oard Configuration
el it m

MyBE & 2002-2010 MyBB Group

- Budc Theme Installation thong bao cac chu dé va miu giao dién mic dinh da duoc cai dit,
nhén Next.

- Budc Board Configuration: Ban dua ra cac thiét 1ap co ban vé dién dan: Forum name (nhap
vao tén dién dan), Website name (c6 thé dé tréng hodc nhap tiy y), Website URL (dia chi
website), Contact Email (dia chi thu dién tir ding dé MyBB lién hé khi da cai dat thanh cong,
thur chi dugc giri khi cai dat trén hosting). Cac thiét 1ap nay co thé thay doi sau khi ding nhap
vao Admin Control Panel.

Board Configuration

Forum Details

Forum Name: [oitn aan |

Forum URL (No trailing slash): |mp Hocalhostidiendan |

‘Website Details

Website Name: |TONGHOP24 |

Website URL: [ |

Cookie settings (?)

Cookie Domain: | |

Cookie Path: [siensian |

Contact Details (Shown in footer)

Contact Email: |(hanhhem1 a@amai com |

- Budc Administrator User: Ban dién cac thong tin vé ngudi quan tri dién dan Username (tén
tai khoan), Password (mat khau quan tri), Retype Password (nhdp lai mat khau), Email



Address (dia chi thu dién tir). Luu y, dé bao mat tai khoan quan tri tranh sir dung cac tur
Administrator hoac Admin.

Administrator Account Details

Account Details

Username: |thanhliem24 |
Passwaord: |.....uou |
Retype Password: |........u |

Contact Details

Email Address:

|thanhliem24,‘@gmail.eom |

- Budc Finish Setup: Day 1a budc cudi ciing ctia qua trinh cai dit, ban sé thdy thong bao Your
copy of MyBB has successfully been installed and configured correctly cho biét da cai dit
thanh cong. By gid, ban c¢6 thé nhan vao lién két MyBB dé truy cap ngay vao dién dan hoic
nhén vao lién két Admin Control Panel dé vao trang quén tri dién dan.

—+ Finish Setup

Importing user groups...done
Configuration el

Table Creation

&
Daiitsitica Creatng Administrator account...done

Theme Installation

Board Configuration

Administrator User
= Finish Setup

Building Administrator permissions’s...done
Building data cache’s . done
Your copy of MyBB has successfully been installed and configured correctly.

The MyBE Group thanks you for your support in installing our software and we haope to
see you around the community forums if you need help or wish to become a part of the
MyBB community.

vour installer has been locked. To unlock the installer please delete the ‘lock” fils in this
diractory

You may now proceed ta your new capy of MyBB ar its Admin Cantral Panel.
- Luuy, ké tir buodc 3, viéc cai dat trén hosting s€ c6 mot so khac biét trén localhost, s€ duoc

gi6i thiéu & cac phan tiép theo.

Quin Iy chuyén muc dién dan

Khi cai dat xong, ban da c6 mdt dién dan tai dia chi http://localhost/diendan va vi¢c can lam 1a
phai thiét ké lai theo phong cach cta minh. Dé truy cap vao tai khoan quan tri, ban truy cip vao
http://localhost/diendan/admin/index.php rdi nhap vao Username (tén ding nhap) va Password
(mét khau).



 MyBB

Username: |thanh||em24 |
Password: | ..........| 7 |
Forgot wvour password?

- Ngoai ra con c6 cach ding nhap khac 13 ban truy cap vao dién dan, nhin lién két Login bén
dudi biéu twong MyBB> nhap vao tai khoan quan tri > nhin nat Login. O trang hién ra, ban
nhén vao lién két Admin CP, ri nhap lai tai khoan quan tri mot 1an nita (gom c6 tén dang

nhap va mat khau).

thanhliem24 ||"""".’ | Logi [ Remember me — Lost Password? — Register

MyBB®

Welcome back, thanhliem24. You last visited: Today, 11:23 AM (User CP — Mod CP — I — Lag Out)
View New Posts | View Today's Fosts | Private Messages {Unread 0, Total 0)

. Search

. Search

- Giao dién trang quan 1y kha than thién va don gian gdm c¢6 cac menu ngang Home (trang chu
cta Admin CP), Configuration (céc tinh nang thay ddi thiét lap dién dan), Forums & Posts
(quan 1y chuyén muc va bai viét), Users & Groups (quan 1y thanh vién va nhom nguoi
dung), Templates & Style (quén ly giao dién), Tools & Maintenance (nhém cac cong cu
khéc).



Mome | Configurstion | Forems & Posts | Users & Growps  Templates b Style | Taols & Makntenance

- Dashboard

Dashboard

This gar

¥ou ko cee some of the varioos statistics ralating ta rour board, Tou may also sdd other notes for ather

Yeur kgt M

Quick Access chack was more than twa weeks ago.

Add Bew Forum

i ol | MyBB and Server Statistics Forum Statistics

reads
plate: s

MyAS Version 160 Threads

Distabase Backups PHP Version 526 Posts

Online Adming

& tanhienas SOL Engine MYSQLI 5,051 Users

Quan ly chuyén muc va bai viét

Vian @ duoc xem 14 quan trong bac nhét ctia dién dan co tinh chat quyét dinh dén s6 luong
khéch truy cép, d6 chinh 1a ndi dung. Do d6, ban can xay dung cac chuyén muc va sap xép
chiing sao cho pht hop, tién loi nhat cho ngudi xem, 14 rat can thiét. Vi tinh nang Forums
& Posts, ban s& d& dang quan 1y tat ca cac chuyén muc, chuyén muc con va bai viét trén dién
dan mot cach hiéu qua nhat.

Pé thuc hién, ban nhin vao menu Forums & Posts r0i nhan nit Options (phia sau chit My
Caterogy) > chon Edit Forum dé thay doi.

Home
Forum Management

Forum Management id Me

This section allows you to manage the catagories snd farums on your board. You can manage forum permissions and forum-
specific moderators as wall. If you change the display order for one or more forums or catagories, make sure you submit the
form at the bottomn of the page.

| Manage Forums
Forum Order Controls

[ My Category [T|

|
My Farum 1]

O trang mai hién ra, ban déi lai tiéu dé ctia nhom chuyén muc nay tai 6 Title (chéng han ddi
My Category thanh Vé chiing t6i), nhap vai 10i cha thich ngin tai khung Description, cac
thong tin con lai giit nguyén, roi nhan niit Save Forum & cubi trang. Khi xong, ban ciing thuc
hién twong ty d6i voi chuyén muc My Forum.

eaeorn |

Create a
Select the type of forum you are ereating - a farum you can post in, or a category, which contains other forums

) Forum
& category

Title *

i:%'T‘.fé ching 15 ({

Description

Nhiing théng baa chinh thitc ciia BAT vE difn dan, |




Tao nhém chuyén muc méi
- Ngoai nhém chuyén muc Vé chiing i, ban c6 thé thém nhiéu nhém chuyén muc khac, bang
cach nhan vao thé Add New Forum (canh thé Forum Management). Trong khung Add New
Forum, ban chon Category & muc Create to, nhap tiéu dé tai 6 Title, cha thich ngén tai
Description, Parent Forum (vi tao nhém chuyén muc nén gitt nguyén gia tri None), Display
Order (thtr ty hién thi, nhap sb 2).
Description

—— e
| Moi chia sé phan m&m, trao 4, hudng dan sl dung phan
| mém,...

Parent Forum *
The Forum that contains this forum, Categories do not have a parent forum - in this case, select 'None' - however, categonas can
be specified to have a parent forum

Mone v{?\s
Display Order

f2 i

- Vé céc thiét 1ap phan quyén bén dudi cir gitt nguyén, vi nhom chuyén muc khong can thiét

lam. Khi xong, ban nhan Save Forum.

Tao chuyén muc va chuyén muc con

- Sau khi da tao nhom chuyén muyc, ban cin tao ra cac chuyén myc thudc mdi nhéom. Ban
cling nhan Add New Forum dé tao chuyén muc nhung chon Forum & muc Create to va chon
nhém chuyén muc chtra n6 tai truong Parent Forum.

- Ké dén, ban can phan quyén hoat dong ciia chuyén muc cho cdc nhém dbi tuong truy cap
vao dién dan Guest (khach), Registered (thanh vién), Super Moderators (diéu hanh vién
chinh), Administrator (quan tri vién), Awaiting Activation (thanh vién dang cho kich hoat),

Moderators (diéu hanh vién), Banned (dbi twong bi cAm), xong nhan Save Forum.

Permissians

Group Overview: Allowed Actions Owerview: Disallowed Actions.

» Past Thraads
« Post Replies
* Post Polls

Guests
?_v'kusc Group Default

. + Post Threads
Registered = -
[ use Group pefault SPoR Reple

+ Past Palls

+ Post Threads
Super Moderators
[l use Group Default

=
%

+ Past Polls

- Ngoai ra, ban nhan vao lién két Show Additional Options dé thém vao nhing thiét 1ap khac.

Trong s6 d6 c6 mot thiét 1ap dang quan tim nhu Forum Password (mat khau truy cap vao



chuyén muc, cac nhém thanh vién ciling phdi c6 mat khau ndy méi vao dugc), Forum is
Active (néu khong chon thi ngudi dung s€ khong xem dugc chuyén muc), Forum is Open
(nén khong chon thi ngudi dung khong thé dang bai), Moderation Options (thiét 1ap kiém
duyét ndi dung moi).
Moderation Options
Yes, moderate new posts
Yes, moderate new threads

[0 wes, moderate new attachments

[l “es, moderate paosts after they've been edited

Riéng d6i v6i muc Forum Rules s& gitip ban dua ra ndi quy sir dung dién dan dé cac thanh
vién biét va thyc hién. Ban chon cac hinh thirc hién thi ndi quy & trudng Display Method:
Don’t display rules for this forum (khong hién thi ndi quy tai chuyén muc nay), Display rules
for this forum on the thread listing (hién thi ndi quy trong danh sach chii dé), Display a link
to the rules for this forum (hién thi tiéu d& lién két &n ndi quy chuyén muc). Ban nhap tiéu
dé vao 6 Title, ndi quy chuyén muc vao khung Rules.

Forum Rules
Display Method:
Display a link to the rules for this forum v

Title

NOI QUY PHAN MEM HE THONG |

Rules:

Khing ban ludn v& viéc bé khda hé digu hanh.

Quin ly bai viét, tap tin dinh kém

Khi thiét 1ap Moderation Options dugc kich hoat thi cac thanh vién ding bai déu phai chiu
su kiém duyét ctia quan tri vién hay diéu hanh vién chinh. Danh sich cac chu dé méi duoc
hién thi tai muc Moderation Queue, cira s6 bén phai gdm c6 ba thé quan Iy Threads (cha d&
cho duyét), Posts (bai viét cho duyét) va Attachments (céac tap tin dinh kem cho duyét).

Forums & Posts Home » Moderation Queus
Threads Awaiting Moderation

Threads Pos%g

Here you can view amd approve threads in the moderation queus,

Threads Awaiting Moderation

Subject Author

Windows 8 thanhliam18

Forum: Phin m&m hé thing o~
& am & Ignore ¢

HE diu hanh dang duge mong dgi

Thir nghigm thanhliem18

Forum: Phiin mém hé thing .
5 : @ lgnore |

Thif nghigm 5




- Trong khung Threads Awaiting Moderation, ban s& dugc cung cip cac cot thong tin Subject
(chii d&), Author (tac gid), Posted (thoi gian dang bai). O mdi chii dé chd duyét s& co ba lua
chon: Ingore (dé lic khac kiém duyét), Delete (x6a chu de), Approve (cho phép ding chu
dé), xong nhén Perform Actions dé thuc hién tién trinh. Ngoai ra, néu ban mot xir ly tat ca

cac chu d& cung luc thi c6 thé nhan Mark all as ingored (hodc Mark all as delection hodc

Threads Awaiting Moderation
Subject Author Posted
| Thir nghiém thanhliem18 Today, 02:51 PM
Forum: Phin m&m h§ thing . - .
. - @ Ignore () Delete O Approve
Thirnghiém S P2 g
Mark all as ignored 4| <~ '
Xem sgu
xoa duyét
e ——
Mark all as approved
= Pnrf_nrm Actions _ﬂ

- Con ddi v6i cac tap tin dinh kém, ban chuyén sang thé Attachments roi cling thuc hién cac
thao tac twong tw. Luu ¥, viéc cho phép ding mot cha d& s& khong lién quan dén tap tin dinh
kém ctia chu dé do, tirc 13 tap tin dinh kém vaAn con nam trong danh sach chd duyét.

Attachments

Heare you can view and approve attachments in the moderation queus,

Attachments Awaiting Moderation

File Name Uploaded by Posted Controls

B-7-2010 6-30-41 PM.jpg )
(31.94 KB) thanhliam1g Today, 02:52 PM @ Ignore () Delete C&!pprnue

Post: Windows &

Quan ly giao dién dién dan

- Mot yéu t khac dan dén sy thanh cong ciia mot dién dan 1a ¢ giao dién dep, than thién va
bt mat. MyBB cung cip cho ngudi ding nhém tinh ning Templates & Style gitip dé dang
quan 1y va thay doi giao dién. Dong thoi, tai ddy con cung cip mot thu vién nhiéu mau giao

dién dep, dang duoc nhiéu thanh vién cua MyBB st dung.

Cai dat giao dién méi
- Pau tién, ban nhan vao menu Templates & Style va nhan chon thé Browses Theme & phia

dudi.



Home Configuration Farums & Posts Users & Groups Templates & Style

Tools & Maintenance

Templates & Style Home = Themes
Browse Themes
Themes

Ternplates emes || Create New Theme | Import a Theme || Browse Themes
Hers you may browse the offieial MyBB modifications site for the 2 v At b s ¥ S

Recommended Themes for MyBB 1.6.0

Themes

- Trong danh sach cac Themes hién ra, ban xem hinh hién thi mAu va nhan Download néu
thich giao dién d6. Ngoai nhitng mau d6, ban con co thé tim théy cac mau khac tai dia chi
http://mods.mybb.com/themes. Tai day, ban nhén vao tén mau (vi du Ajdija.com v3 Public
Green) rdi nhan vao lién két Download, nhan nut I agree dé tai vé tap tin nén dang zip.

e Ajdija.com 43 Public Green
0. Grown @ whito colour

S Mods & Phagins st
- Submitted: 7 Augrst 2010

o Graphies Last updated: 7t august 2010
Resource: 1 harve rekeased this theme after lats of requests. Hope you guys ke i
It's totally e, check license. et for usage terms.

\ Search

Rating
Featres:

- Sharing pog-up butters

- Horlzontal pasthit Language Packs
- Lots of addttional images, ncludng group images and cnes for popular plugins.

(chack preview - shout €0% of butions arg dsabled by dafault)

- Mbi miu giao dién c6 cach cai dit khac nhau tiy theo tac gia ciia mau d6. Thong thuong,
sau khi tai vé& ban giai nén tap tin vao thu muc diendan\images ctia Appserv. Pbi véi mau
ndy, ban s& thay hai thu muc groups, images va tap tin Ajdija.com v3 Public Green-
theme.xml (cung bdn tap tin dang text khac ding dé cung cip thong tin, hudng dan cai dat
mau).

Address | C:\ppServiwemi\dendaniimages|
Folders x &)
o - 8 i 3 v

) My Documents

& Hy Computer

® S 3% Flepay (4)) subscribe thead_bg unsbscrbe valid

=< N{C:

B 2D Producks

e ok ok

Images [Ajdita.com v3 Public copyright
Green-thems

< ||
(V]
g

ik

<

~|

- Ban hdy mo tap tin installation.txt & xem qua hudng dan ciia tac gia. Theo hudng din nay,
ban can sao chép céc tap tin va thu muc con trong thu muc images sau khi giai nén vao thu
muc image cta dién dan. Néu co tap tin trung tén thi ban nhén Yesto all & hop thoai hién ra
dé x4c nhan viéc ghi dé.



Confirm Folder Replace

2

This folder already contains a folder named ‘attachtypes'.
If the files in the existing Folder have the same name as files in the

folder vou are moving or copying, they will be replaced. Do you still
wank ko move or copy the folder?

Yes [ ves L all |E [ No ] [ Cancel ]

- Dé cai dit, ban quay lai giao di¢gn MyBB Admin Control Panel, nhén chon thé Import a

Theme ctia myc Templates & Style. Trong khung Import a Theme, ban nhan nut Browse cia
muc Local File d duyét dén tap tin Ajdija.com v3 Public Green-theme.xml, dit tén cho giao
dién méi & muc New Name (c6 thé bo qua, MyBB sé sir dung tén ctia mau giao dién do), giir
nguyén cac muc con lai, nhan nat Import Theme.

Import from
Select & file to import. You ¢a iport the theme file from your camputer ar from a UR|

@ Local File
GO |
©) URL

Parent Theme
Select the theme this theme should be 8 child of

MyBE Master Style v

- Trang tiép theo hién ra yéu cau ban chinh sira giao dién trudc khi dua vao sir dung. Ban co
thé thay ddi cac thudc tinh & khung Edit Theme Properties, gom Name (tén giao dién),
Parent Theme (chon nhém giao dién phu thudc), Allowed User Groups (cho phép mot nhém
thanh vién nao d6 st dung), Editor Style (giao dién cira s6 soan thao bai viét), Board Logo
(hinh dai dién cua dién dan, c6 thé d6i duong din hodc ddi tap tin), ..., nhin Save Themes
Properties dé thay ddi o hiéu luc.

Name *
Spacify a name for the theme

{ginodienmoi |

Parent Theme *
Select the theme this thema should be a child of.

--Default E;

Allowed User Groups
s ich v

By b
LAl User GrDuEs ~

\waiting Activation
|Banned
Moderators |

- Néu muodn stir dung giao dién vira cai dat lam giao dién mac dinh thi ban nhan vao biéu
tuwong miii tén mau xanh phia sau tén giao dién d6. Luu y, khi da chon giao dién mac dinh thi
giao dién do duogc sur dung chung cho tat ca cac nhodm thanh vién, mac du truéc do co thiét

1ap chi cho phép hién thi d6i vi mot nhoém nao do.



Themes

Here you can manage the themes set up on your forum. Themes sllow you to customize the sppearance of yaur forum. A list of
the themes currently set up are shown below.

Theme # Users Controls
MyBB Master Style 0 Options

Default \: 0 -ominns
giaodienmoi 0

giaodien (ot a2 Defadkt |2
Tutao % L1]

Tu tao b0 cai dat giao dién
- MyBB con c6 mét tinh ning doc ddo 1a gitip ngudi dung ty thiét ké giao dién. Canh thé
Theme, ban nhan chon thé Create New Theme roi nhdp tén giao di¢n mudn tao & & Name,

chon giao dién chira n6 ¢ truong Parent Theme, nhan Create New Theme.

Create a Theme

Name

Specify 2 name for the new theme,
| Maugizodien

Parent Theme

Select the theme this theme should be 2 child of.
Default ¥

T.

Tai thé Edit Stylesheets, ban can chinh sira nhimg tip tin c6 dinh dang css (global.css,
usercp.css, modcp.css, star_racings.css, showthread.css). Minh hoa véi tap tin global.css,
ban nhin ntt Options> chon Edit Style.

Create New Theme

Stylesheets in Maugiaodien

Stylesheats Controls
global.css (Inherted from MyBE Master Style) 5
Attachad to all pagas Options
Edit
usercp.css (Inherited from MyBE Master Style) Propei
Attached to usercp.php, usercpZ.php, and prvate.php
modcp.css (Inherited from MyBB Master Style) -
attached to madcp.ahp Options
star_ratings.css (Inhented from MyBB Master Style) -
attached to forumdisplay.php, and showthread.php Options.
showthread.css (Inherted from MyBS Master Style)
Attached to showthread.php Options

- O trang méi hién ra, c6 hai hinh thirc chinh stra Simple Mode (don gian)va Advanced Mode
(nang cao, chinh stra truc tiép trén cac doan mi css). P6i voi hinh thirc Simple Mode, ban
chon muc & trudng Selector 1di thay dbi cac gia tri ¢ trong khung bén duéi: Background
(mau nén), Color (mau), Width (46 rong), Font Family (nhém font mubn dung), Font Size
(kich thudc chit), Font Style (kiéu chit), ..., xong nhin Save Changes (hodc Save Changes &
Close).



Selector: | #container | *G'?[J
5

o I Extra CSS Attributes
Color border: 1px solid #ededed;
— | margini auto auto;
9% padding: 200x;
text-glign: left;

width

Font Family

|
[ 1]
Font Style
-

Font Weight

Font Size

Text Decoration

- Cong viéc cudi cung 14 can xuat ban tap tin xml, ban chuyén sang thé Export Theme, gitt
nguyén cac lya chon ¢ khung Export Theme> nhan nat Export Theme> chon noi luu trit tap

tin Maugiaodien-theme.xml.

Viét hoa giao dién

- Trong goi cai dit cia MyBB chi chita duy nhat mot ngon ngit 1a tiéng Anh (English). Ban c6
thé tu minh chinh sira giao di¢n tiéng Anh thanh tiéng Viét. Pé thuc hién, ban vao menu
Configuration 16i nhan vao muc Languages ¢ khung bén phai. Trong khung Installed
Language Packs, ban nhan nit Options > chon Edit with English (American).

Languages
Languages

= Fields The language packs you have installed on your forum are shown below. You can choose to edit the language files, edit the f{
with another language, or ek the language's properties.

Installed Language Packs

HyCode Language Version Contrals
Languages English { American) Bpti
MyEulletnfioard
Pos Language Variables -
el et Edit with Enghsh (American)
Edit Language PackFroperties

- Trong trang mdi hién ra s& co hai loai giao dién dé ban chinh sira ngon ngi¥, 14 giao dién binh
thuong cua dién dan (Front End), giao dién bang diéu khién cta ngudi quan tri (Addmin CP).
Ddi voi khung Front End, ban nhan vao lién két Edit & mdi module, vi du module

Sforumdisplay.lang.php.



File Controls
akismet.lang.php Edit
announcements.lang.php Edit
archive.lang.php Edit
calendar.lang.php Edit
customhelpdocs.lang.php Edit
customhelpsections.lang.php Edit
datahandler_event.lang.php Edit
datahandler_pm.lang.php Edit
datahandler_post.lang.php Edit
datahandler_user.lang.php Edit
editpost.lang.php Edit
global.lang.php Eng?

- Khi d6, ban chi viéc nhdp vao cac 6 tuong ing nhimg tir hodc cum tir tiéng Viét theo y tuong
thiét ké dién dan cta minh. Néu chi don thuan 1a dich thi c6 thé sir dung cong cu Google
Translate d¢ dich cac cum tir tiéng Anh sang tiéng Viét. Khi xong, ban nhan Save Language
File. Canh thé Language Files, ban nhan chon thé Quick Phrases dé chinh stra ngdn ngit &
cac truong dang ki thanh vién va mot s6 truong thong bao khéc.

Configuration Home » Languages » English (American)

Settings - forumdisplay.lang.php
Banning

Edit Language Variables

Here yuu{tln edit the different language strings to your liking.

Smilies
forumdisplay.lang.php
word Filters

English { American})

Custarn Profile Fields

MyCode
post_thread
Languages
o dE mai:
Post Icons |Chu dé | —

Help Documents
moderated_by

Kigm duyat bi: <———

Flugins

Attachment Types

- Hién tai trén Internet co rat nhiéu gbi ngdn ngi tiéng Viét duoc nguoi ding tao ra, ban c6 thé
tai goi ngdn ngir co ti 1€ Viét hoa trén 95% tai dia chi http://tonghop24.com/home/. Sau khi
giai nén, ban can sao chép thu muc vietnamese va tip tin vietnamese.php trong thu muc
LangVietFull 2.1 vao thu muc \inc\languages cia dién dan. Khi xong, ban quay lai giao
dién Admin Control Panel va kiém tra trong khung Installed Language Packs s& xuét hién

muc Vietnamese.

Address LE} C:'anpServ'wawidiendan'\incilanguage*

|Felders N T HE .
SN=L A 2 readme!! pE——
2 appsery ":_—_._-_-'J Text Document ,J vietnamess
1) cgi-bin = | zkB [
= =) diendan -~
& 23 admin . ;ﬁ;ngg:ieie
3 | KD ’

I arrhive

1KE




Dé thiét lap tiéng Viét lam ngdn ngit mic dinh cta dién dan, ban nhén Settings bén dudi chir
Configuration 1di tim trong khung Board Settings muc Genaral Configuration.

Home Canfiguration Forums & Posts Users & Groups Templates & Style Toals & Maintenance

Configuration Home

Board Settings
:
Barining Change Settings
Custarn Profile Fields This section allows you to manage all of the variows settings relating to your board. To begin, select a group bel
= sattings relating to that group.
Smilies
waord Filters 1

tyCode i |
MyCode Board Settings
Languages Setting Groups
7

Board Online / Offline (2 Sethngs)
These settings allow you to globally turn your forums online or offiing, and allow you to specfy & reason for turni

Board Online § Offline (2 Settings) i !
These settings allow you 1o globally turn your forums online or offiine, and allow you to specify a reasan for turng

n {21 Setungs)

arigrs settings such as your board name and url, as well as your website name and url.

Maoderator Tools

Trang tiép theo hién ra, ban tim dén muc Default Language trong khung bén phai, nhan vao
nat x6 xudng chon Vietnamese, nhan Save Settings & cudi trang dé hoan tat. Ngoai ra, cac
tinh nang khung nay gitip chinh stra nhitng thong tin co ban vé dién dan ma trong lic cai dat
ban khai bao sai hodc thiéu sot.

Contact Us Link
This will be wsed for the Contact Us link on the bottorn of all the forum pages. Can sither be an ermnail address (using
mailto remal@website.com) or a hyperlink,

maitto; thanhliem18@gmail. com

Default Language
he default languags that MyBB should use for guests and for users without & selected language in their user contral panel.

Vietnamese o

Viéc quan 1y dién dan véi cac tinh ning co ban nhur di néu sé gitip ban c6 mot dién dan
chuyén nghiép. Va sau loat bai nay, néu c6 yéu cau thém thi toi s€ gidi thi€u dén cac ban mat

s tinh niang quan 1y nang cao, gitip dién dan hoat dong tot hon.



5.5. CAU HINH INTERNET

5.5.1. CAU HINH CHIA SE INTERNET

M0 hinh va yéu cau bai tap

ADSL Router

| Cache-proxy
( 192.168.2.0/24 0)

CéAu hinh Squid proxy dé mang
ndi bd truy cap internet

ge from yahoo.com

ADSL Router

Hwéng dan thuc hién

a) Kiém tra cai dit squid

‘ [root@Webserver etcl# rpm -galgrep squid




b) Cai dat squid bang yum hodc rpm

[root@linux ~]# yum -y install squid
Hodc cai dit file nhi phan bing RPM
squid-3.1.10-1.el6 1.1.1686.rpm

[root@linux ~]# rpm -ivh

¢) Cau hinh squid

[root@prox ~]1#vi /etc/squid/squid.conf
acl CONNECT method CONNECT

# Thém dong 31: add ( define new ACL )
10.0.0.0/24

allow localhost

acl lan src
http access
# Thém dong 59: add (

allow lan

allow defined ACL above )

http access

# Chinh sta
http port

dong 64:
8080

change

# Thém vao dudi cung céac dong sau:

request header access
request header access
request header access

request header access

# Thém vao

visible hostname prox.

# Thém vao

forwarded for off

[root@prox ~]#/etc/rc.

Starting squid:

Referer deny all
X-Forwarded-For deny all
Via deny all
Cache-Control deny all

(specify hostname)

serverlinux

(hide IP address)

d/init.d/squid start
[ OK 1

[root@prox ~]#chkconfig squid

on

d) Kiém tra hoat dong cua squid

[root@Webserver etcl# squid -z
2011/10/24 12:04:09]

Creating Swap Directories

[root@Webserver etcl# /etc/init.d/squid restart

Stopping squid:
Starting squid:

[FAILED]
[ OK 1]




«* Applications Places System @& @ W 234rm Q)
—

[change desktop appearance and behavior, get help, or log out [=ll=]k]

Fle Edit Vi —
D - -
@ 9 7| | Genera  Tabs  Content Applications  Privacy  Security [LACNEN IS :

i Most Visit
ost Viste General‘Netwcrk‘UpdalelEncryptiunl

[ 81 ntp- v -
Connection
DAY LA TH

Configure how Firefox connects to the Internet

Offline Storage

Use up to

Tell me when a website asks to store data for offline use

The following websites have stored data for offline use:

MB of space for the cache

Done

[@] [ @ wmozina Firefox (on webs... |[ @ root@Webserver:~ L] ]

«* Applications Places System @& @ W 240em Q)
) ) Connection Settings =] ==k
Fle Edit

[root@Webse
[ root@websd O Auto-detect proxy settings for this network

[root@Webse () Use system proxy settings
shutting dq o -
Shutting dd Manual proxy configuration

C e Proxies to Access the Internet

O No proxy.

;::E;z:g :: HTTP Prozy: [ 192.168.1.18 | port [ BOSGIH P settings...
Bringing ug [] Use this proxy server for all protocols

Bringing ug B

[ root@Webse L ey l ] Port [ GH ¢ Clear Now
> set typeq FTP Proxy [ ] Port [ 0 H

:S- W . serve xceptions...
erver: B

Address: Gopher Proxy: | | port [ UH

Name: W Sl l ] [Feris [ 0 |;]

Address: 19 ) SOCKS v4 (@ SOCKS 5

> exit

No Proxy for [ localhost, 127.0.0.1 ]

[root@ebse
[root@webse
Stopping h O Automnatic proxy configuration URL:
Starting ht] ‘

[ root@Websd

Example: .mozilla.org, .net.nz, 192.168.1.0/24

Done
— L — 1

@ [@ Mozila Firefox (on Webs... | B root@Webserver:~ [ @ Firefox Preferences e
) Google - Mozilla Firefox =S¢
Fle Edit View History Bookmarks Tools Help
(@ v . @ m |[| http://www.google.com.vn/ |w\!
£3 Release Notes | Fedora Project | Red Hat | Free Content

Web Hinh anh Mhom Blogs ThuMuc Gmal théem iGoogle | Dang nhap

8 Viét Nam
Tim ki€m Mang cao
! 1
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5.52. GIOI HAN KET NOI INTERNET

92.168.1.100/24 ‘

ADSL Router 9

Cam may 192.168.2.30 truy

cap internet

Cho phép céac host khac truy cap
internet nhung khéng duoc truy
cap vao mién google.com.vn

192.168.2.20
9

Huéng din thuc hién
a. Caidatsquid
b. Céu hinh squid
1) Khai bao ACL src
2) Khai bdo ACL dstdomain
c. Apply ACL
d. Kiém tra hoat dong

Cac buéc thue hién

a) Cai dat squid

[root@localhost ~]# yum -y install squid
Hodc tai phidn mém squid dang nhi phan va cai dit bdng RPM

[root@localhost ~]1# rpm -ivh squid-3.1.10-1.el6 1.1.i686.rpm




b) Cau hinh squid

[root@prox ~]#vi /etc/squid/squid.conf
acl CONNECT method CONNECT

# Thém dong 31: add ( define new ACL )
10.0.0.0/24

allow localhost

acl lan src
http access
# Thém dong allow defined ACL above )
http access

59: add (

allow lan

# Chinh sua
http port

dong 64:
8080

change

# Thém vao dudi cung cac dong sau:

request header access
request header access
request header access

request header access

# Thém vao

Referer deny all
X-Forwarded-For deny all
Via deny all
Cache-Control deny all

(specify hostname)

visible hostname prox.serverlinux

# Thém vao

forwarded for off

(hide IP address)

¢) Khai dong squid

[root@prox ~]#/etc/rc.d/init.d/squid start

Starting squid:

[root@prox ~]#chkconfig squid

[ OK ]

on

d) Truy cap web server
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Hwéng din thuc hién

a. Cau hinh squid
1) Khai bao ACL time
2) Apply ACL time

b. CAu hinh squid cim truy cap

Cho phép mang ndi b truy cap
internet trong gi® hanh chanh

# should be allowed

acl
acl
acl
acl

acl

localnet
localnet
localnet
localnet

localnet

machines

Src

src

sSrc

Src

src

10.0.0.0/8 #
172.16.0.0/12 #
192.168.0.0/16 #
fc00::/7 #
fe80::/10 #

RFC1918 possible internal network
RFC1918 possible internal network
RFC1918 possible internal network
RFC 4193 local private network range

RFC 4291 link-local (directly plugged)




acl thoigian time MTWHF 7:30-17:30
http access deny !thoigian
acl out networks src 172.16.1.0/24

http access deny out networks

a) Khéi dong squid

[root@prox ~]#/etc/rc.d/init.d/squid start
Starting squid: [ OK ]

[root@prox ~]#chkconfig squid on

b) Cau hinh squid cho phép truy cap

# should be allowed

acl localnet src 10.0.0.0/8 # RFC1918 possible internal network
acl localnet src 172.16.0.0/12 # RFC1918 possible internal network
acl localnet src 192.168.0.0/16 # RFC1918 possible internal network
acl localnet src fc00::/7 # RFC 4193 local private network range

acl localnet src fe80::/10 # RFC 4291 link-local

machines

acl thoigian time MTWHEF 7:30-17:30
http access deny !thoigian

acl out networks src 172.16.1.0/24

http access allow out networks

(directly plugged)

¢) Khéi dong squid

[root@prox ~]#/etc/rc.d/init.d/squid start
Starting squid: [ OK ]

[root@prox ~]#chkconfig squid on

d) Truy cap web server




5.6. DICH VU MAIL

5.6.1. GIOI THIEU SMTP

SMTP la giao thirc tin cdy chiu trach nhiém phan phat mail. N6 chuyén mail tir hé thong
mang nay sang hé thong mang khac, chuyén mail trong hé théng mang ndi bg. Giao thirc SMTP
duoc dinh nghia trong RFC 821, SMTP la mot dich vu tin cay, huong két ndi, sir dung s6 hiéu
cé)ng 25.

Dé sir dung cac 1énh SMTP ta ding 1énh telnet theo port 25 trén hé thdng & xa sau d6 goi
mail thong qua co ché dong 1énh. K thuat nay thinh thoang ciing dugc sir dung dé kiém tra hé
thong SMTP server, nhung diéu chinh yéu ¢ day 1a chung ta st dung SMTP @ minh hoa lam
cach nao mail dugc goi qua cac hé thong khac nhau.

SMTP 14 hé théng phan phét mail truc tiép tir Mail server goi dén Mail server nhan, diéu
ndy rat hiém khi s dung. Hau hét hé théng mail str dung giao thiic store and forward nhu
UUCP va X.400. Hai giao thirc nay di chuyén mail di qua mdi pop, luu trir thong diép tai mbi
hop va sau d6 chuyén t6i hé thong tiép theo, thong diép duoc chuyén tiép cho téi khi né toi hé

thong phan phat cudi cling.

5.62. POP
Co6 hai phién ban cua POP duoc st dung rong rai la POP2, POP3. POP2 duoc dinh
nghia trong RFC 937, POP3 dugc dinh nghia trong RFC 1725. POP2 sir dung cong 109 va
POP3 sir dung cong 110. Cac ciu 1énh trong hai giao thic nay khéng giéng nhau nhung chung
cung thyc hién chirc nang co ban 1a kiém tra tén ding nhap, mat khau ngudi ding va chuyén
mail cia nguoi dung tir server td1 h¢ théng doc mail cyc bd cua user. Trong khi d6 tap 1énh ctua
POP3 hoan toan khac véi tap Iénh ctia POP2.

5.6.3. HE THONG MAIL
Mot hé thong mail yéu cau phai c6 it nhét hai thanh phan, n6 c6 thé dinh vi trén hai hé thong
khac nhau hodc trén cting mot hé théng, mail server va mail client. Ngoai ra, né con ¢ nhiing
thanh phan khac nhu Mail Host, Mail Gateway. So d6 to chiic hé théng Mail:



Orther Domain —‘

—
—
000000
0000000~
Mail Gateway
—
1
i
0000000 =
= Mail Host =
MailBos Mail Server Mail Server
Client Client Client Client

Hinh 4.2: So d6 t6 chitc Mail

Hé thong mail cuc bd

Cau hinh hé thong mail don gian gdom mot hodc nhi€u tram lam vi¢c két néi vao mot Mail
Server. Tat ca mail déu chuyén cuc bo.

=i

Mail Client

N-Iai Client HHHHHHH

10000000 ~

Mail Server
i) Client

Mail Client

Site

Hinh 4.4: So d Mail cuc bd

H¢ thong mail cuc b c6 két noi tir xa

Hé thé)ng mail trong mot mang nho gém mdt mail server, mdt mail host va mot mail gateway
két ndi voi hé thdng bén ngoai. Khong can DNS server.



Mail Client

Mail Client 0000000~
Mail Server
Mail Host
Mail Gateway

[=—
==
[—

Mai)Client

Mail Client

Hinh 4.5: hé thong mail két néi tir xa

Hé théng hai domain va mdt gateway
Cau hinh dudi day gom hai domain va mot mail gateway. Trong hé thong nay mail server, mail

host, va mail gateway cung cip trén domain hoat dong nhu mot hé thong doc 1ap.

Client

Doman

/
Mail

[

ateway

@)

Client

Domain2

Client
Site

Hinh 4.6: Hé thong mail sir dung mail gateway

Mo hinh Mail Gateway
Mot mail gateway 1a may két ndi gifta cac mang ding cac giao thire truyén thong khac
nhau hozc két ndi cac mang khac nhau ding chung giao thirc. Vi du mot mail gateway c6 thé két
ndi mot mang TCP/IP v1 mdt mang chay bo giao thirc Systems Network Architecture (SNA).
Mot mail gateway don gian nhat ding dé két ndi hai mang ding chung giao thirc hodc

mailer. Khi d6 mail gateway chuyén mail gitta domain ndi by va cac domain bén ngoai. Mail



gateway ciing két n6i hai mang ding mailer khac nhau nhu hinh vé& duéi. Gateway gitta hai giao
thirc truyén khéac nhau:

Mailer A —

Mailer B ]

~
Gateway B

Hinh 4.3: So d6 mail gateway
5.6.4. THIET LAP HE THONG MAIL CUC BQ

M0 hinh va yéu cau cau hinh

Thiét lap hé thdng mail cho
tén mién serverlinux.vn

Huéng din thuc hién
a. Kiém tra DNS
b. CAu hinh tén host (/etc/host)
c. Céu hinh sendmail



1) Khai bao tén mién cuc bd
2) Chi dinh port listen
3) Khoi tao dich vu

d. Cau hinh dovecot(pop3)

e. Cau hinh mail client Send/receive email

CAC BUOC THUC HIEN

a) Kiém tra cai dit sendmail

[root@localhost named]# rpm —-ga sendmail
sendmail-8.14.4-8.e16.1686

[root@localhost named]# host dnsl.serverlinux.vn

dnsl.serverlinux.vn has address 192.168.1.17

[root@localhost named]# host 192.168.1.17

17.1.168.192.in-addr.arpa domain name pointer dnsl.serverlinux.vn.

[root@localhost named]# host mail.serverlinux.vn
mail.serverlinux.vn is an alias for dnsl.serverlinux.vn.

dnsl.serverlinux.vn has address 192.168.1.17

b) Cau hinh host name

[root@linux ~]# vi /etc/hosts

127.0.0.1 localhost.localdomain serverlinux.vn
e localhost6.localdomain6 localhost6
192.168.1.17 Linux serverlinx.vn

¢) Cau hinh /etc/mail/sendmail.cf

81 # my LDAP cluster

82 # need to set this before any LDAP lookups are done (including classes)
83 #D{sendmailMTACluster}s$m

84

85 Cwlocalhost serverlinux.vn

86 # file containing names of hosts for which we receive email

87 Fw/etc/mail/local-host-names

88

89 # my official domain name




90 # ... define this only if sendmail cannot automatically determine your
domain

91 #DjS$w.Foo.COM

259 # SMTP daemon options

260

261 #0 DaemonPortOptions=Port=smtp,Addr=127.0.0.1, Name=MTA

262 O DaemonPortOptions=Name=MTA

263 # SMTP client options

264 #0 ClientPortOptions=Family=inet, Address=0.0.0.0

d) Cau hinh cho phép truy cap /etc/mail/access

root@localhost maill# vi access

[

# Check the /usr/share/doc/sendmail/README.cf file for a description
# of the format of this file. (search for access db in that file)

# The /usr/share/doc/sendmail/README.cf is part of the sendmail-doc
# package.

#

# If you want to use AuthInfo with "M:PLAIN LOGIN", make sure to have the
# cyrus-sasl-plain package installed.

#

# By default we allow relaying from localhost...
Connect:localhost.localdomain RELAY

Connect:localhost RELAY

Connect:127.0.0.1 RELAY

Connect:serverlinux.vn RELAY

Connect:192.168.1.18 RELAY

¢) Khéi dong sendmail

[root@localhost mail]# makemap hash access < access

[root@localhost maill# /etc/init.d/sendmail restart

Shutting down sm-client: [ OK ]
Shutting down sendmail: [FATILED]
Starting sendmail: [ OK ]
Starting sm-client: [ OK ]

f) Kiém tra hoat dong cua sendmail port 25

[root@localhost maill# netstat -an|grep 25
tcp 0 0 127.0.0.1:25 0.0.0.0:%*
LISTEN




udp 0 0 192.168.1.255:137 0.0.0.0:%*
udp 0 0 172.16.29.255:137 0.0.0.0:%*
udp 112592 0 172.16.29.255:137 0.0.0.0:%*
udp 0 0 192.168.1.255:138 0.0.0.0:%*
udp 0 0 172.16.29.255:138 0.0.0.0:%*
udp 59104 0 172.16.29.255:138 0.0.0.0:%*

unix 2 [ ACC ] STREAM LISTENING 13525 /var/lib/mysqgl/mysql.sock
unix 2 [ ACC ] STREAM LISTENING 17538 /tmp/.ICE-unix/2513

unix 3 [ ] STREAM CONNECTED 15925

unix 3 [ 1] STREAM CONNECTED 12530

unix 3 [ 1] STREAM CONNECTED 12529

g) kiém tra tai khoan trong /etc/passwd

[root@localhost named]# vi /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
mysql:x:27:27:MySQL Server:/var/lib/mysqgl:/bin/bash
named:x:25:25:Named:/var/named: /sbin/nologin
hvl:x:503:503::/home/hvl:/bin/bash
squid:x:23:23::/var/spool/squid:/sbin/nologin
mailnull:x:47:47::/var/spool/mqueue:/sbin/nologin

smmsp:x:51:51::/var/spool/mqueue:/sbin/nologin

Tir root giri mail dén user hvl

[root@localhost maill# mail -v hvl@serverlinux.vn
Subject: test
test

EQT

hvl@serverlinux.vn... Connecting to [127.0.0.1] via relay...

220 localhost.localdomain ESMTP Sendmail 8.14.4/8.14.4; Thu, 22 Dec 2011
13:59:10 -0500

>>> EHLO localhost.localdomain

250-1localhost.localdomain Hello Linux [127.0.0.1], pleased to meet you
250-ENHANCEDSTATUSCODES

250-PIPELINING

250-8BITMIME

250-SIZE

250-DSN

250-ETRN




250-AUTH GSSAPI DIGEST-MD5 CRAM-MD5

250-DELIVERBY

250 HELP

>>> MAIL From:<root@localhost.localdomain> SIZE=214
AUTH=root@localhost.localdomain

553 5.5.4 <root@localhost.localdomain>... Real domain name required for
sender address

root... Using cached ESMTP connection to [127.0.0.1] via relay...
>>> RSET

250 2.0.0 Reset state

>>> MAIL From:<> SIZE=1238

250 2.1.0 <>... Sender ok

>>> RCPT To:<root@localhost.localdomain>

>>> DATA

250 2.1.5 <root@localhost.localdomain>... Recipient ok

354 Enter mail, end with "." on a line by itself

>>>

250 2.0.0 pBMIxXA8F003194 Message accepted for delivery
root... Sent (pBMIxA8F003194 Message accepted for delivery)

Closing connection to [127.0.0.1]
>>> QUIT

221 2.0.0 localhost.localdomain closing connection

h) Dang nhép vao user hvl va kiém tra mail

[root@dnsl maill# su - hvl
[hvl@dnsl ~]$ mail
Mail version 8.1 6/6/93. Type ? for help.

"/var/spool/mail/hv1l": 1 message 1 new

>N 1 root@dnsl.serverlinu Mon Nov 7 03:16 16/632 "test"
& 1 [ENTER]

root@dnsl.serverlinu Mon Nov 7 03:16 16/632 "test"

& 1

Message 1:

From root@dnsl.serverlinux.vn Mon Nov 7 03:16:21 2011
Date: Mon, 7 Nov 2011 03:16:21 +0700

From: root <root@dnsl.serverlinux.vn>

To: hvl@serverlinux.vn

Subject: test

test hvl
&quit [ENTER]




1) Ttruser hvl gtri mail cho user hv2

[hvl@dnsl ~]$ mail -v hv2@serverlinux.vn
Subject: chao
chao”@"@hv2

Cc:

hv2@serverlinux.vn... Connecting to [127.0.0.1] via relay...

220 dnsl.serverlinux.vn ESMTP Sendmail 8.13.8/8.13.8; Mon, 7 Nov 2011
03:21:52 +0700

>>> EHLO dnsl.serverlinux.vn

250-dnsl.serverlinux.vn Hello localhost.localdomain [127.0.0.1], pleased to
meet you

250-ENHANCEDSTATUSCODES

250-PIPELINING

250-8BITMIME

250-SIZE

250-DSN

250-ETRN

250-AUTH DIGEST-MD5 CRAM-MD5

250-DELIVERBY

250 HELP

>>> MAIL From:<hvl@dnsl.serverlinux.vn> SIZE=43

AUTH=hvl@dnsl.serverlinux.vn

250 2.1.0 <hvl@dnsl.serverlinux.vn>... Sender ok
>>> RCPT To:<hv2@serverlinux.vn>

>>> DATA

250 2.1.5 <hv2@serverlinux.vn>... Recipient ok
354 Enter mail, end with "." on a line by itself
>>>

250 2.0.0 pA6KLgI2007640 Message accepted for delivery
hv2@serverlinux.vn... Sent (pA6KLgI2007640 Message accepted for delivery)
Closing connection to [127.0.0.1]

>>> QUIT

j) Ping nhap vao user hv2 va kiém tra mail

[hvl@dnsl ~]$ su - hv2
Password:

[hv2@dnsl ~]$ mail
Mail version 8.1 6/6/93. Type ? for help.
"/var/spool/mail/hv2": 1 message 1 new
>N 1 hvl@dnsl.serverlinux Mon Nov 7 03:21 16/617 "chao"
& 1

Message 1:




From hvl@dnsl.serverlinux.vn Mon Nov 7 03:21:52 2011
Date: Mon, 7 Nov 2011 03:21:52 +0700

From: hvl@dnsl.serverlinux.vn

To: hv2@serverlinux.vn

Subject: chao

chao

& quit

Saved 1 message in mbox

k) Tur user hv2 gui mail cho root

[hv2@dnsl ~]$ mail -v root@serverlinux.vn
Subject: chao root

chao root

Cc:

root@serverlinux.vn... Connecting to [127.0.0.1] via relay...

220 dnsl.serverlinux.vn ESMTP Sendmail 8.13.8/8.13.8; Mon, 7 Nov 2011
03:26:32 +0700

>>> EHLO dnsl.serverlinux.vn

250-dnsl.serverlinux.vn Hello localhost.localdomain [127.0.0.1], pleased to
meet you

250-ENHANCEDSTATUSCODES

250-PIPELINING

250-8BITMIME

250-SIZE

250-DSN

250-ETRN

250-AUTH DIGEST-MD5 CRAM-MD5

250-DELIVERBY

250 HELP

>>> MAIL From:<hv2@dnsl.serverlinux.vn> SIZE=54
AUTH=hv2@dnsl.serverlinux.vn

250 2.1.0 <hv2@dnsl.serverlinux.vn>... Sender ok

>>> RCPT To:<root@serverlinux.vn>

>>> DATA

250 2.1.5 <root@serverlinux.vn>... Recipient ok

354 Enter mail, end with "." on a line by itself

>>>

250 2.0.0 pA6KQWNo007678 Message accepted for delivery
root@serverlinux.vn... Sent (pA6KQWNo007678 Message accepted for delivery)

Closing connection to [127.0.0.1]
>>> QUIT

221 2.0.0 dnsl.serverlinux.vn closing connection




‘[th@dnsl ~1$

1) Pang nhap tré lai root va kiém tra mail

[root@dnsl maill# mail
Mail version 8.1 6/6/93. Type ? for he

>N 1 logwatch@localhost.l Wed Oct 19
localhost.localdoma"

N 2 logwatch@localhost.l Thu Oct 20
localhost (Linux)"

N 3 logwatch@localhost.l Thu Oct 20
localhost (Linux)"

N 4 logwatch@DNSServer Fri Oct 21
dnsserver (Linux)"
N 5 logwatch@DNSServer Fri Oct 21

dnsserver (Linux)"

N 6 hv2@dnsl.serverlinux Mon Nov 7
& 6
Message 6: <Nhdp vao mail can xem>
From hv2@dnsl.serverlinux.vn Mon Nov
Date: Mon, 7 Nov 2011 03:26:32 +0700
From: hv2@dnsl.serverlinux.vn

To: root@serverlinux.vn

Subject: chao root
chao root

& quit

Saved 1 message in mbox

Held 5 messages in /var/spool/mail/root

lp.

"/var/spool/mail/root": 6 messages 6 new

07:21 45/1748

01:14 163/5543

04:02 163/5543

03:06 248/10059

04:02 248/10059

03:26 16/630

7 03:26:32 2011

"Logwatch

"Logwatch

"Logwatch

"Logwatch

"Logwatch

for

for

for

for

for

"chao root"




5.6.5. THIET LAP HE THONG MAIL TRAO POI CHO NHIEU MIEN

pcm.serverlinux.vn

Cho phép trao déi mail
gitra cac mién
Itdep.serverlinux.vn » Serverlinux.vn

o ltdep.serverlinux.vn
e Pcm.serverlinux.vn

Site Gateway B

Hwéng dan thure hién

Kiém tra dns nhiéu mién con

Céu hinh relay mail cho 2 mién con tir mién serverlinux.vn
Céu hinh mail gateway cho itdep.serverlinux.vn

Céu hinh mail gateway cho pcm.serverlinux.vn

Khoi tao dich vu

Kiém tra hoat dong

o Ao oW

Hwéng dan thuc hién

a) Kiém tra ciu hinh DNS

[root@dnsl named]# nslookup

> set type=any

> serverlinux.vn

Server: 192.168.1.17
Address: 192.168.1.17453

serverlinux.vn
origin = dnsl.serverlinux.vn
mail addr = root.serverlinux.vn
serial = 2011022700
refresh = 28800
retry = 14400
expire = 3600000




minimum = 86400
serverlinux.vn nameserver = dnsl.serverlinux.vn.
serverlinux.vn mail exchanger = 1 dnsl.serverlinux.vn.

> itdep.serverlinux.vn

Server: 192.168.1.17

Address: 192.168.1.17#53

Name : itdep.serverlinux.vn

Address: 192.168.1.28

itdep.serverlinux.vn mail exchanger = 1 mail.itdep.serverlinux.vn.
> 192.168.1.17

Server: 192.168.1.17

Address: 192.168.1.17#53

17.1.168.192.in-addr.arpa name = dnsl.serverlinux.vn.

> 192.168.1.28

Server: 192.168.1.17

Address: 192.168.1.174#53

28.1.168.192.in-addr.arpa name = itdep.serverlinux.vn.
28.1.168.192.in-addr.arpa name = mail.itdep.serverlinux.vn.

b) Cau hinh Access Relay Mail

[root@dnsl maill# vi access

# Check the /usr/share/doc/sendmail/README.cf file for a description
# of the format of this file. (search for access db in that file)

# The /usr/share/doc/sendmail/README.cf is part of the sendmail-doc
# package.

# by default we allow relaying from localhost...

Connect:localhost.localdomain RELAY
Connect:localhost RELAY
Connect:127.0.0.1 RELAY
Connect:serverlinux.vn RELAY
Connect:192.168.1.17 RELAY
Connect:itdep.serverlinux.vn RELAY
Connect:192.168.1.28 RELAY

¢) Bién dich truy cap access

‘[root@dnsl mail]# makemap hash access < access

d) Khai dong lai dich vu sendmail



[root@dnsl maill# /etc/init.d/sendmail restart

Shutting down sm-client: [ OK ]
Shutting down sendmail: [ OK ]
Starting sendmail: [ OK ]
Starting sm-client: [ OK ]

e) Chinh sura tap tin sendmail.cf trong DNS itdep.serverlinux.vn

#Thay dbéi dong 89

89 Cwlocalhost itdep.serverlinux.vn

90 # file containing names of hosts for which we receive email
91 Fw/etc/mail/local-host-names

92

93 # my official domain name

94 # ... define this only if sendmail cannot automatically determine your
domain

95 #DjSw.Foo.COM

96

97 # host/domain names ending with a token in class P are canonical
98 CP.

99

100 # "Smart" relay host (may be null)

#Thay dbi dong 101

101 DSmail.serverlinux.vn

f) Khdéi dong lai dich vu sendmail trong itdep.serverlinux.vn

[root@dnsl maill# /etc/init.d/sendmail restart

Shutting down sm-client: [ OK 1]
Shutting down sendmail: [ OK ]
Starting sendmail: [ OK ]
Starting sm-client: [ OK ]

g) Tao tai khodn hv trén itdep.serverlinux.vn va gui mail gitta root va hv

[root@localhost mail]#useradd hv

[root@localhost mail]#passwd hv

[root@localhost maill# mail -v hv@itdep.serverlinux.vn
Subject: testl

testl

Cc:




WARNING: local host name (localhost) is not qualified; see cf/README: WHO
AM I7?

hv@itdep.serverlinux.vn... Connecting to [127.0.0.1] via relay...

220 localhost ESMTP Sendmail 8.13.8/8.13.8; Fri, 23 Dec 2011 07:35:58 +0700
>>> EHLO localhost

250-1localhost Hello localhost.localdomain [127.0.0.1], pleased to meet you

>>>

250 2.0.0 pBN0ZwlU005360 Message accepted for delivery
hv@itdep.serverlinux.vn... Sent (pBN0ZwlU005360 Message accepted for
delivery)

Closing connection to [127.0.0.1]
>>> QUIT

221 2.0.0 localhost closing connection

h) Pang nhap vao user hv va kiém tra mail

[root@localhost mail]#su - hv

[root@localhost maill# su - hv

[hv@localhost ~]$ mail

Mail version 8.1 6/6/93. Type ? for help.
"/var/spool/mail/hv": 1 message 1 new

>N 1 root@localhost Fri Dec 23 07:35 16/578 "testl"
& 1

Message 1:

From root@localhost Fri Dec 23 07:35:58 2011
Date: Fri, 23 Dec 2011 07:35:58 +0700

From: root <root@localhost>

To: hv@itdep.serverlinux.vn

Subject: testl

testl

& quit

Saved 1 message in mbox

[hv@localhost ~]$

1) Tu user sv@itdep.serverlinux.vngtri mail cho sv(@serverlinux.vn

sv(@itdep.serverlinux.vn gtri mail

[root@localhost mail]l# su - sv
[sv@dns2 ~]1$ mail -v sv@serverlinux.vn
Subject: chao sv serverlinux.vn

xin chao sv serverlinux.vn




EQT

sv@serverlinux.vn... Connecting to [127.0.0.1] via relay...

220 dns2.itdep.serverlinux.vn ESMTP Sendmail 8.14.4/8.14.4; Fri, 23 Dec
2011 09:24:46 -0500

>>> EHLO dns2.itdep.serverlinux.vn

>>> QUIT
221 2.0.0 dns2.itdep.serverlinux.vn closing connection
[sv@dns2 ~1$

sv(@serverlinux.vn nhan mail tir sv@itdep.serverlinux.vn

[root@localhost maill# su - sv

[sv@localhost ~]1$ mail

Heirloom Mail version 12.4 7/29/08. Type ? for help.
"/var/spool/mail/sv": 3 messages 2 new

1 root Fri Dec 23 09:07 21/793 "test"

>N 2 Mail Delivery Subsys Fri Dec 23 09:18 66/2411 "Returned mail: see
£

N 3 day la tai khoan dun Fri Dec 23 09:24 23/1073 "chao sv
serverlinux."

& 3
Message 3:

From sv@dns2.itdep.serverlinux.vn Fri Dec 23 09:24:53 2011
Return-Path: <sv@dns2.itdep.serverlinux.vn>

From: day la tai khoan dung de test <sv@dns2.itdep.serverlinux.vn>
Date: Fri, 23 Dec 2011 09:24:45 -0500

To: sv@serverlinux.vn

Subject: chao sv serverlinux.vn

User-Agent: Heirloom mailx 12.4 7/29/08

Content-Type: text/plain; charset=us-ascii

Status: R

xin chao sv serverlinux.vn

& quit

Held 3 messages in /var/spool/mail/sv




5.6.6. THIET LAP KIEM SOAT MAIL CUA NGUOI DUNG

MO HINH VA YEU CAU CAU HINH

u2 g&i/nhan mail cho
khac
phép kich thwéc email
a SMB

ul

POP MAIL CLIENT .
hocvien

POP MAIL CLIENT

HUONG DAN CAU HINH
- CAm email
- Chi dinh kich thudc

CAC BUOC THUC HIEN

a) Kiém tra cai dit sendmail

[root@localhost named]# rpm -ga sendmail
sendmail-8.14.4-8.e16.1686

[root@localhost named]# host dnsl.serverlinux.vn

dnsl.serverlinux.vn has address 192.168.1.17

[root@localhost named]# host 192.168.1.17
17.1.168.192.in-addr.arpa domain name pointer dnsl.serverlinux.vn.

[root@localhost named]# host mail.serverlinux.vn
mail.serverlinux.vn is an alias for dnsl.serverlinux.vn.

dnsl.serverlinux.vn has address 192.168.1.17

b) C4u hinh host name

‘[root@linux ~]# vi /etc/hosts




127.0.0.1 localhost.localdomain serverlinux.vn
HEE localhost6.localdomain6 localhost6

192.168.1.17 Linux serverlinx.vn

¢) Cau hinh /etc/mail/sendmail.cf

81 # my LDAP cluster

82 # need to set this before any LDAP lookups are done (including classes)
83 #D{sendmailMTACluster}Sm

84

85 Cwlocalhost serverlinux.vn

86 # file containing names of hosts for which we receive email

87 Fw/etc/mail/local-host-names

88

89 # my official domain name

90 # ... define this only if sendmail cannot automatically determine your
domain

91 #Dj$w.Foo.COM

259 # SMTP daemon options

260

261 #0 DaemonPortOptions=Port=smtp,Addr=127.0.0.1, Name=MTA

262 O DaemonPortOptions=Name=MTA

263 # SMTP client options

264 #0 ClientPortOptions=Family=inet, Address=0.0.0.0

d) Cau hinh cdm truy cap /etc/mail/access

root@localhost maill# vi access

[

# Check the /usr/share/doc/sendmail/README.cf file for a description
# of the format of this file. (search for access db in that file)

# The /usr/share/doc/sendmail/README.cf is part of the sendmail-doc
# package.

#

# If you want to use AuthInfo with "M:PLAIN LOGIN", make sure to have the
# cyrus-sasl-plain package installed.

#

# By default we allow relaying from localhost...
Connect:localhost.localdomain RELAY

Connect:localhost RELAY

Connect:127.0.0.1 RELAY

Connect:serverlinux.vn RELAY

Connect:192.168.1.18 RELAY

u2@serverlinux.vn REJECT




e) Khoi dong sendmail

[root@localhost mail]# makemap hash access < access

[root@localhost maill# /etc/init.d/sendmail restart

Shutting down sm-client: [ OK ]
Shutting down sendmail: [ OK ]
Starting sendmail: [ OK ]
Starting sm-client: [ OK ]

f) Kiém tra hoat dong ciia sendmail port 25

[root@localhost maill# netstat -an|grep 25

tcp 0 0 127.0.0.1:25 0.0.0.0:%*
LISTEN

udp 0 0 192.168.1.255:137 0.0.0.0:%*
udp 0 0 172.16.29.255:137 0.0.0.0:%*
udp 112592 0 172.16.29.255:137 0.0.0.0:%*
udp 0 0 192.168.1.255:138 0.0.0.0:%*
udp 0 0 172.16.29.255:138 0.0.0.0:%*
udp 59104 0 172.16.29.255:138 0.0.0.0:%*

unix 2 [ ACC ] STREAM LISTENING 13525 /var/lib/mysqgl/mysqgl.sock
unix 2 [ ACC ] STREAM LISTENING 17538 /tmp/.ICE-unix/2513

unix 3 [ ] STREAM CONNECTED 15925

unix 3 [ ] STREAM CONNECTED 12530
unix 3 [ ] STREAM CONNECTED 12529

g) kiém tra tai khoan trong /etc/passwd

[root@localhost named]# vi /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin

named:x:25:25:Named:/var/named: /sbin/nologin
hvl:x:503:503::/home/hvl:/bin/bash
squid:x:23:23::/var/spool/squid:/sbin/nologin
mailnull:x:47:47::/var/spool/mqueue:/sbin/nologin

smmsp:x:51:51::/var/spool/mqueue:/sbin/nologin

Tir root giri mail dén user hvl

[root@localhost maill# mail -v hvl@serverlinux.vn
Subject: test
test




EQT

hvl@serverlinux.vn... Connecting to [127.0.0.1] via relay...

220 localhost.localdomain ESMTP Sendmail 8.14.4/8.14.4; Thu, 22 Dec 2011
13:59:10 -0500

root... Sent (pBMIxA8F003194 Message accepted for delivery)

Closing connection to [127.0.0.1]

>>> QUIT

221 2.0.0 localhost.localdomain closing connection

h) Pang nhap vao user hv1 va kiém tra mail

[root@dns]l mail]l# su - hvl
[hvl@dnsl ~]$ mail
Mail version 8.1 6/6/93. Type ? for help.

"/var/spool/mail/hvl": 1 message 1 new

>N 1 root@dnsl.serverlinu Mon Nov 7 03:16 16/632 "test"
& 1 [ENTER]

root@dnsl.serverlinu Mon Nov 7 03:16 16/632 "test"

& 1

Message 1:

From root@dnsl.serverlinux.vn Mon Nov 7 03:16:21 2011
Date: Mon, 7 Nov 2011 03:16:21 +0700

From: root <root@dnsl.serverlinux.vn>

To: hvl@serverlinux.vn

Subject: test

test hvl
gquit [ENTER]

1) Tur user hvl gui mail cho user hv2

[hvl@dnsl ~]$ mail -v hv2@serverlinux.vn
Subject: chao
chao”@"@hv2

Cc:

hv2@serverlinux.vn... Connecting to [127.0.0.1] via relay...

220 dnsl.serverlinux.vn ESMTP Sendmail 8.13.8/8.13.8; Mon, 7 Nov 2011
03:21:52 +0700

250 2.1.5 <hv2@serverlinux.vn>... Recipient ok
354 Enter mail, end with "." on a line by itself
>>>




250 2.0.0 pA6KLgI2007640 Message accepted for delivery
hv2@serverlinux.vn... Sent (pA6KLgI2007640 Message accepted for delivery)
Closing connection to [127.0.0.1]

>>> QUIT

j) Dang nhap vao user hv2 va kiém tra mail

[hvl@dnsl ~]$ su - hv2
Password:
[hv2@dnsl ~]$ mail
Mail version 8.1 6/6/93. Type ? for help.
"/var/spool/mail/hv2": 1 message 1 new
>N 1 hvl@dnsl.serverlinux Mon Nov 7 03:21 16/617 "chao"
& 1
Message 1:
From hvl@dnsl.serverlinux.vn Mon Nov 7 03:21:52 2011
Date: Mon, 7 Nov 2011 03:21:52 +0700
From: hvl@dnsl.serverlinux.vn
To: hv2@serverlinux.vn
Subject: chao
chao

& quit

Saved 1 message in mbox

k) Ttruser hv2 gtri mail cho root

[hv2@dnsl ~]$ mail -v root@serverlinux.vn
Subject: chao root

chao root

Cc:

root@serverlinux.vn... Connecting to [127.0.0.1] via relay...

220 dnsl.serverlinux.vn ESMTP Sendmail 8.13.8/8.13.8; Mon, 7 Nov 2011
03:26:32 +0700

root@serverlinux.vn... Sent (pA6KQWNo007678 Message accepted for delivery)
Closing connection to [127.0.0.1]

>>> QUIT

221 2.0.0 dnsl.serverlinux.vn closing connection

[hv2@dnsl ~]$

1) Pang nhap tré lai root va kiém tra mail

‘[root@dnsl maill# mail




Mail version 8.1 6/6/93. Type ? for help.
"/var/spool/mail/root": 6 messages 6 new

>N 1 logwatch@localhost.l Wed Oct 19 07:21 45/1748 "Logwatch for
localhost.localdoma"

N 6 hv2@dnsl.serverlinux Mon Nov 7 03:26 16/630 "chao root"
& 6

Message 6: <Nhdp vao mail can xem>

From hv2@dnsl.serverlinux.vn Mon Nov 7 03:26:32 2011

Date: Mon, 7 Nov 2011 03:26:32 +0700

From: hv2@dnsl.serverlinux.vn

To: root@serverlinux.vn

Subject: chao root

chao root

& quit
Saved 1 message in mbox

Held 5 messages in /var/spool/mail/root

m)Gidi han dung lugng giri mail

#Thay dbi dong 183

180

181 # maximum message size

182 #0 MaxMessageSize=0

183 O MaxMessageSize=5000000

184

185 # substitution for space (blank) characters

186 O BlankSub=.

187

188 # avoid connecting to "expensive" mailers on initial submission?

189 O HoldExpensive=False

5.7. DICH VU NIS
5.7.1. CAU HINH NIS SERVER
Cai dit NIS

Kiém tra goi ypserv*.rpm di cai dat roi hay chua. Néu chua thi tién hanh cai dit bang tién ich
YUM hodc tai file nhi phan ypserv-2.19-3.i1386.rpm



[root@localhost ~]# yum -y install ypserv rpcbind
Resolving Dependencies

--> Running transaction check

---> Package ypserv.i686 0:2.19-18.el6 set to be updated
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
ypserv 1686 2.19-18.el6 base 127 k

Transaction Summary

Install 1 Package (s)
Upgrade 0 Package (s)
Total download size: 127 k
Installed size: 291 k
Downloading Packages:
ypserv-2.19-18.e16.1686.rpm | 127 kB 00:06
Running rpm_ check debug
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : ypserv-2.19-18.e16.1686 1/1
Installed:
ypserv.i686 0:2.19-18.el6
Complete!

Khdi tao NIS server

- Xem NIS domain hién tai cta server, cau hinh NIS domain cho server
- Hodac thém dong sau vao file /etc/sysconfig/network:

~ Chinh st file /var/yp/Makefile dé bat dau khoi tao nhitng théng tin ma NIS s& phuc vu cho
domain:

- Khoi tao NIS server:



Cau hinh dich vu NIS dé chia s& tai khoan nguoi dung trong hé thong mang cuc bd. Cac
budc cAu hinh nhu sau:

[root@linux ~]#ypdomainname serverlinux.vn # set NIS domain name

[root@linux ~]#vi /etc/sysconfig/network
NETWORKING=yes
HOSTNAME=dlp.serverlinux.vn

# thém dong sau

NISDOMAIN=serverlinux.vn

[root@linux ~]#vi /var/yp/Makefile
# MERGE PASSWD=true|false

# line 42: change

MERGE PASSWD=false

# MERGE GROUP=true|false

# line 46: change

MERGE GROUP=false

# line 117: add

all: passwd shadow group hosts rpc services netid protocols

[root@linux ~]#vi /var/yp/securenets
255.255.255.0 10.0.0.0

[root@linux ~]#vi /etc/hosts
# thém own IP address

10.0.0.30 dlp dlp.serverlinux

[root@linux ~]#/etc/rc.d/init.d/rpcbind start

Starting portmap: [ OK 1]
[root@linux ~]#/etc/rc.d/init.d/ypserv start
Starting YP server services: [ OK ]

[root@linux ~]#/etc/rc.d/init.d/yppasswdd start
Starting YP passwd service: [ OK ]

[root@linux ~]#chkconfig rpcbind on
[root@linux ~]#chkconfig ypserv on
root@linux ~]#chkconfig yppasswdd on

[
[root@linux ~]#/usr/l1ib64/yp/ypinit -m
# update NIS database




Tai thoi diém nay, chung ta phaixdy dung motdanh sach cicmayséchaycacmay chuNIS.

DLPlatrong danh sachcac may chimaychuNIS. Xinvuilongtiép tuc dé thémténcho cac may

chukhac trén moi dong. Khidang thyc hién véidanh sach, gd<control D>.

next host to add: dlp

next host to add: # push Ctrl + D key

The current list of NIS servers looks like this:
dlp

Is this correct? [y/n: y] y

# answer yes

We need a few minutes to build the databases...
Building /var/yp/serverlinux/ypservers...

Running /var/yp/Makefile...

gmake[l]: Entering directory ' /var/yp/serverlinux'
Updating passwd.byname. ..

Updating passwd.byuid...

Updating shadow.byname. ..

Updating group.byname...

Updating group.bygid...

Updating hosts.byname. ..

Updating hosts.byaddr...

Updating rpc.byname...

Updating rpc.bynumber...

Updating services.byname...

Updating services.byservicename...

Updating netid.byname...

Updating protocols.bynumber...

Updating protocols.byname...

Updating mail.aliases...

gmake[1l]: Leaving directory °/var/yp/serverlinux'
dlp has been set up as a NIS master server.

Now you can run ypinit -s dlp on all slave server.
# It's neccessary to update NIS database with following way if new user is
added again

[root@linux ~]#cd /var/yp

[root@dlp yp]#make

5.72. CAU HINH NIS CLIENT
- Chinh stra file /etc/yp.conf

domain serverlinux.vn broadcast

—  Start tién trinh ypbin:




- Sir dung I1énh ypwhich dé kiém tra NIS server nao dang phuc vu nhiing request NIS:
~ Lénh ypcat dé liét ké thong tin mot bang map trén NIS server:
~  Cau hinh file /etc/nsswitch.conf dé hé théng can tim kiém thong tin:

- Dung mdt may khac login bang user chi c6 trén NIS server (khong ton tai & may cuc bo) dé

kiém tra hoat dong sur dung NIS chimg thuc:
— Khi thay dbi thong tin trén bang map ctia NIS server, nhu thém user test vao file /etc/passwd
- Update lai thong tin trén NIS server nhu sau:
- Tai NIS client, xem lai ban map:
- Xoa thong tin cta user test trén local:#userdel test

~  Thur switch qua user test, két qua van switch dugc binh thuong, vi lic nay thong tin da duoc
tim kiém trén NIS

[root@linux ~]#yum -y install ypbind rpcbind
[root@linux ~]#vi /etc/sysconfig/network
NETWORKING=yes

HOSTNAME=www.Serverlinux.vn

# add at the last line

NISDOMAIN=serverlinux.vn

[root@linux ~]#vi /etc/sysconfig/authconfig

USENIS=yes # line 19: change

[root@linux ~]#vi /etc/yp.conf

# add at the last line ( [domain] server [NIS server] )

domain serverlinux server dlp.serverlinux

[root@linux ~]#vi /etc/nsswitch.conf

passwd: files nis # line 33: add
shadow: files nis # add

group: files nis # add

hosts: files dns nis # add




# add optionally if you need ( create home directory automatically if it's
none )

[root@linux ~]#vi /etc/pam.d/system-auth

# add at the last line

session optional pam mkhomedir.so skel=/etc/skel umask=077
[root@linux ~]#chkconfig rpcbind on

[root@linux ~]#chkconfig ypbind on

[root@linux ~]#shutdown -r now

www.serverlinux login:debian # user on NIS
Password: # password

Creating directory '/home/debian'.

[debian@www ~]S$# logined

[debian@www ~]S$Sypwhich

dlp

[debian@www ~]Sypcat passwd
cent:x:500:500::/home/fermi:/bin/bash
ubuntu:x:502:502::/home/ubuntu:/bin/bash
fedora:x:501:501::/home/cent:/bin/bash
debian:x:503:503::/home/debian:/bin/bash

[debian@www ~]S$Sypcat hosts

10.0.0.30 dlp dlp.serverlinux

10.0.0.30 dlp dlp.serverlinux

127.0.0.1 localhost localhost.localdomain localhost4
localhost4.localdomaind

127.0.0.1 localhost localhost.localdomain localhost4
localhost4.localdomain4

127.0.0.1 localhost localhost.localdomain localhost4
localhost4.localdomain4

127.0.0.1 localhost localhost.localdomain localhost4
localhost4.localdomain4

[debian@www ~]Syppasswd # try to chnage NIS password
Changing NIS account information for debian on dlp.
Please enter old password: # current one
Changing NIS password for debian on dlp.

Please enter new password: # new one

Please retype new password:

The NIS password has been changed on dlp.
[debian@www ~]$ #just changed




5.8. DICH VU LDAP
5.8.1. CAU HINH LDAP SERVER

Cai dat OpenLDAP
- Kiém tra goi openldap da duogc cai dat hay chua. Néu chua cai dit thi c6 thé str dung trinh
tién ich YUM hodc trinh cai dit RPM dé cai dit phan mém.

[root@dir ~]#yum -y install openldap-servers openldap-clients

[root@dir ~]#vi /etc/sysconfig/ldap

# line 16: uncomment and change

SLAPD LDAPI=yes

[root@dir ~]#vi /etc/openldap/slapd.conf

# create new

pidfile /var/run/openldap/slapd.pid

argsfile /var/run/openldap/slapd.args

[root@dir ~]#rm -rf /etc/openldap/slapd.d/*

[root@dir ~]#slaptest -f /etc/openldap/slapd.conf -F /etc/openldap/slapd.d
config file testing succeeded

[root@dir ~]#vi /etc/openldap/slapd.d/cn=config/olcDatabase\={0}config.1ldif
# line 4: change

olcAccess: {0}to * by
dn.exact=gidNumber=0+uidNumber=0, cn=peercred, cn=external, cn=auth manage by
* break

[root@dir ~]#vi
/etc/openldap/slapd.d/cn=config/olcDatabase\={1l}monitor.1dif

# create new

dn: olcDatabase={l}monitor

objectClass: olcDatabaseConfig

olcDatabase: {l}monitor

olcAccess: {l}to * by
dn.exact=gidNumber=0+uidNumber=0, cn=peercred, cn=external, cn=auth manage by
* break

olcAddContentAcl: FALSE

olcLastMod: TRUE

olcMaxDerefDepth: 15

olcReadOnly: FALSE

olcMonitoring: FALSE

structuralObjectClass: olcDatabaseConfig

creatorsName: cn=config

modifiersName: cn=config

[root@dir ~]#chown -R ldap. /etc/openldap/slapd.d




[root@dir ~]#chmod -R 700 /etc/openldap/slapd.d
[root@dir ~]#/etc/rc.d/init.d/slapd start
Starting slapd: [ OK ]

[root@dir ~]#chkconfig slapd on

Céu hinh openldap

[root@dir ~]#ldapadd -Y EXTERNAL -H ldapi:/// -f
/etc/openldap/schema/core.ldif

SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidNumber=0, chn=peercred, cn=external,cn=auth
SASL SSF: O

adding new entry "cn=core,cn=schema,cn=config"

[root@dir ~]#ldapadd -Y EXTERNAL -H ldapi:/// -f
/etc/openldap/schema/cosine.1dif

SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidNumber=0, chn=peercred, cn=external,cn=auth
SASL SSF: 0

adding new entry "cn=cosine,cn=schema,cn=config"

[root@dir ~]#ldapadd -Y EXTERNAL -H ldapi:/// -f
/etc/openldap/schema/nis.ldif

SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidNumber=0, chn=peercred, cn=external,cn=auth
SASL SSF: O

adding new entry "cn=nis,cn=schema,cn=config"

[root@dir ~]#ldapadd -Y EXTERNAL -H ldapi:/// -f
/etc/openldap/schema/inetorgperson.ldif

SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidNumber=0, cn=peercred, cn=external,cn=auth
SASL SSF: 0

adding new entry "cn=inetorgperson, cn=schema,cn=config"

[root@dir ~]#slappasswd # generate password

New password: # input any one

Re-enter new password:

{SSHA}XXXXXXXXXXXXXXKXXKXXKXXKX

[root@dir ~]#vi backend.ldif

# create new

# replace the section "dc=***,dc=***" to your own suffix

# replace the section "olcRootPW: ***" to your own password generated by
slappasswd above

dn: cn=module,cn=config

objectClass: olcModuleList

cn: module




olcModulepath: /usr/lib64/openldap

olcModuleload: back hdb

dn: olcDatabase=hdb, cn=config

objectClass: olcDatabaseConfig

objectClass: olcHdbConfig

olcDatabase: {2}hdb

olcSuffix: dc=server,dc=world

olcDbDirectory: /var/lib/ldap

0lcRootDN: cn=admin,dc=server,dc=world

O01CROOLPW: {SSHA}XXXXXXXXXXXXXXXXXXXXXXXX

olcDbConfig: set cachesize 0 2097152 0

olcDbConfig: set 1k max objects 1500

olcDbConfig: set 1k max locks 1500

olcDbConfig: set 1k max lockers 1500

olcDbIndex: objectClass eq

olcLastMod: TRUE

olcMonitoring: TRUE

olcDbCheckpoint: 512 30

olcAccess: to attrs=userPassword by dn="cn=admin,dc=server,dc=world" write
by anonymous auth by self write by * none

olcAccess: to attrs=shadowLastChange by self write by * read
olcAccess: to dn.base="" by * read

olcAccess: to * by dn="cn=admin,dc=server,dc=world" write by * read
[root@dir ~]#ldapadd -Y EXTERNAL -H ldapi:/// -f backend.ldif
SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidNumber=0, chn=peercred, cn=external,cn=auth
SASL SSF: 0

adding new entry "cn=module,cn=config"

adding new entry "olcDatabase=hdb,cn=config"

[root@dir ~]#vi frontend.ldif

# create new

# replace the section "dc=***,dc=***" to your own suffix

# replace the section "userPassword: ***" to your own password generated by
slappasswd above

dn: dc=server,dc=world

objectClass: top

objectClass: dcObject

objectclass: organization

o: Server World

dc: Server

dn: cn=admin,dc=server,dc=world

objectClass: simpleSecurityObject

objectClass: organizationalRole

cn: admin




userPassword: {SSHA}XXXXXXXXXXXXXXXXXXXXXXXX

dn: ou=people,dc=server,dc=world

objectClass: organizationalUnit

ou: people

dn: ou=groups,dc=server,dc=world

objectClass: organizationalUnit

ou: groups

[root@dir ~]#ldapadd -x -D cn=admin,dc=server,dc=world -W -f frontend.ldif
Enter LDAP Password: # password you set
adding new entry "dc=server,dc=world"

adding new entry "cn=admin,dc=server,dc=world"
adding new entry "ou=people,dc=server,dc=world"

adding new entry "ou=groups,dc=server,dc=world"

Thém danh sach ngudi dung hé thong cuc b vao danh muc LDAP

[root@dir ~]#vi ldapuser.sh
# extract local users who have 500-999 digit UID
# replace "SUFFIX=***" to your own suffix
# this is an example
#!/bin/bash
SUFFIX="'dc=server,dc=world'
LDIF="'ldapuser.ldif"
echo -n > $SLDIF
for line in “grep "x:[5-9][0-9][0-9]:" /etc/passwd | sed -e "s/ /%/g""
do
UIDl="echo $line | cut -d: -fl°
NAME="echo $line | cut -d: -f5 | cut -d, -fl1°
if [ ! "SNAME" ]
then
NAME=SUID1
else
NAME="echo $NAME | sed -e "s/%/ /g™
fi
SN="echo S$SNAME | awk '{print $2}'"
if [ ! "SSN" ]
then
SN=S$NAME
fi
GIVEN="echo S$NAME | awk '{print $1}'"
UID2="echo $line | cut -d: -£3°
GID="echo $line | cut -d: -f4°
PASS="grep $UIDl: /etc/shadow | cut -d: -f2°




SHELL="echo $line | cut -d: -f7°

HOME="echo $line | cut -d: -f6°
EXPIRE="passwd -S $UID1 | awk '{print $7}'"
FLAG="grep $UIDl: /etc/shadow | cut -d: -f9°

if [ ! "SFLAG" ]
then

FLAG="0"
fi

WARN="passwd -S $UID1 | awk '{print $6}'"

MIN="passwd —-S $UID1 | awk '{print $4}'"

MAX="passwd -3 $UID1 | awk '{print $5}'"

LAST="grep $UID1: /etc/shadow | cut -d: -f3°

echo "dn: uid=$UID1, ou=people, SSUFFIX" >> SLDIF

echo "objectClass: inetOrgPerson" >> S$LDIF

echo "objectClass: posixAccount" >> SLDIF

echo "objectClass: shadowAccount" >> SLDIF

echo "uid: $UID1" >> SLDIF

echo "sn: $SN" >> SLDIF

echo "givenName: S$GIVEN" >> SLDIF

echo "cn: SNAME" >> SLDIF

echo "displayName: S$NAME" >> SLDIF

echo "uidNumber: $UID2" >> SLDIF

echo "gidNumber: $GID" >> SLDIF

echo "userPassword: {crypt}S$PASS" >> SLDIF

echo "gecos: $NAME" >> SLDIF

echo "loginShell: $SHELL"™ >> SLDIF

echo "homeDirectory: $HOME" >> SLDIF

echo "shadowExpire: SEXPIRE" >> SLDIF

echo "shadowFlag: $FLAG" >> SLDIF

echo "shadowWarning: $WARN" >> SLDIF

echo "shadowMin: S$MIN" >> SLDIF

echo "shadowMax: S$MAX" >> SLDIF

echo "shadowLastChange: S$LAST" >> SLDIF

echo >> SLDIF
done
[root@dir ~]#sh ldapuser.sh
[root@dir ~]#ldapadd -x -D cn=admin,dc=server,dc=world -W -f ldapuser.ldif
Enter LDAP Password: # LDAP admin password
adding new entry "uid=cent, ou=people,dc=server,dc=world"
adding new entry "uid=fedora,ou=people,dc=server,dc=world"
adding new entry "uid=ubuntu, ou=people,dc=server,dc=world"
adding new entry "uid=debian, ou=people,dc=server,dc=world"

adding new entry "uid=fermi, ou=people,dc=server,dc=world"




Thém nhém danh sach ngwdi dung vao danh muc LDAP

[root@dir ~]#vi ldapgroup.sh
# extract local groups who have 500-999 digit UID
# replace "SUFFIX=***" to your own suffix
# this is an example
#!/bin/bash
SUFFIX="'dc=server,dc=world’
LDIF="'ldapgroup.ldif'
echo -n > SLDIF
for line in “grep "x:[5-9][0-9][0-9]:" /etc/group"
do

CN="echo $line | cut -d: -fl1°

GID="echo $line | cut -d: -f3°

echo "dn: c¢cn=$CN, ou=groups, $SSUFFIX" >> SLDIF

echo "objectClass: posixGroup" >> SLDIF

echo "cn: SCN" >> SLDIF

echo "gidNumber: $GID" >> SLDIF

users="echo $line | cut -d: -f4 | sed "s/,/ /g™

for user in ${users} ; do

echo "memberUid: ${user}" >> SLDIF

done

echo >> SLDIF
done
[root@dir ~]#sh ldapgroup.sh
[root@dir ~]#ldapadd -x -D cn=admin,dc=server,dc=world -W -f ldapgroup.ldif
Enter LDAP Password: # LDAP admin password
adding new entry "cn=cent,ou=groups,dc=server,dc=world"
adding new entry "cn=fedora,ou=groups,dc=server,dc=world"
adding new entry "cn=ubuntu, ou=groups,dc=server,dc=world"
adding new entry "cn=debian,ou=groups,dc=server,dc=world"

adding new entry "cn=fermi, ou=groups,dc=server,dc=world"

Néu muon x6a ngudi dung hodc nhom nguoi dung thi cé thé dung cac 1énh sau

[root@dir ~]#ldapdelete -x -W -D 'cn=admin,dc=server,dc=world’
"uid=cent, ou=people,dc=server,dc=world"

Enter LDAP Password:

[root@dir ~]#ldapdelete -x -W -D 'cn=admin,dc=server,dc=world'
"cn=cent, ou=groups, dc=server,dc=world"

Enter LDAP Password:




Test hoat djng ciia openldap
- Xem file /etc/openldap/slapd.conf v&i nhitng option mac dinh:

- Stra nhitng dong sau trong file /etc/openldap/slapd.conf:

- Khé1 dong dich vu Idap

- Soan thao file /etc/sample.ldif c6 ndi dung nhu sau:

- Dung Iénh ldapadd dé add ndi dung cua file sample.1dif vao Idap server
- Dung Iénh ldapsearch tién hanh tim kiém nhimng dit liéu vira import:

—  Tim kiém entry c6 “cn=bogus”

- Xoa entry “cn=bogus,dc=example,dc=org”:

- Kiém tra lai:

5.8.2. CAU HINH LDAP CLIENT

[root@linux ~]#yum -y install openldap-clients nss-pam-ldapd
[root@linux ~]#vi /etc/openldap/ldap.conf

# add at the last line

# LDAP server's URI

URI ldap://10.0.0.39/

# specify Suffix

BASE dc=server,dc=world

TLS CACERTDIR /etc/openldap/cacerts

[root@linux ~]#vi /etc/nslcd.conf
# line 131: specify URI, Suffix
uri

ldap://10.0.0.39/

base dc=server,dc=world

ssl no

tls cacertdir /etc/openldap/cacerts

[root@linux ~]#vi /etc/pam ldap.conf




# line 17: make it comment
#host 127.0.0.1

# line 20: specify Suffix
base dc=server,dc=world

# add at the last line

uri ldap://10.0.0.39/

ssl no

tls_cacertdir /etc/openlda

pam_password md5

p/cacerts

[root@linux ~]#vi /etc/pam.d/system—-auth

# add like follows
#%PAM-1.0
# This file is auto-genera

# User changes will be des

auth required
auth sufficient
auth sufficient
auth requisite
auth sufficient
auth required
account required
account sufficient
account sufficient
account [default=bad s
account required
password requisite
password sufficient

use authtok

password sufficient
password required
session optional
session required
session [success=1 def

quiet use uid

session required
session optional
# add if you need ( create
session optional

[root@linux ~]#vi /etc/nss

ted.

troyed the next time authconfig is run.
pam_env.so

pam_ fprintd.so

pam unix.so nullok try first pass

pam succeed if.so uid >= 500 quiet

pam ldap.so use first pass

pam_deny.so

pam unix.so

pam_localuser.so

pam succeed if.so uid < 500 quiet
uccess=ok user unknown=ignore] pam ldap.so
pam permit.so

pam cracklib.so try first pass retry=3 type=

pam unix.so sha5l2 shadow nullok try first pass

pam_ldap.so use_ authtok
pam_deny.so

pam keyinit.so revoke
pam limits.so

ault=ignore] pam succeed if.so service in crond

pam unix.so
pam_ldap.so

home directory automatically if it's none )
pam mkhomedir.so skel=/etc/skel umask=077

witch.conf

passwd: files ldap # line 33: add
shadow: files ldap # add

group: files ldap # add
netgroup: ldap # line 57: change

automount: files ldap #

line 61: change




[root@linux ~]#vi /etc/sysconfig/authconfig
# line 18: change

USELDAP=yes

[root@linux ~]#chkconfig nslcd on
[root@linux ~]#shutdown -r now

wWww.serverlinux.vn login:fermi # user on LDAP

Password:

Creating directory '/home/fermi'.

[fermi@www ~]$ # just logined

[fermi@www ~]$ passwd # try to change LDAP password
Changing password for user fermi.

Enter login (LDAP) password:

New password:

Retype new password:

LDAP password information changed for fermi

passwd: all authentication tokens updated successfully.




CHUONG 06: QUAN LY CO SO DU LIEU TREN LINUX

6.1. COSODULIEUMYSQL

6.1.1. CAIPAT MYSQL

[root@linux ~]#yum -y install mysgl-server

[root@linux ~]#/etc/rc.d/init.d/mysgld start

Initializing MySQL database: Installing MySQL system tables...OK
Filling help tables... OK

Please report any problems with the /usr/bin/mysglbug script!
Starting mysqgld: [ OK ]

[root@linux ~]#chkconfig mysqgld on

[root@linux ~]#mysgl -u root
# connect to MySQL
mysgl>select user,host,password from mysqgl.user;

localhost
root | www.server.world
root | 127.0.0.1
localhost
www.server.world

5 rows in set (0.00 sec)

# set root password

mysgl>set password for root@localhost=password('password');
Query OK, 0 rows affected (0.00 sec)

# set root password

mysgl>set password for root@'127.0.0.1'=password('password');
Query OK, 0 rows affected (0.00 sec)

# set root password

mysgl>set password for root@'www.serverlinux'=password('password');
Query OK, 0 rows affected (0.00 sec)

# delete anonymous user

mysgl>delete from mysqgl.user where user='"';

Query OK, 2 rows affected (0.00 sec)

mysqgl>select user,host,password from mysqgl.user;




localhost | *2470C0C06DEE42FD1618BBI005ADCAZECIDIETS |

www.server.world | *2470COCO6DEE42FD1618BBI9005ADCA?ECIDIETS |
127.0.0.1 l *2470C0C06DEE42FD1618BBIY0NOSADCAZECIDIETS |

in set (0.00 sec)
mysqgl>exit # quit

Bye
[root@linux ~]#mysgl -u root -p # connect with root
Enter password: # MySQL root password

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 4

Server version: 5.1.52 Source distribution

Copyright (c) 2000, 2010, Oracle and/or its affiliates. All rights
reserved.

This software comes with ABSOLUTELY NO WARRANTY. This is free software,and
you are welcome to modify and redistribute it under the GPL v2 license
Type 'help;' or '\h' for help. Type '\c' to clear the current input
Statement.

mysgl>exit

Bye

6.12. CAIPAT VA CAU HINH PHPMYADMIN

[root@linux ~]#yum --enablerepo=epel -y install phpMyAdmin php-mysgl php-
mcrypt
# install from EPEL

[root@linux ~]#vi /etc/httpd/conf.d/phpMyAdmin.conf
# line 14: add IP address you permit

Allow from 127.0.0.1

10.0.0.0/24

[root@linux ~]#/etc/rc.d/init.d/httpd reload
Reloading httpd: [ OK ]

Truy cép 'http://(hostname hodc IP address)/ trong trinh duyét dé truy cap vao co so dit liéu véi
user cua MySQL.



6.2. COSODU LIEU ORACLE

6.2.1. CAIPAT ORACLE

[root@db01l ~]#yum -y install binutils compat-libstdc++-33 elfutils-1libelf
elfutils-libelf-devel glibc glibc-common glibc-devel gcc gcc-c++ libaio
libaio-devel libgcc libstdc++ libstdc++-devel make sysstat unixODBC
unixODBC-devel

Chinh sira cac tham so kernel

[root@db01l ~]#vi /etc/sysctl.conf

# make it comment
#net.bridge.bridge-nf-call-ip6tables = 0
#net.bridge.bridge-nf-call-iptables = 0
#net.bridge.bridge-nf-call-arptables = 0
# add at the last line
net.ipv4.ip local port range = 9000 65500
fs.file-max = 6815744

kernel.shmall = 10523004

6465333657

kernel.shmmni = 4096

kernel.sem = 250 32000 100 128

net.core.rmem default=262144

kernel.shmmax

net.core.wmem default=262144
net.core.rmem max=4194304
net.core.wmem max=1048576

fs.aio-max-nr = 1048576

[root@db01l ~]#sysctl -p

net.ipv4.ip forward = 0
net.ipvd.conf.default.rp filter =1
net.ipvéd.conf.default.accept source route = 0
kernel.sysrg = 0

kernel.core uses pid =1

net.ipvd.tcp syncookies =1
net.ipv4.ip local port range = 9000 65500
fs.file-max = 65536

kernel.shmall = 10523004
kernel.shmmax = 6465333657
kernel.shmmni = 4096

kernel.sem = 250 32000 100 128

net.core.rmem default = 262144




net.core.wmem default = 262144
net.core.rmem max = 4194304
net.core.wmem max = 1048576

fs.aio-max-nr = 1048576

Tao user cho oracle.

[root@db01l ~]#groupadd -g 200 oinstall

[root@db0l ~]#groupadd -g 201 dba

[root@db01l ~]#useradd -u 440 -g oinstall -G dba -d /usr/oracle oracle

[root@db0l ~]#vi /etc/pam.d/login# near line 14: add

session required pam_selinux.so open

session required pam_namespace.so

session required pam limits.so

session optional pam keyinit.so force revoke
session include system-auth

-session optional pam ck connector.so

[root@db01l ~]#vi /etc/security/limits.conf
# add at the last line

oracle soft nproc 2047

oracle hard nproc 16384

oracle soft nofile 1024

oracle hard nofile 65536

[root@db0l ~]#vi /etc/profile

# add at the last line

if [ $SUSER = "oracle" ]; then

if [ S$SSHELL = "/bin/ksh" ]; then
ulimit -p 16384

ulimit -n 65536

else

ulimit -u 16384 -n 65536

fi

fi




Cai dat oracle 11g R2

Tai Oracle Databse I1g R2 danh cho Linux tai

http://www.oracle.com/technology/software/products/database/index.html
Sau khi tai vé tién hanh giai nén theo cac budc sau:

dia chi

[oracle@db0l ~]$cd tmp

[oracle@db0l tmp]$unzip linux.x64 11gR2 database lof2.zip
[oracle@dbOl tmp]Sunzip linux.x64 11gR2 database 20f2.zip

Tién hanh cai dit

‘ [oracle@db0l tmpl$./database/runInstaller

a) Trinh cai dat Oracle khoi dong. Pau tién, nhadp dia chi email va password dé nhan thong tin tur

Oracle nhu security. Nhin Next dé tiép tuc.

Oracle Database 11g Release 2 Installer - Installing database - Step 1 of 8

Configure Security Updates

== 11

Prowide your emall address to be nformed of security issues, install the product
andi guration manager. View detajls.

& Configure Security Updates

s Installation Option

Email [x

Oracle Support email

[#] | wish to receive security updates via My Oracle Support.

My Oracle SUpPORT Password: | werememerwessremmsre]

Help [

Next > | cancar |

b) Chon "Install database software only".



Select Installation Option

 Confiaure Security Undates

e Instaliation Option

s, Grid Options

Oracle Database 11g Release 2 Installer - Installing database - Step 2 of 9

Select any of the following install aptions.

() Create and configure a database
§ (5 Install database softaare only|

ing database

Upgrade an exi;

ORACLE"

DATABASE

<pack | Hexi> |

18

Cancel |

¢) Chon "Single Instance ***".

Node Selection

|
Installation Option
A
4 Grid Options

i, Install Type

| Hew

Select the type of database installation you 'want 1o perform.
(%) gingle instance database installation

7) Real Application Clusters database instaliation

< fack

ORACLE"

DATABASE

Mext >

1

Cancel |

d) Chon ngon ng.



Oracle Database 11g Release 2 Installer - Installing database - Step 4 of 11

Select Product Languages

errrerill | o

Select the languages inwhich your product will run

Available Languages: Selected Language:
Arabic English
Gengall

& Product Languages Grazilian Portuguese
Bulgarian

Canadian French
Catalan

Croatian

Czech

Danish

Dutch

Egyptian

English (United Kingdom)
Estonian

Finnish

French

Cerman

Creek

Hebrew

Hungarian

Icelandic
Ingonesian

Crid Options

[B]»|[#]+

[4

[ hep <pack | Next> | [ cancel

e) Chon Enterprise edition.

Oracle Database 11g Release 2 Installer - Installing database - Step 5 of 11

Select Database Edition % 11g

DATABASE

Which database ¢dition do you want to install?

Enterprise Edition (4.29C8)

Oracle Database 11g Enterprise Edition is a self-managing database that has the scalability,
performance, high availability, and security features required to run the most demanding,

Product Languages mission-critical applications.
u Database Edition ) Standard Edition (4.22CE)
e e Oracle Database 11g Standard Edition is ideal forwork groups, departments, and small to
} (st s i i Iooking for solutions.

") Standard Edition Qne (4.22CE)

Oracle Database 11g Standard Edition One is ideal for work groups, departments, and small to
dium-sized logking for | olutions,

| select Options...

[ Bew <gack | Next> | | cancel

f) Chon thu muyc cai dat Oracle. Trong vi du nay, gitr default va nhén Next dé tiép tuc



Oracle Database 11g Release 2 Installer - Installing database - Step 6 of 11

Specify Installation Location

errrerill | o

Specify an Oracle base path to place all Oracle software and configuration-related files. This location is
the Oracle base directory.

Oracle Base: | /usr/oracle/app || | Browse

e Specify a location for storing Oracle software files. This location is the Oracle home directory.

g

Installation Location Software Locati

n: | fusr foracie/app{product{11.2.0/dbhome_1 (=] [Browse

& Opersting System Groups

[ hep <pack | Next> | Cancel |

g) Chon mic dinh va tiép tuc.

Oracle Database 11g Release 2 Installer - Installing database - Step 7 of 11
Create Inventory ORACLE 1 1g
DATABASE
‘You are starting your first installation on this host. Specify a directory for installation files. This directory
i called the "inventory directary”. The installer automatically sets up subdirectories for each product to
contain inventory data. The subdirectory for each product typically requires 150 kilobytes of disk space.
Inventary Directory: [ jusrjaracleforalnventory [Browse |
| Specify an operating system group whose members have write permission to the inventory directory
ocation ¥).
Create Inventory oralnwentory Group Name: [oinstal + |
Prerequisite Checks
[ e <Back | Mext> ] Cancel

h) Lua chon group co dit liéu. Trong vi du nay chon default va tiép tuc.



Oracle Database 11g Release 2 Installer - Installing database - Step 8 of 12

Privileged Operating System Croups

sarasase 11

5YSDBA and SYSOPER privileges are required 10 create a database using aperating system (05)
authentication. Membership in OSDBA grants the SYSDEA privilege, and membership in OSOPER grants
the SYSOPER privilege, which is a subset of SYSDBA privileges. Select the name of the OSDBA group to
grant the SYSDBA privilege. You must be amember of this group.

Database Administrator (OSDBA) Croup: | dba

Wi Database Operator (OSOPER) Group: | olnstall =/

1
, Create lnvemtory
T
Operating System Groups

|
¢ Prerequisite Checks

[ <pack | pex> | [ cancel }

(i

i) Nhan Next dé tiép tuc

Oracle Database 11g Release 2 Installer - Installing database - Step 9 of 12

Perform Prerequisite Checks

reroreoll ) o

Some of the minimum requirements for instalistion are not completed. Review and fix the issues listed in
the following table, and recheck the system

| lgnore All

[ Checks | staws | Fixabie |
| % Checks
(% Packages
@ Package: libaio-0.3.105 Ignored
[ @ Package: glibc-2,3.4-2.41 lanared
¢ Operating System Groups @ Package: compat-libstdct+-33-3.2.3 Ignored
' Prerequisite Checks @ Package: libaio-devel-0.3.105 Ignored
I @ Package: libgee-3.4.6 Ignored
¢ Summary @ package: libstde++-3.4.6 Ignored
@ Package: unixODBC-2.211 Ignored
& Package: unixODBC-devel-2.2.11 Ignared
@y Package: pdksh-5.2.14 lanored

This is & prerequisite condition 1o 1est whether sufficient total swap space is available on the

system. (more details)
Expected Value - 3.73G {3911324,0K8)

Actal Value 1 1.97G6 (2064376.0KE)

[ e [ <gack || mext> ) [ Caneel }

j) Click "Finish" néu tit ca OK.



Oracle Database 11g Release 2 Installer - Installing database - Step 10 of 12

Summary ORACLE

DATABASE 11g

= Oracle Database 119 Release 2 Installer
(- Global settings

Disk space: required 4,29 GB available 9.65 CB
Source location: fusr/aracle/tmpjdatabase/install/. /stage/products.xml
Install method: Typical installation
Database edition: Ennerprise Edition (install database software only)
Oracle base: fusr/oracle/app
Software location: fusr/oraclefapp/product/11.2 0jdbhome_1
O5DBA group: dba

[ ) £} Inventory information

s Frecequishe Checks Inventory location: Jusr/oracle/ orslmentory

W Summary oralnventary group: sinstall

| Save Respanse File..

(i

<pack | [“misn | [ cancer |

k) Trinh cai dat bat dau, nhn nit Finish.

Oracle Database 11g Release 2 Installer - Installing database -

Step 11 of 12

Install Product ORACLE"

DATABASE 11g

Progress

4%

Linking RDEMS Executables

Status:

+ Oracle Database installation

In Progress
o« Prepare Sutceeded
& « Copyfiles Succeeded
iy u Link binaries In Progress

& Setup files Pending

Execute Root Scripts for Oracle Database installation Pending

‘' Install Product

{etais |

ORACLE 11g Oracls Application Express
"oarasase Oracle SQL Developer
Application

‘Oracla Data Masking Pack

Development

[ e | cancel ]

1) Man hinh sau hién thi, sau 6 m& terminal va thue thi cac 1énh sau véi user root.



= Execute Configuration scripts x

The following configuration scripts need 1o be executed as the "root" user.

Scripts to be executed:

Number|Script Location
1 JusrforacleforalnventoryforainstRoot.sh
2 Jusrforaclefapp/productf11.2 . 0fdbhome_1/root.sh

4

To execute the canfiguration scripts:
1. Open aterminal window
2. Log in as "root"
3. Run the scripts
4. Return to this window and click "OR" to continue

| Help | | oK

[root@db01 ~]# /usr/oracle/oralnventory/orainstRoot.sh
Changing permissions of /usr/oracle/oralnventory.

Adding read,write permissions for group.

Removing read,write,execute permissions for world.

Changing groupname of /usr/oracle/oralnventory to oinstall.
The execution of the script is complete.
[root@db0O1l~]#/usr/oracle/app/product/11.2.0/dbhome 1/root.sh
Running Oracle 1lg root.sh script...

The following environment variables are set as:

ORACLE OWNER= oracle

ORACLE HOME= /usr/oracle/app/product/11.2.0/dbhome 1

Enter the full pathname of the local bin directory: [/usr/local/bin]:

Enter

Copying dbhome to /usr/local/bin

Copying oraenv to /usr/local/bin

Copying coraenv to /usr/local/bin

Creating /etc/oratab file...

Entries will be added to the /etc/oratab file as needed by
Database Configuration Assistant when a database is created
Finished running generic part of root.sh script.

Now product-specific root actions will be performed.

Finished product-specific root actions.

#

m) Cai dat hoan thanh click nut "Close".




Oracle Database 11g Release 2 Installer - Installing database - Step 12 of 12 -yl
4 s .
Finish ORACLE 1 1g
DATABASE |
The installation of Oracle Database was successful
' Finish
[ hep | gese |

n) Cau hinh cho user Oracle.

[oracle@db0l ~]S$vi ~/.bash profile

# add at the last lone

export ORACLE HOME=SORACLE BASE/product/11.2.0/dbhome 1
export PATH=S$PATH: $ORACLE_HOME/bin

[oracle@db0l ~]$source ~/.bash profile

[oracle@db0l ~]$rm -rf tmp

0) Tao danh sach Oracle Net Listener

Create a Oracle Net Listener that is a network service on Oracle.

Login tai khoan Oracle va nhap vao 1énh "netca", sau khi sau xuét hién. Check vao nit "Listener
Configuration" va nhin next.

[} Oracle Net Configuration Assistant: Welcome x

Welcame to the Oracle Met Configuration
Assistant.

This toal will take wou through the comman
canfiguration steps, listed below.

Choose the configuration wau would like to da:
W Listener configuration

" Marming Methods configuration

" Local Met Service Mame configuration

" Directory Usage Configuration

Cancel ) Help ) =

Nhan Next.



Oracle Net Configuration Assistant: Listener Configuration, Listener

For remmate connections to be made to your Oracle
database, vwou must configure a Oracle MNet
listener. The Oracle Met Configuration Assistant
allows wou to add, reconfigure, rename ar delete
a listener.
Select what wou want to do:

A

O Reconfigure

= Delete

C Renarme

Cancel )l Help J & Batk ] Mext & |

Nhap tén Listner ma ban thich (t€n gi cling dugc)

Oracle Net Configuration Assistant: Listener Configuration, Listener Name

Far remote connections to be made to your Oracle
database wou must have at least one Oracle Net
listener. Enter the name of the listener wou want to
create:

Listener name:

Cancel )l Help ) & Batk Mext @

Trong vi du nay gitt mic dinh "TCP". C6 thé thay doi cic gia tri mic dinh nay.

Oracle Net Configuration Assistant: Listener Configuration, Select Protocols x

¥ou can configure the listener to accept connections aver one or
mare protocols. Select which protocals wou want to configure for
this listener. Keep swour configuration as simple as possible by
configuring only the protocols you need.

Auailable Protocols Selected Protocols
TCPS e I TCP ;s‘
IPC izl
7 =
| =

Cancel )l Help ) e




Nhap port. Trong vi du ndy gitt mdc dinh. C6 thé thay dbi cac gié tri ndy.

Which TCPfP port number should the listener use? The port
number selected should not be used by any other software
ah this camputer.

® ||se the standard port number of 1521

T lse another port number: En2l

Cancel ) Help ) e

Neéu muon tao ti€p mot Listener nita thi nhan “Yes” nguoc lai nhan “No”. Nhan “No” dé tiép tuc

Wauld wou like to canfigure anather listener?
Ko

" Yeg

C4u hinh hoan thanh



Oracle Net Configuration Assistant: Listener Configuration Done x

Listener configuration camplete!

Cancel )l Help J & Batk

Click "Finish" dé két thic. Sau khi hoan thanh, nhép lai trang thai bang lénh "netstat".

Oracle Net Configuration Assistant: Welcome x

Welcome to the Oracle Met Configuration
Assistant.

This toal will take wou through the camman
configuration steps, listed below.

Choose the configuration wou would like to da;
® |istener configuration

" Maming Methods configuration

" Local Met Service Name configuration

" Directory Usage Configuration

Cancel )l Help ) Z park | Mext ‘9/'] Einish

6.2.2. TRIEN KHAI THIET LAP CSDL SU DUNG ORACLE

Tao co s& dir li€u.

a) Login vao user trong Oracle va nhap vao 1énh "dbca", nhan "Next" dé tiép tuc



se Configuration Assistant : Welcome

‘Welcome 10 Database Configuration Assistant for Oracle database.

The Database Configuration Assistant enables you 1o create a database, configure database
options in an existing database, clelete a database, and manage database templates.

Cancel | Help |
—_—

b) Chon "Create Database" va nhan next

Database Configuration Assistant, Step 1 of 12 : Operations

Select the operation that you want to perform:
@ Create a Database
€ Configure Database Options
€ Delete a Databiase

 Manage Templates

ASM configuration operations must be performed using Autamatic Storage
Management Configuration Assistant (ASMCA) from Oracle Grid Infrastructure home.

Cancel | Help |
e

¢) Chon "General Purpose ***" va tiép tuc



Database Configuration Assls!

Cancel | Help
—_—

atabase Templates

Templates that include datafiles contain pre-created databases. They allow vou to create a
new database in minutes, as opposed to an hour or more. Use templates without datafiles
only when necessary, such as when you need to change attributes like block size, which
cannot be aitered after database creation,

Select Template

Includes Datafiles

C Custom Database
C Data Warehouse

¢ Bac Next B |

d) Nhap tén Grobal Database va SID nhu bén dudi.

Cancel | Help

Database Configuration Assistant, Step 3 of 12 : Database Identification

An Oracle database is uniguely identified by a Global Database Mame, typically of the form
“name dornain®.

Global Database Name; [do01.server world

Adatabase is referenced by at least one Oracle instance which is uniquely identified from
any other instance on this computer by an Oracle System Identifier (S1D).

SID: [dbo1

e) Giir gi4 tri mdc dinh va tiép tuc




Database Configuration Assistant, Step 4 of 12 : Management Options

Enterprise Manager | [ Automatic Maintenance Tasks

v Canfigure Enterprise Manager

€ Regleter; with Grid) Control for centralized management

rits Found

nagement Service N

® Configure Database Control for local managerment
[" Enable Alent Notifications

outgaing Mail EHTR) Server: [

Recigient Email Address |
[ Enable Daity Disk Backup to Recovery Area
Backup Start Time E ’0—0 @ AW C P

05 Username [

05 Bassword: [

Cancel | Help |
== Gy e

Database Configuration Assistant, Step 5 of 12 : Database Credentials

For security reasons, you must specify passwords for the following user accounts in the new
database.
© Use Different Administrative Passwords

User Name Password, Confirm Password

S5
SYSTEM
DESHMP
SYSMAN

® Use the Same Administrative Password for All Accounts

Password:

Confirm Password: E-wa [EE TP ey

Cancel | Help |

g) Gitr gia tri mdc dinh 1a "File System".



ase Configuration Assistant, Step 6 of 12 : Datal

Specify storage type and locations for database files,

Storage Type: [File System -

Storage Locations:
® Use Database File Locations from Template

" Use Common Location for All Database Files

Datatiase Files Location: | Briowise,.

€ Use Oracle-Managed Files

Dataliase Area: | Briowse:..

M ultiplex Redo Logs and Control File

If you want to specify different locations for any database files, pick any of the abowe
options except Oracle-Managed Files and use the Storage page later to customize
each file location. If you use Oracle-Managed Files, Oracle automatically generatas
the names for database files, which can not be changed on the Storage page.

File Location Wariables.

finish |

Cancel | Help | < Back

Database Configuration Asslistant, Step 7 of 12 : Recovery Configuration

Choose the recoveny options for the database;

[ Specify Flash Recovery Area

This is used as the default for all disk based backup and recovery operations, and is
also required for automatic disk based backup using Enterprise Manager. Oracle
recommends that the database files and recoveryfiles be located on physically different
disks for data protaction and performance

Flash Recowvery Area {ORACLE_BASE}/flash_recovery_  Browse. ..
Flash Recovery Area Size: |3382 : M Bytes w

™ Enable Archiving Edit Archive Mode Paramet:

File Location Variables.. )

Einish |

Cancel | Help | § Back

1) Configure sample schema and scripts. If you'd like to add them, Set them.



Database Configuration Assistant, Step 8 of 12 : Database Content

Sample Schemas || Custom Seripts |

Sample Schemas illustrate the use of a lavered approach to complexity, and are used
by some demonstration programs. Installing this will give you the following schemas in
wour database: Human Resources, Order Entry, Online Catalog, Product Media,
Information Exchange, Sales History. It will also create a tablespace called EXAMPLE
The tablespace will be about 130 MB.

Specify whether or not to add the Sample Schemas 10 your database

™ sample Schemas

Einish )

Memory |0 Sizing
® Typical
Memory Size (SCA and PCA): (1526 MB [ >J
Percentage; 40 % 250 MB 3816 MB.
I Use Automatic Memony Management Show Memaory Distribution.
_Custom
Mermony Marnagermernt lAmea(ic Shared Mermory Management |
SGASize [1144 = [imeves ]

[ze1

Total Memonyfor Oracle: 1526 M Bytes

All Initialization Param 2
Help | § Back Next 3 ) Einish |

Cancel

k) Specify max processes.



Database Configuration Assistant, Step 9 of 11 : Initialization Parameters

|I" character sets || Connection Mode!
Ablock is the smallest unit of storage for allocation and for /0. It cannot be changed
ance the database is created

Block Size: Byles

Specify the maximum number of operating system user processes that can be
simultaneously connected to this database. The value of this parameter includes the user
processes and the Oracle background processes,

Processes: 150 2

All Initialization Parareters. .
Help ) § Back Mext > ) Finish |

Cancel

1) Set Character setting.

Database Configuration Assistant, Step 9 of 11 : Initlalization Parameters

[ Memory 1 T Sking T character St

Database Character Set

" Use the default
The default character set for this database |¢ based on the language setting of this
operating system: WEBMSWIN1252.

f® Use Unicode (ALZ2UTFS)
Setting character set 1o Unicode (AL2 2UTF8) enables you 1o store multiple language
groups.

" Choose from the list of character sets

Database Character Set: [AL':ZLITFE = Unicade UiF-& Universal chanacier set J

W Show recommended|character sets only

National Character Set: | UTF& - Unicode 3.0 UTF-8 (niversal character set, CESU-_ v‘

Default Language: lAmeritan -J

Default Territony: |United States =

All Initialization Parameters. ..

Cancel | Help | § Back Mext 3 Einish |

m)Select connection mode. If your server does not have many clients, Select Dedicated server

mode. If your server has many clients, Select Shared server mode.



Caniel Help

Select the mode in which you wam your database to operate by default:

™ Dedicated Server Mode
For each client connection the database will allocate a resource dedicated to serving
onlythat client, Use this mode when the number of total client connections is expected
10 be small or when clients will be making persistent, long-running requests 1o the
database

" Shared Server Mode
Several client connections share a database-allocated pool of resources. Use this mode
when 2 large number of users need ta connect 1o the database simultaneously while
efficienthy utilizing system resources. The Oracle shared server feature will be enabled,
Shared Servers specifies the number of server processes that you want to create when
an instance is started up.
Shared Server: |

EditShared Server Parameters, . |

All Initialization Parareters. .
¢ Batk Next 3 ) Einish |

n) Confirm parameters for Storage settings. If you'd like to change, set them.

Database Configuration Assistant, Step 10 of 11 : Database Storage

-] Controifile
O Datatiles
JIRedo Log Groups

Create} |Delete

Cancel | Help
st

E - I

)

Database Storage

From the Database Storage page, you can specify storage parameters for database
creation. This page displays a tree listing and summary view (multi-colurn lists) 1o
enahble you to change and view the following objects:

Control files
Tablespaces
Datafiles

Rollback Segments
« Redo Log Croups

N
.

From any object type folder, click Create 1o create a new object. To delete an object,
select the specific object from within the object type folder and click Delete.
Important If you select a database template including data files, then you will not be
able to add or remove data files, 1ablespaces, or rollback segments, Selecting this type
of termplate enables you to change the fallowing:

+ Destination of the datafiles
+ Control files or log groups.

For more information, refer to the Oracle Datakase Storage Administrator’s Guide.

File Lacation Yariables.., |

_@ Back Next 3 ) Einish |

0) Configuration completed. Click "Finish" button to finish.



Database Configuration Assistant, Step 11 of 11 : Creatien

Rame:

Description;

Select the database creation options:

¥ Create Database

[ Save as a Database Template

Options

(EEEES

[” Generate Database Creation Scripts

Cancel | Help |
e B S,

D 5 i "
Directory. LJ'U;I’,’OI aclefapp/admin/db0l/scripts

< Back Iext

Browse

p) Confirm settings and Click "OK" if all are OK.

Database Details:

Global Database Name:
SID:

Storage Type:

Database Compenents

Database Configuration Type:

Management Option Type:

Memory Configuration Type:

Create Database - Summary

Database Configuration Summary

cl0 1 serverworld

Single Instance

ol

Database Contral

File System

Automatic Memory Management

Database Configuration Details

| Component
Oracle M
Oracle Text

Oracle XML DB

Kelected

true
true

rue

Cancel Help

- Confirmation

The following operations will be performec
A database called "db01" will be created

Sawe as an HTML file.

q) Database creation starts.




Database Configuration Assistant x

* Copying database files

Ideal Platform for

Grid Computing Creating and starting Oracle instance

Completing Database Creation

Low cost servers
and storage

Highest availability

Clone datahase creation in progress

Best scalability | 2%

Log files far the current operation are located at:
fusrforaclefapp/cfgtoollogs fdbcafdbol

r) Sau khi co s¢ dit li€u tao xong nhan "Exit" d€ hoan thanh.
[ ] Database Configuration Assistant x

Database creation complete. For details check the logfiles at:
Jusrforaclefapp/cigtoollogs/dbca/doo 1

Database [nformation,
Global Database Mame: db01 server warld
System ldentifierSID) dhol
Server Parameter File name: jusrforaclefapp/product/11.2 0f/dbhome_1/dbsfspfilefd2s ora

The Database Contral URL is https: /fdb0 1 server world 1158/ em

Management Repository has been placed in secure mode wherein Enterprise Manager data will
he encrypted. The encryation key has been placed in the file: fusrforacle/app/procuct/11.2.0
Jdbhome_1/db01 server world _fod3sfsysman/configfemkey. ora.  Please ensure this file is
backed up as the encrypted data will become unusable if this file is lost

Mote: All database accounts except SY3, SVSTEM, DBSMMP, and SYSMAN are locked. Select the
Password Management button to wview a complete list of locked accounts or to manage the
database accounts (except DESMMP and SYSMAN). From the Password Management wincow,
unlock only the accounts you will use. Oracle Corporation strongly recommends changing the
default passwards immediately after unlocking the account.

Password Management

s) Access to a URL that is shown on finished screen above with web browser, then follwing

screen is shown. Input a user name and password that you configured on the section

Create a init Scriptmake Oracle start automatically on system booting.

t) Change like folows first.

[root@db01l ~]#vi /etc/oratab
db01:/usr/oracle/app/product/11.2.0/dbhome 1:Y# change




[root@db0l ~]#vi /usr/oracle/.bash profile
# add your SID at the last line
export ORACLE SID=db01l

u) Create a init Script

[root@db01l ~]#vi /etc/rc.d/init.d/oracle
# this is an example
#!/bin/bash
# oracle: Start/Stop Oracle Database 11g R2
#
# chkconfig: 345 90 10
# description: The Oracle Database is an Object-Relational Database
Management System.
#
# processname: oracle
/etc/rc.d/init.d/functions
LOCKFILE=/var/lock/subsys/oracle
ORACLE HOME=/usr/oracle/app/product/11.2.0/dbhome 1
ORACLE USER=oracle
case "$1" in
'start')
if [ -f SLOCKFILE ]; then
echo $0 already running.
exit 1
fi
echo -n $"Starting Oracle Database:"
su - SORACLE USER -c "SORACLE HOME/bin/lsnrctl start"
su - $ORACLE USER -c "SORACLE HOME/bin/dbstart $ORACLE HOME"
su - SORACLE USER -c "SORACLE HOME/bin/emctl start dbconsole"
touch S$LOCKFILE

rr

'stop')
if [ ! -f SLOCKFILE ]; then
echo $0 already stopping.
exit 1
fi

echo -n $"Stopping Oracle Database:"

su - $ORACLE USER -c "SORACLE HOME/bin/lsnrctl stop"

su - $ORACLE_USER -c "$ORACLE_HOME/bin/dbshut"

su - $ORACLE USER -c "SORACLE HOME/bin/emctl stop dbconsole"
rm -f SLOCKFILE

'restart!')




$0 stop

$0 start
'status')
if [ -f SLOCKFILE ]; then

echo $0 started.

else

echo $0 stopped.
fi

rr

echo "Usage: $0 [start|stop|status]"
exit 1
esac

exit O

[root@db01l ~]#chmod 755 /etc/rc.d/init.d/oracle

[root@db0l ~]#/etc/rc.d/init.d/oracle start

Starting Oracle Database:

LSNRCTL for Linux: Version 11.2.0.1.0 - Production on 12-JUL-2011 23:41:57
Copyright (c) 1991, 2009, Oracle. All rights reserved.

Starting /usr/oracle/app/product/11.2.0/dbhome 1/bin/tnslsnr: please
wait...

TNSLSNR for Linux: Version 11.2.0.1.0 - Production

System parameter file is

/usr/oracle/app/product/11.2.0/dbhome 1l/network/admin/listener.ora

Log messages written to
/usr/oracle/app/diag/tnslsnr/db0l/listener/alert/log.xml

Listening on:

(DESCRIPTION= (ADDRESS= (PROTOCOL=tcp) (HOST=db0l.serverlinux) (PORT=1521)))
Connecting to

(DESCRIPTION= (ADDRESS=(PROTOCOL=TCP) (HOST=db0l.serverlinux) (PORT=1521)))
STATUS of the LISTENER

Alias LISTENER

Version TNSLSNR for Linux: Version 11.2.0.1.0 -
Production

Start Date 12-JUL-2011 23:41:57

Uptime 0 days 0 hr. 0 min. 0 sec

Trace Level off

Security ON: Local OS Authentication

SNMP OFF




Listener Parameter File

/usr/oracle/app/product/11.2.0/dbhome 1/network/admin/listener.ora
Listener Log File
/usr/oracle/app/diag/tnslsnr/db0l/listener/alert/log.xml

Listening Endpoints Summary...

(DESCRIPTION= (ADDRESS= (PROTOCOL=tcp) (HOST=db0l.serverlinux) (PORT=1521)))
The listener supports no services

The command completed successfully

Processing Database instance "db0l": log file
/usr/oracle/app/product/11.2.0/dbhome 1/startup.log

Oracle Enterprise Manager 1llg Database Control Release 11.2.0.1.0
Copyright (c) 1996, 2009 Oracle Corporation. All rights reserved.
https://db0l.serverlinux:1158/em/console/aboutApplication

Starting Oracle Enterprise Manager 11lg Database Control ........ started.
Logs are generated in directory

/usr/oracle/app/product/11.2.0/dbhome 1/db0l.serverlinux db0l/sysman/log

[root@db01l ~]#chkconfig --add oracle
[root@db01 ~]#chkconfig oracle on

6.2.3. CAIPAT JAVA DEVELOPMENT ENVIRONMENT

Cai dat Java SE Development Kit (JDK)

a) Taijdk-7-linux-x64.rpm tur dia chi http://download.oracle.com/otn-pub/java/jdk/7/jdk-7-
linux-1586.rpm hoac va dia chi cua Oracle
(http://www.oracle.com/technetwork/java/javase/downloads/java-se-jdk-7-download-

432154 .html)

b) Cai dat JDK

[root@linux ~]#rpm -Uvh jdk-7-linux-x64.rpm

Preparing... FHEFHHF AR F AR FHHF AR H R H SRS H S HEHHE [100%]
1:jdk E i i i ANV OCN
Unpacking JAR files...
rt.jar...
jsse.jar...

charsets.jar...




tools.jar...

localedata.jar...

[root@linux ~]#vi /etc/profile

# add at the last line

export JAVA HOME=/usr/java/default

export PATH=$PATH:S$JAVA HOME/bin

export
CLASSPATH=.:$JAVA_HOME/jre/lib:$JAVA_HOME/lib:SJAVA_HOME/lib/tOOlS.jar

[root@linux ~]#source /etc/profile

¢) Test thir bang cach tao chuong trinh sau

[root@linux ~]#vi day.java

import java.util.Calendar;

class day {

public static void main(String[] args) {

Calendar cal = Calendar.getlInstance();
int year = cal.get(Calendar.YEAR);
int month = cal.get(Calendar.MONTH) + 1;
int day = cal.get (Calendar.DATE) ;
int hour = cal.get(Calendar.HOUR OF DAY);
int minute = cal.get (Calendar.MINUTE) ;

System.out.println(year + "/" + month + "/" + day + " " + hour + ":"
+ minute);
}
}
[root@linux ~]#javac day.java # compile
[root@linux ~]#java day # execute

2011/7/30 21:7

6.2.4. JAVA APPLICATION SERVER - TOMCAT 7

a) Cai dat va cdu hinh Tomcat 7

[root@linux ~]#wgethttp://ftp.riken.jp/net/apache/tomcat/tomcat-
7/v7.0.23/bin/apache-tomcat-7.0.23.tar.gz

[root@linux ~]#tar zxvf apache-tomcat-7.0.16.tar.gz

[root@linux ~]#mv apache-tomcat-7.0.16 /usr/tomcat?

[root@linux ~]#useradd -d /usr/tomcat7 tomcat




useradd: warning: the home directory already exists.
Not copying any file from skel directory into it.

[root@linux ~]#chown -R tomcat. /usr/tomcat?

b) Tao script INIT

[root@linux ~]# vi /etc/rc.d/init.d/tomcat?
#!/bin/bash

# Tomcat7: Start/Stop Tomcat 7
#
# chkconfig: - 90 10

# description: Tomcat is a Java application Server.

/etc/init.d/functions

/etc/sysconfig/network

CATALINA HOME=/usr/tomcat?
TOMCAT USER=tomcat
LOCKFILE=/var/lock/subsys/tomcat

RETVAL=0
start () {
echo "Starting Tomcat7: "
su - S$TOMCAT USER -c "SCATALINA HOME/bin/startup.sh"
RETVAL=S$"?
echo
[ SRETVAL -eq 0 ] && touch S$SLOCKFILE
return $RETVAL

stop () {
echo "Shutting down Tomcat7: "
SCATALINA HOME/bin/shutdown.sh
RETVAL=S$"?
echo
[ SRETVAL -eq 0 ] && rm -f SLOCKFILE
return $RETVAL

case "$1" in
start)

start




stop)
stop

restart)
stop
start

status)

status tomcat

rr

echo $"Usage: $0 {start|stop|restart|status}"
exit 1
esac

exit $°?

[root@linux ~]#chmod 755 /etc/rc.d/init.d/tomcat?

[root@linux ~]#/etc/rc.d/init.d/tomcat7 start

Starting Tomcat7:

Using CATALINA BASE: /usr/tomcat’7
Using CATALINA HOME: /usr/tomcat?
Using CATALINA TMPDIR: /usr/tomcat7/temp
Using JRE_HOME: /usr/java/default

Using CLASSPATH: /usr/tomcat7/bin/bootstrap.jar:/usr/tomcat77/bin/tomcat-
juli.jar

[root@linux ~]#chkconfig --add tomcat?

[root@linux ~]#chkconfig tomcat7 on




¢) Truy cap vao trinh duyét web theo dia chi Access to "http://(your hostname or IP
address):8080/, trong vi du nay 1a http://serverlinux.vn:8080/

(I3 = iy

Heme Ducurmersien Confgueanen Exsspies Wikl MaingLists Fit bty

Apache Tomeati7.0.23 “&w _so_n_u:a:ﬁn.:n_:l:_a‘lm

Managing Tomeat Documentation
: 1 2 g sixm Tomcal?.

d) Cau hinh truy cap véi port khac port 8080 trong URL.

[root@linux ~]#vi /etc/httpd/conf.d/proxy ajp.conf
# add at the last line

ProxyPass /tomcat/ ajp://localhost:8009/

#Khdi déng lai dich vu web

[root@linux ~]#/etc/rc.d/init.d/httpd restart

Stopping httpd: [ OK 1]
Starting httpd: [ OK 1]

e) Truy cap vao trinh duyét theo dia chi http:/(your hostname or IP address)/tomcat/" voi port
mai 8009 nhu & budc ¢

B e Lo T
e Lo e topm et b loek oy
- - 3 03 ol

Home Ducumansbon Confguaben Erampies Wi MaSnglus  Fedbien

" Fsd
Apache Tomeati7.0.23 “&w _so_n_u:a:ﬁn.:n_:l:_a‘lm

Managing Tomeat Documentation
: 1 2 g sixm Tomcal?.

i T ——
. Tomest vias
e —
T
Chungeieg

f) Tao bai test servlet hién thi gio va ngay hién tai cia hé thong

[root@linux ~]#mkdir /usr/tomcat7/webapps/ROOT/WEB-INF/classes

[root@linux ~]#chown tomcat. /usr/tomcat7/webapps/ROOT/WEB-INF/classes




[root@linux ~]#cd /usr/tomcat7/webapps/ROOT/WEB-INF/classes

[root@linux classes]#vi daytime.java
import java.io.*;

import javax.servlet.*;

import javax.servlet.http.*;

import java.util.Calendar;

public class daytime extends HttpServlet ({
public void doGet (HttpServletRequest request

,HttpServletResponse response)

throws IOException, ServletException{
response.setContentType ("text/html") ;
PrintWriter out = response.getWriter();
Calendar cal = Calendar.getInstance();
out.println ("<html>");
out.println ("<head>");
out.println ("<title>DayTime</title>");
("</head>") ;
out.println ("<body>") ;
out.println("<div style=\"font-size: 40px; text-align: center; font-

out.println

weight: bold\">");

out.println(cal.get (Calendar.YEAR) + "/" + (cal.get(Calendar.MONTH) +
)y + "/" +

cal.get(Calendar.DATE) + " " + cal.get (Calendar.HOUR OF DAY) + ":" +
cal.get (Calendar.MINUTE)) ;

out.println ("</div>");

out.println ("</body>");

out.println ("</html>");

[root@linux classes]#javac -classpath /usr/tomcat7/lib/servlet-api.jar

daytime.java

[root@linux classes]#vi /usr/tomcat7/webapps/ROOT/WEB-INF/web.xml
# add follows between <web-app> - </web-app>

<servlet>
<servlet-name>daytime</servlet-name>
<servlet-class>daytime</servlet-class>

</servlet>




<servlet-mapping>
<servlet-name>daytime</servlet-name>
<url-pattern>/daytime</url-pattern>

</servlet-mapping>

g) Truy cap vao trinh duyét theo dia chi http://(your hostname or IP address)/tomcat/daytime



CAU HINH MOT SO DICH VU KHAC

7.1. CAIPAT VA CAU HINH VMWARE PLAYER

a) Tai phin mém VMware-Player-3.1.4-385536.x86_64.bundle tir website cia Vmware
(http://www.vmware.com/products/player/)

b) Cai dat VMWare Player

[root@linux ~]#chmod 700 VMware-Player-3.1.4-385536.x86 64.bundle
[root@linux ~]#./VMware-Player-3.1.4-385536.x86 64.bundle

Extracting VMware Installer...done.
Would you like to check for product updates on startup? [yes]:
# Enter
Would you like to help make VMware software better by sending
anonymous system data and usage statistics to VMware? [yes]:
# Enter
The product is ready to be installed. Press Enter to begin
installation or Ctrl-C to cancel.
# Enter
Installing VMware Player Application 3.1.4

Configuring...
G i A 0RO

Installation was successful.

¢) Tir giao dién do hoa vao 'System tools'> 'VMware Player’




[ ] End User License Agreement x

IS L End User License Agreement
(D To run VMware Player,
please read and accept the end user license agreement.

VMWARE, INC.

[ )

MASTER END USER LICENSE AGREEMENT

NOTICE: BY DOWNLOADING AND INSTALLING, COPYING OR OTHERWISE USING
THE SOFTWARE, YOU AGREE TO BE BOUND BY THE TERMS OF THIS VMWARE
MASTER END USER LICENSE AGREEMENT ("EULA"). IF YOU DO NOT AGREE
TO THE TERMS OF THIS EULA, YOU MAY NOT DOWNLOAD, INSTALL, COPY OR
USE THE SOFTWARE, AND YOU MAY RETURN THE URQSED SOFTWARE TO THE
VENDOR FROM WHICH YOU ACQUIRED IT WITHIN THIRTY (30) DAYS AND
REQUEST A REFUND OF THE LICENSE FEE, IF ANY, ALREADY PAID UPON
SHOWING PROOF OF PAYMENT. "YOU" MEANS THE NATURAL PERSON OR THE
ENTITY THAT IS AGREEING TO BE BOUND BY THIS EULA, THEIR EMPLOYEES
AND THIRD PARTY CONTRACTORS THAT PROVIDE SERVICES TO YOU. YoU
SHALL BE LIABLE FOR ANY FAILURE BY SUCH EMPLOYEES AND THIRD PARTY

w

| 9 Decline | ‘ <8 Accept |

d) Click 'Create a New Virtual machine'.

VMware Player

File Virtual Machine Help

Welcome To VMware Player

Create a New Virtual Machine
Create a new virtual machine, which will
then be added to the top of your library.

Open a Virtual Machine

Q Open an existing virtual machine, which will

then be added to the top of your library.

Upgrade to VMware Workstation
Get advanced features like Snapshots,
Record/Replay, Teams, Developer Tool
integration, and more.

Help
4% |  View help contents for VMware Player.
L2

e) Dat dia cai dat vao 6 dia va nhan next



New Virtual Machine Wizard *

A virtual machine is like a physical computer; it needs an operating system. How will

Welcome to the New Virtual Machine Wizard ﬁ
wou install the guest operating system?

Install operating system from:
Installer disc:

Deyice: [DVD RW AD-72605 | v Rgscan disc
3 windows 7 x64 detected.

This operating system will use Easy Install. {What's this?}

) Installer disc image file (150):

7 1 will install the operating system later.

VMware®

Player 3.1

g Help Q concel F W Next |

f) Nhap vao thong tin cia Windows.

New Virtual Machine Wizard *
Easy Install Information
This is used to install Windows 7 x64.

Windows product key

| HEHKK - AAX - XENXX - XMMHH - XHMMX |

Version of Windows to install

Windows 7 Ultimate 4

Personalize Windows

Full name: |ruu{

Password: | (optional)
Confirm: |

VMware®

Player 3.1

g Help Q concel 4 Back .- W Next |

g) Nhép tén va vi tri luu Virtual Machine.




New Virtual Machine Wizard *

HName the Virtual Machine
What name would you like to use for this virtual machine?

Virtual Machine Name

Name: [windnw.r. 7 w64

Location: |{|wl.|'wnw.!ru.’wirldows T 64 B3 Browse...

VMware®

Player 3.1

Q concel 48 pack || mp pext |

h) Chon size 6 dia

New Virtual Machine Wizard *
Specify Disk Capacity
How large do you want thic disk to be?
Disk Size

The virtual machine's hard disk is stored as one or more files on the
host computer’s physical disk. These file(s) start small and become
larger as you add applications, files, and data to your virtual machine.
Maximum disk size {in GB): |40.0

Recommended size for Windows 7 x64: 40 GB

@ Store virtual disk as a single file
) Split virtual disk inte multiple files

VMware®

Player 3.1

& Help a Cancel 4 Back wp Next |

1) Click 'Cistomize Hardware'




VMware Tools.

VMware

Player 3.1

Hew Virtual Machine Wizard

Ready to Create Virtual Machine
Click Finish to create the virtual machine and start installing Windows 7 x64 and then

The virtual machine will be created with the following settings:

Name:
Location:
Version:

Operating System: Windows 7 x64

Hard Disk:
Memary:

Network Adapter: NAT

Other Devices: CO/DVD, Floppy, USB Controller, Printer, Sound
Card
Customize Hardware...

i Automatically power on this virtual machine after creation.

L

Windows 7 x64
froot/vmware/Windows 7 x84
Workstation 6.5-7.x

40 GB, Monolithic
1024 MB

o Cancel 4 Bock 3 Finish

j) Thay ddi thong tin Virtual Machine néu can thiét

k) Click 'Finish'

Hardware |

Device Summary
3 Processors 2
(©) New CD/DVD (IDE) Using drive /dew/sr0
[l Floppy Auto detect
{#) Network Adapter  Bridged
@ usB controller  Present
i Sound Card Auto detect
(. Printer Present
= Display Auto detect
| 6] teb |

Virtual Mach

Memory

Specify the amount of memory allocated to this virtual
machine. The memory size must be a multiple of 4 MB.

Memory for this virtual machine: (2048 2| MB

32 GB
16 GB
B8GB
4 E Maximum recommended memory
4GB (Memory swapping may occur beyend this size)
208 |- 5140 M8
1GB k4]
512 MB
El Recommended memary
256 MB 1024 MB
128 MB
64 MB
32 MB ] Guest 0S recommended minimum
1024 MB
16 MB
8 MB
4 MB

cancel i save
| S cancel [ o




New Virtual Machine Wizard *

Ready to Create Virtual Machine
Click Finish to create the virtual machine and start installing Windows 7 x64 and then @

VMware Tools.

The virtual machine will be created with the following settings:

Name: Windows 7 x64

Location: freotivmware/Windows 7 x84
ersion: Workstation 6.5-7.x
Operating System: Windows 7 x64

Hard Disk: 40 GB, Monolithic

Memory: 2048 MB

Metwark Adapter:  Bridged

Other Devices: 2 CPU cores, COVOVD. Floppy, USB Controdler,
Printer, Sound Card

Customize Hardware...

) Automatically power on this virtual machine after creation.

VMware®

Player 3.1

Q concel ¥ Back 3 Finish

1) Khéi dong Virtual Machine va tién hanh cai dat
7.2. CAIPAT VA CAU HINH PXE SERVER

a) Cai dat mot s6 phan mém can thiét

[root@pxe ~]#yum -y install syslinux xinetd tftp-server
[root@pxe ~]#mkdir /var/lib/tftpboot/pxelinux.cfg
[root@pxe ~]#cp /usr/share/syslinux/pxelinux.0 /var/lib/tftpboot/

b) Khéi dong TFTP

[root@pxe ~]#vi /etc/xinetd.d/tftp
# line 14: chnage
disable = no

[root@pxe ~]# /etc/rc.d/init.d/xinetd start
Starting xinetd: [ OK ]

[root@pxe ~]#chkconfig xinetd on

c¢) Khéi dong DHCP Server

[root@pxe ~]#vi /etc/dhcp/dhcpd.conf
option domain-name-servers 10.0.0.30;

# near line 8: add

filename "pxelinux.0";

next-server 10.0.0.70;




# IP address of PXE Server

[root@pxe ~]#/etc/rc.d/init.d/dhcpd restart
Shutting down dhcpd: [ OK ]
Starting dhcpd: [ OK ]

d) CAu hinh PXE hoan thanh

7.3. CAIPAT VA CAU HINH OPENVPN

This example shows to configure on the environment like follows. ( use Bridge mode ) (
[172.16.2.1] is actually for private IP addtess, though, replace it to your global IP address. )

(1) VPN server [172.16.2.1] - Global IP address
[10.0.0.50] - ethO ( real IP address )
[10.0.0.60] - br0 - set new as a Bridge
(2) VPN Client(Windows)  [192.168.0.244] - real IP address
[10.0.0.77] - automatically set from VPN Server

Béng cach nay, rat neccesary dé thiét 1ap mot vai thiét dit trén router ciia ban cho NATVcdng
chuyén tiép. Giao thirc dugc su dung va nghe céng mac dinh trén hé phuc vu VPN la
UDPV/1194. Phat biéu vao mot vi du & ddy, yéu cau dé 1194 véi UDP tir internet 14 can thiét dé
chuyén tiép dén 10.0.0.60:1194 trong mang LAN.

a) Cai dat va ciu hinh OpenVPN

[root@vpn ~]#yum --enablerepo=epel -y install openvpn bridge-utils

# install from EPEL

[root@vpn ~]#cp /usr/share/doc/openvpn-*/sample-config-files/server.conf
/etc/openvpn/

[root@vpn ~]#vi /etc/openvpn/server.conf
# line 53: change

dev

tap0

# line 78: change like follows

ca

/etc/openvpn/easy-rsa/keys/ca.crt

cert
/etc/openvpn/easy-rsa/keys/server.crt
key
/etc/openvpn/easy-rsa/keys/server.key

# line 87: change

dh




/etc/openvpn/easy-rsa/keys/dhl1024.pem

# line 96: make it comment

#

server 10.8.0.0 255.255.255.0

# line 103: make it comment

#

ifconfig-pool-persist ipp.txt

# line 115: uncomment and chnage ( [VPN server's IP] [subnetmask] [the
range of IP for client] )

server-bridge

10.0.0.60 255.255.255.0 10.0.0.200 10.0.0.254
# line 138: add ( [network VPN server in] [subnetmask] )
push "route 10.0.0.0 255.255.255.0"

# line 275: change

status

/var/log/openvpn-status.log

# line 284: uncomment and change

log

/var/log/openvpn.log

log-append

/var/log/openvpn.log

b) Tao CA certificate va CA key

[root@vpn ~]#cp -R /usr/share/openvpn/easy-rsa/2.0 /etc/openvpn/easy-rsa

[root@vpn ~]#cd /etc/openvpn/easy-rsa

[root@vpn easy-rsa]#mkdir keys

[root@vpn easy-rsal#vi vars

# line 64: change to your environment

export KEY COUNTRY="JP"

export KEY PROVINCE="Hiroshima"
export KEY CITY="Hiroshima"
export KEY ORG="GTS"

export KEY EMAIL="xxx@serverlinux"
[root@vpn easy-rsa]f#source ./vars
NOTE: If you run ./clean-all, I will be doing a rm -rf on

/etc/openvpn/easy-rsa/keys

[root@vpn easy-rsal# ./clean-all




[root@vpn easy-rsal# ./build-ca

Generating a 1024 bit RSA private key

................. ++++++

...... ++++++

writing new private key to 'ca.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [JP]: # Enter

State or Province Name (full name) [Hiroshima]: # Enter
Locality Name (eg, city) [Hiroshimal: # Enter
Organization Name (eg, company) [GTS]: # Enter
Organizational Unit Name (eg, section) []: # Enter

Common Name (eg, your name or your server's hostname) [GTS CA]J:
vpn.serverlinux # input FQDN

Name []:server-ca # set

Email Address [xxx@serverlinux]: # Enter

c¢) ca.crt dugrc tao tai "/etc/openvpn/easy-rsa/keys", transfer it to your client PC via FTP or
SFTP

d) Tao certificate va key cho server.

[root@vpn easy-rsal#./build-key-server server

Generating a 1024 bit RSA private key

........ +4+++++

....... ++++++

writing new private key to 'server.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [JP]: # Enter




State or Province Name (full name) [Hiroshimal]: Enter

#
Locality Name (eg, city) [Hiroshimal: # Enter
#

Organization Name (eg, company) [GTS]: Enter
Organizational Unit Name (eg, section) []: # Enter

Common Name (eg, your name or your server's hostname) [server]:
vpn.serverlinux # input FQDN

Name []:server # set

Email Address [xxx@serverlinux.vn]: # Enter

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from /etc/openvpn/easy-rsa/2.0/openssl.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'JP'
stateOrProvinceName :PRINTABLE: 'Hiroshima'
localityName :PRINTABLE: 'Hiroshima'
organizationName :PRINTABLE: 'GTS'

commonName :PRINTABLE: 'vpn.serverlinux'
name :PRINTABLE: 'server'
emailAddress :IAS5STRING: 'xxx@serverlinux'

Certificate is to be certified until Jul 12 09:30:07 2021 GMT (3650 days)
Sign the certificate? [y/nl:y

1 out of 1 certificate requests certified, commit? [y/nly

Write out database with 1 new entries

Data Base Updated

¢) it tham sb Diffie Hellman ( DH )

[root@vpn easy-rsal# ./build-dh
Generating DH parameters, 1024 bit long safe prime, generator 2

This is going to take a long time

f) Tao certificate va key cho client

[root@vpn easy-rsal#./build-key-pass client
Generating a 1024 bit RSA private key
.................. ++++++

.................. ++++++

writing new private key to 'client.key'

Enter PEM pass phrase: # set pass-phrase

Verifying - Enter PEM pass phrase: # confirm




You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [JP]: # Enter
State or Province Name (full name) [Hiroshima]: # Enter
Locality Name (eg, city) [Hiroshimal: # Enter
Organization Name (eg, company) [GTS]: # Enter
Organizational Unit Name (eg, section) []: # Enter

Common Name (eg, your name or your server's hostname)
[client] :vpn.serverlinux # input FQDN
Name []:client # set

Email Address [xxx@serverlinux]: # Enter

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from /etc/openvpn/easy-rsa/2.0/openssl.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'JP'
stateOrProvinceName :PRINTABLE: 'Hiroshima'
localityName :PRINTABLE: 'Hiroshima'
organizationName :PRINTABLE: 'GTS'

commonName :PRINTABLE: 'vpn.serverlinux'
name :PRINTABLE: 'client'
emailAddress :IAS5STRING: 'xxx@serverlinux'

Certificate is to be certified until Jul 12 09:31:14 2021 GMT (3650 days)
Sign the certificate? [y/n]l:y

1 out of 1 certificate requests certified, commit? [y/nly

Write out database with 1 new entries

Data Base Updated

g) client.crt va client.key dwoc tao tai thu muc "/etc/openvpn/easy-rsa/keys", chuyén ching
dén client théng qua FTP hoic SFTP

h) Khoi dong OpenVPN



[root@vpn ~]#cp /usr/share/doc/openvpn-*/sample-scripts/bridge-stop
/etc/openvpn/

[root@vpn ~]#cp /usr/share/doc/openvpn-*/sample-scripts/bridge-start

/etc/openvpn/

[root@vpn ~]#chmod 755 /etc/openvpn/bridge-start

[root@vpn ~]#chmod 755 /etc/openvpn/bridge-stop

[root@vpn ~]#vi /etc/openvpn/bridge-start
# line 17-20: change

eth="eth0" # chnage if needed

eth ip="10.0.0.60" # IP address for bridge
eth netmask="255.255.255.0" # subnetmask

eth broadcast="10.0.0.255" # broadcast address

[root@vpn ~]#vi /etc/rc.d/init.d/openvpn
start)

echo -n $"Starting openvpn:
# line 126: add
/etc/openvpn/bridge-start
# line 205: add
/etc/openvpn/bridge-stop

success; echo

rm -f S$lock
[root@vpn ~]#/etc/rc.d/init.d/openvpn start
Starting openvpn: tun: Universal TUN/TAP device driver, 1.6
tun: (C) 1999-2004 Max Krasnyansky <maxk@qualcomm.com>
Fri Jul 15 18:33:02 2011 TUN/TAP device tap0O opened
Fri Jul 15 18:33:02 2011 Persist state set to: ON
Bridge firewalling registered
device ethl entered promiscuous mode
device tap0 entered promiscuous mode
br0: port 2 (tap0) entering learning state
br0: port 1(ethl) entering learning state [ OK ]

[root@vpn ~]#chkconfig openvpn on




7.4. CAUHINH RAID 1

a) Tao Partition RAID trong dia ctmg . Kiéu ctia partition RAID 1a "fd". Sau khi tao partion
RAID, tién hanh kiém tra trang thai ctia né nhu sau.

[root@linux ~]#sfdisk -1 /dev/sdb

Disk /dev/sdb: 20886 cylinders, 255 heads, 63 sectors/track

Units = cylinders of 8225280 bytes, blocks of 1024 bytes, counting from O
Device Boot Start End #cyls #blocks Id System
/dev/sdbl 0+ 20885 20886- 167766763+ fd Linux raid
autodetect

/dev/sdb2 0 - 0 0 0 Empty
/dev/sdb3 0 - 0 0 0 Empty
/dev/sdb4 0 - 0 0 0 Empty

b) Céu hinh RAID 1

[root@linux ~]#mdadm --create /dev/md0 --level=raidl --raid-devices=2
/dev/sdbl /dev/sdcl
mdadm: Note: this array has metadata at the start and
may not be suitable as a boot device. If you plan to
store '/boot' on this device please ensure that
your boot-loader understands md/v1.x metadata, or use
--metadata=0.90

Continue creating array?y

mdadm: Defaulting to version 1.2 metadata

mdadm: array /dev/md0 started.

[root@linux ~]#vi /etc/mdadm.conf

# mdadm.conf written out by anaconda
MAILADDR root

AUTO +imsm +1.x -all

# add

DEVICE /dev/sd[a-z]*
ARRAY /dev/md0 level=raidl devices=/dev/sdbl, /dev/sdcl

[root@linux ~]#cat /proc/mdstat
# show status ( it's OK if it shows "[UU]" )




Personalities : [raidl]
md0 : active raidl sdcl[1l] sdbl[O0]

104855127 blocks super 1.2 [2/2] [UU]

[s=========>_,......... ] resync = 50.1% (52600064/104855127)
finish=4.2min speed=206060K/sec
unused devices: <none>
# after few minutes later, syncronizeing will complete and the status turns
like follows

[root@linux ~]#cat /proc/mdstat

Personalities : [raidl]

md0 : active raidl sdcl[1l] sdbl([O0]
104855127 blocks super 1.2 [2/2] [UU]

unused devices: <none>

¢) Cau hinh hoan thanh RAID sau d6 mount /home vao nd

[root@linux ~]#pvcreate /dev/md0

Physical volume "/dev/md0" successfully created

[root@linux ~]#vgcreate vg home /dev/md0

Volume group "vg home" successfully created

[root@linux ~]#lvcreate -L 50G -n 1lv_home vg_home

Logical volume "lv_home" created
[root@linux ~]#mkfs -t ext4 /dev/vg home/lv_home
[root@linux ~]#mount /dev/vg home/lv home /mnt
[root@linux ~]#cp -pR /home/* /mnt/
[root@linux ~]#umount /mnt
[root@linux ~]#mount /dev/vg home/lv _home /home

[root@linux ~]#df -h

Filesystem 1M-blocks Used Available Use% Mounted on
/dev/mapper/vg_dlp-lv_root

20G 6.9G 12G 37% /
tmpfs 3.9G 0 3.9G 0% /dev/shm
/dev/sdal 485M 34M 426M 8% /boot

/dev/mapper/vg _home-1v_home




50G 182M 47G 1% /home
[root@linux ~]#vi /etc/fstab
# add RAID ARRAY
/dev/mapper/vg_home-1v_home /home ext4 defaults 12

d) Khéi dong mdmonitor dé diéu khién RAID ARRAY

[root@linux ~]#/etc/rc.d/init.d/mdmonitor start

Starting mdmonitor: [ OK ]

[root@linux ~]#chkconfig mdmonitor on

e) Néu 6 cing RAID ARRAY bj Failure, c6 thé re-configure RAID 1 giéng nhu sau

[root@linux ~]#cat /proc/mdstat
Personalities : [raidl]
md0 : active (auto-read-only) raidl sdbl[0]
104855127 blocks super 1.2 [2/1] [U_]
unused devices: <none>
# change to new disk and create a raidautodetect partition on it again

# next, do like follows

[root@linux ~]#mdadm --manage /dev/md0 --add /dev/sdcl
# add new partition in RAID ARRAY
mdadm: added /dev/sdcl

[root@linux ~]#cat /proc/mdstat
# syncronizing starts
Personalities : [raidl]
md0 : active raidl sdcl[2] sdbl[O0]
104855127 blocks super 1.2 [2/1] [U_]
(> e e e e e e e e e e e e e ] recovery = 4.9% (5200000/104855127)
finish=7.9min speed=208000K/sec
unused devices: <none>
# after few minutes later, syncronizeing will complete and the status turns

like follows

[root@linux ~]#cat /proc/mdstat

Personalities : [raidl]

md0 : active raidl sdcl[2] sdbl[O0]
104855127 blocks super 1.2 [2/2] [UU]

unused devices: <none>




7.5. CAU HINH TRUY CAP TCP WRAPPER

a) Cai dat TCP Wrapper

[root@linux ~]#yum -y install tcp wrappers

b) Kiém tra hoat dong ctia wrap

[root@linux ~]#1dd /usr/sbin/sshd | grep wrap
libwrap.so.0 => /l1ib64/libwrap.so.0 (0x00007f01b4e2a000)

¢) CAu hinh diéu khién TCP Wrapper trong "/etc/hosts.allow' va '/etc/hosts.deny' voi truy cap
sshd tir 10.0.0.0/24.

[root@linux ~]#vi /etc/hosts.deny
sshd: ALL

[root@linux ~]#vi /etc/hosts.allow
sshd: 10.0.0.

d) Vi du truy cap vsftpd tir 'host.example.domain'.

[root@linux ~]#vi /etc/hosts.deny
vsftpd: ALL
[root@linux ~]#vi /etc/hosts.allow

vsftpd: host.example.domain

[5] For the case to allow access to all services that can be under TCP

Wrapper control only from 'example.domain' and '10.0.1.0/24'.

[root@linux ~]#vi /etc/hosts.deny
ALL: ALL

[root@linux ~]#vi /etc/hosts.allow
ALL: .example.domain 10.0.1.




CAU HOI ON TAP



