Dé thay d6i mirc run level bang cach cau hinh tép tin /etc/inittab, thay doi théng sd runlevel mot trong
cac gia tri tir 0 dén 6 nhu trong ban trén hodc dung 1énh Sinit<runlevel>
HE THONG TAP TIN

Linux hd tro rat nhiéu loai hé thong tap tin nhu: ext2, ext3, MS-DOS, proc. Hé thong tap tin co
ban cta Linux 12 ext2 va ext3 (hién tai 1a ext4).Bén canh d6, Linux con hd trg vfat cho phép dat tén tap
tin dai d6i voi nhiing tap tin MS-DOS va nhiing partition FAT32. Proc 1a mét hé thng tap tin 4o (/proc)
nghia 1a khong danh dung luong dia phan phdi cho né. Ngoai ra con ¢6 nhimg hé thong tap tin khac nhu
1509660, UMSDOS, Network File System (NFES).

5.1.1. CAU TRUC THU MUC HE THONG
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Khai niém tép tin trong Linux dugc chia lam 3 loai chinh:
- Tap tin chtra dit liéu binh thuong.
- Tap tin thu muc.
- Tap tin thiét b.
Ngoai ra Linux con dung cic Link va Pipe nhu la cdc tap tin dac bi¢t. Xem cAu tric tap tin hé théng:

[root@localhost ~]# 1ls -1 /

total 98

dr-xr—-xr-x. 2 root root 4096 Dec 12 18:40 bin
dr-xr-xr-x. 5 root root 1024 Dec 11 19:54 boot
drwxr—-xr—-x. 2 root root 4096 Nov 11 2010 cgroup

drwxr-xr-x. 18 root root 3680 Dec 18 19:47 dev
drwxr-xr-x. 115 root root 12288 Dec 18 19:47 etc
drwxr—-xr-x. 8 root root 4096 Dec 13 15:09 home
dr-xr-xr-x. 18 root root 12288 Dec 18 14:18 1lib




drwx—————-— 2 root root 16384 Dec 11 19:37 lost+found
drwxr—-xr-x. 3 root root 4096 Dec 13 15:19 media
drwxr-xr-x. 2 root root 0 Dec 18 19:47 misc
drwxr-xr-x. 2 root root 4096 Nov 11 2010 mnt
drwxr-xr-x. 2 root root 0 Dec 18 19:47 net
drwxr—-xr—-x. 2 root root 4096 Nov 11 2010 opt
dr-xr-xr-x. 116 root root 0 Dec 18 19:47 proc
dr-xr-x——-. 5 root root 4096 Dec 13 17:11 root
dr-xr-xr-x. 2 root root 12288 Dec 13 15:24 sbin
drwxr-xr-x. 7 root root 0 Dec 18 19:47 selinux
drwxr-xr-x. 2 root root 4096 Nov 11 2010 srv
drwxr-xr-x. 13 root root 0 Dec 18 19:47 sys
drwxrwxrwt . 8 root root 4096 Dec 18 19:47 tmp
drwxr-xr-x. 12 root root 4096 Dec 11 19:38 usr
drwxr-xr-x. 23 root root 4096 Dec 11 19:53 var

Pdi v6i Linux, khong c6 khai ni€ém céc 6 dia. Toan bd céc thu muc va tap tin dugc mount va tao thanh
mot hé théng tap tin théng nhét, bat dau tir géc .

CAu tric logic ctia hé théng file dugc tao tir viée 4nh xa cdc cAu tric vat 1y dugc tao ra khi ta cai dat hé
théng, cac thu myuc nao khong duoc tao ra trong qua tinh cai dat thi h¢ théng s€ ty dong tao ra. Cac thu

muc co ban cua Linux gom:

Thu muc Chiic ning

/bin, /sbin Chtra céc tap tin nhi phan hd trg cho viée boot va thyc thi cdc 1énh can thiét

/boot Chura linux kernel, file anh hd tro load hé diéu hanh

/lib Chtra cic thu vién chia sé cho cac tap tin nhi phan trong thu muc /bin va /sbin,
chtra kernel module

/usr/local Chira céc thu vién, cdc phan mém dé chia s& cho cdc mdy khac trong mang

/tmp Chura céc file tam

/dev Chira céc tap tin thiét bi ( nhu CDROM, floppy, HDD), va mét sb file dic biét
khac.

Jetc Chtra céc tap tin cAu hinh hé théng

/home Chtra cac thu myc luu trir home directory cua nguoi dung

/root Luu trt home directory cua root

/usr Luru tri¥ tp tin ctia cdc chuwong trinh d duoc cai dit trong hé théng

/var Luu trit log file, hang doi cua cac chuong trinh img dung, mailbox ctia nguoi dung.

/mnt Chira cdc mount point ctia céc thiét bi duoc trong hé thong

/proc Con goi 12 system file, luu trit théng tin vé kernel




5.12. CAC THAO TAC TREN FILESYSTEM

5.1.2.1. Mount va Umount Filesystem
Mount 12 hinh thttc gan két thiét bi vao mét thu muc trong filesystem ctia Linux, con goi 13 mount point,
sau khi mount hoan tit viéc sao chép dir lidu giita hé théng va mount point, twong tu nhu sao chép dir
liéu gitra h¢ théng va thiét bi. Ta ¢6 thé mount vio hé théng cdc loai thiét bi sau: hda, sda, CDROM, dia

mém, usb.

5.1.2.2.  Mount thii cong
- Ci phép:#mount <tén thiét bi><diém mount>
Trong d6
o Tén thiét bi: 12 thiét bi vat Iy nhu: /dev/cdrom (CDROM), /dev/fd0 (dia mém), dia cimg
/dev/hdal, /dev/sda,. ..
o Piém mount 12 vi trf thu muc, trong cay thu muc, ma ban mudn mount vio.
o Tuy chon cuia Mount:

v : cho biét chi tiét
-W : mount hé thong tap tin véi quyén doc va ghi
T :mount hé thong tap tin véi quyén doc
-tloai —fs : xac dinh hé théng tap tin dang mount: ext2,
ext3,...
-a : mount tat ca hé thong tip tin khai bdo trong
/etc/fstab.
-oremount : chi dinh viéc mount lai 1 filesystem nao d6
<fs>
- Vidu2.3.1: c4c loai mout thiét b
o  Gin két cdrom: #mount /dev/cdrom /mnt/cdrom
o  Gén két mot hé thdng tap tin: #mount/dev/hda6 /mnt/source
o Remount filesystem: #mount —o remount /home

5.1.2.3. Mount ty dong
Tap tin /etc/fstab liét ké cac hé théng can dugc mount tu dong. Mbi dong mot hé théng tap tin tuong Ung
voi mot gén két. Cdc cot trong mdi dong phén cach nhau bang khoang tring hodc khoang tab.

LABEL=/ / ext3 defaults
LABREL=/var /var ext3 defaults
LABREL=/home /home ext3 defaults




LABEL=/boot /boot ext3 defaults 12
tmpfs /dev/shm tmpfs defaults 00
devpts /dev/pts devpts gid=5,mode=620 0 0
sysfs /sys sysfs defaults 00
proc /proc proc defaults 00
LABEL=SWAP-sdab swap swap defaults 00

— Cot1l:chira thiét bi hodc hé théng tap tin cAn mount

— Cot 2: xac dinh mount point cho hé thong tap tin. Po6i voi cac h¢ thong tap tin dac biét nhu swap,
chiing ta dung chir node, c6 tic dung lam cho tép tin swap hoat dong nhu nhin vao cay thu muc
khong thay.

— Cot 3: chi raloai filesystem nhu: vfat, ext2, ext3,...

— Cot 4: céc thy chon phan cach nhau boi dau phay

— Cot 5: xdc dinh thoi gian d€ Iénh dump sao chép hé thong tap tin. Néu truong nay trong, dump s€
gid dinh rang h¢ thong tap tin nay khong can backup

— ot 6: khai bdo 1énh fsck bict thtr ty kiém tra cic file h¢ thong tap tin khi khoi dong hé thong. HE
thong tap tin goc (/) phai c6 gid tri 1. Tat ca hé thong tap tin khac phai cé gia tri 2. Néu khong khai
bdo, khi khdi dong mdy s€ khong kiém tra tinh thong nhat cua tap tin.

(*)Giii thich thém y nghia cdc théng s6 trong fstab

1. Mé dau

CO k trong chung ta ai ciing dé fing ding lenh mount dé mount mo t partition vdo & lam

viéc, nham gidp cho viéc mount tr dong khi boot hoic giim nhe viéc ddnh knh mount qud ddi

dt cd thé mount diroc 6 dia ta dira nhirng théng tin ciu hinh vdo trong file /etc/fstab.

Nhweng trong ching ta cd miy ai hicu hét diroc y nghia tieng column trong file ndy? YHT xin

dica badi viét ndy 1én ¢ moi nquoi cung tham khico.

N6/ dung bdi viét ndy dira trén bdi viet htto.//www.tuxfiles.org/linuxhelp/fstab.html va

dieoc dicu chinh lai 6 mot s6 cho cho hop Iy hon, & ddy YHT chi liy nhitng théng tin cin

1hié t ma khéng dich tron bdi vict.

Chd y: Trong bdri viét déi khi dling lin lon giiia partition vd thiét bi (device), ban cd thé hidu

nd dé cip dén cdc phén ving tréné aing, 6 dia mém, €D, USB Flash...

2. File fstab ld gi va tai sao ta loi cin né
fstab la mét tip tin ciu hinh chira cdc théng tin vé cdc phén vang tréné arng cing nhu cdc

thiét bi heu triv khdc trong mdy tinh aia ban. Tap tin ndy nim trén the muc /efc.




/etc/fstab chira cdc théng tin cin thiét de xdc dinh xem mot phén ving hay thiét bi aia
ban diroc mount nhue thé ndo va mount vdo dau trong ciu trdc the muc.Neu nfu ban khéng
1hé truy xuit cdc phén ving aia Windows (NTFS haic FAT32) fir Linux, khéng thé mount
CD hoic ghi file Ién6 mém vioi quyen han user binh thuong, hoic gip vin de voi CO-RW cia
ban, cd ke ban dé khéng ciu hinh diing file /etc/fstab roi. Dé cd thé dieu chinh fstab ban

cin cd quyen root va ding mot chuwong trinh xi Iy van bin nhu vi hoic gedit dé diéu chinh.

3. Méd ti so eoc v fstab
Ddy ld ciu trdc mot file /etc/fstab miu

Code:

-—--1 2 3 4 5. 6
LABEL=/ / ext3 defaults 7 7
LABEL=/boot /boot ext3 defaults 7 2
LABEL=swap swap  swap defaults 0 0
/dev/sda8 /working vfat auto,userexecrw O 0
/dev/sdaS /selib ntfs-3g  autouser.noexec O 0

4. Y nghia cit thir 1 va 2: Thit bi cin mount va noi mic dinh & mount.

Gt thir nhit laé dia hoac thiet bi can mount vd nhuw /dev/fdO (mdic dinh ldé dia mém),
/dev/hdal, /dev/sdal..

Gt thir 2 chinh la noi mount mac dinh.

Hay nhin thi noi dung file fstab trong phin 3 dong cuoi cung: néu nhu hir dong knh ban go:
$mount /el ib thi nd heong dirong vii viec ban phai gé' diy dii nbur sau

#mount /dev/sda8 /el ib (mic dinh quyén root moi dirpc mount) do la chira ké théng s6 ve
file system vd cdc théng s6 phu

#mount /dev/sda9 -t ntfs /mnt/ néu muon chi dinh file system

Ban cd thé sic dung tén cia partition thay vi ding /dev/sdal... ciing diroc, bing trén ld mot
vi dlu



5. Gt thir 3: loui file system

Day chinh la dinh dung file hé thong cia thiét bi aia ban

ext2 va ext3: thuong ding cho cdc hé thong Linux

reiserfs: néuoé dia ban dinh dang kiéu ReiserFS thi dung tuy chon ndy.

swap: diroc sir dung cho swap partition

vfat, ntfs, ntfs-3g: vfat divoc ding cho cdc 6 dia FAT32 trén Windows con ntfs ddnh cho
NTFS (chd y mot so distro nfu RedHat khéng dica ho tro ntfs vdo mic dinh do do ban can
compile lai kernel hoic cari thém module ntfs vao). ntfs-3g la mét giai phdp cho viéc read-
write ntfs partition trén Linux teong doi 161 hién nay.

auto: tw dong detect, néu khéng biét partition aia minh dinh dang kicu gi thi héy thir tuy

chon nay.

6. Gt thir 4: Cdc tuy chon mount

Day cd k ld ot guan trong nhit ddy, nd guy dinh xem cd mount te dbng lic khoi dong
khéng, user cd quyen mount khéng, cd cho phép thuc thi cdc file trén dd khéng (nhicu
truong hop i khi thic thi cdc script, exec file khéng diroc la do phin tuy chon ndy).

- auto va noauto: Vi tuy chon auto, thiet bi s¢ te dbng mount lic khoi dong mdy tinh, déy
la tuy chon mic dinh. Néu ban khéng muon thiét bi aia minh diroc mount te dong hdy dung
tuy chon noauto, khi dd khi ndo ban ra knh mount thi hé thong méi mount cho ban.

- user va nouser: tuy chon user cho phép nhirng user binh thuong cd thé mount thiét bi,
nquoc lai nouser chi cho phép root mei cd quyén mount ma théi. Tuy chon nouser ld mic
dinh, néu ban khéng thé mount €D, 6 dia tir windows... ban hdy diéu chinh lai théng s6 ndy.
- exec vd noexec: exec cho phép ban thuc thi cdc file thec thi fon fai trén partition do,
ddy ld tuy chon mic dinh. Tuy chon noexec sé khdng cho phép ban thuc thi nhiing file ndy,
tuy chon ndy thiong diroc dp dung dbi vir nhieng phén ving khéng cd file thuc thi hoic
khéng muon cho thec thi

- ro: mount partition ¢ ché do read-only. Vi ché do ndy ban chi cd thé doc ma khéng the
ghi dirgc vao partition do,

- rw: Mount partition 6 ché db read-write, déi khi ban phai dau diu vi tuy chon ndy do

khéng thé ghi vdo dia mém ma khéng hicu nguyén nhén vi sao.



- sync vd async: déy la tuy chon cho vicc doc va ghi Ién file system. sync nghia ld tit ci
dieoc lam dong thoi vii nhau, tuy chon ndy thuong dicoc dp ding cho dia mem. Mot vd: khi
ban ra knh copy mét file Ién dia mém, vii tuy chon sync file sé diroc chép ngay lip tic khi
ban ra knh, voi tuy chon async (khéng dong thoi) thi file dé chua han dé diroc chép Ién dia.
NEu nhue ban rit dia ra ma khdng umount thi cd thé file do khéng ton tai trén dia mém.
async ld tuy chon maic dinh.

- defaults: sir dung cdc tuy chon mac dinh do la rw, suid, dev, exec, auto, nouser, and
async

Cdc tuy chon diroc cdch nhau bing diu phay ()

7. Gt thir 5 va 6: Cdc tuy chon cho knh dump va fsck

Dump la gi? DJ ld mot tien ich backup filesystem, gé knh $man dump dé biet thém théng
tin

Thé con fsck? DJ chinh la tién ich de kiem tra file system xem co bi hu hong gi khéng (va
siva loi néu diroc)

Gt thir 5 chinh la théng s6 tuy chon cho dump. Dump sé dira vdo con s6 ban ciu hinh dé
biet phar lam gi, néu nd la O thi dump sé bo qua vd khéng lam gi, hau hét cdc treong hop
théng s6 ndy deu bing O/

Gt thir 6 chinh la théng s6 tuy chon cho knh fsck. NG quy dinh thir tw dé kicm tra file
system, néu théng so ndy bing O dong nghia vii viéc fsck sé khong kiem tra

8. Két luin
Vi nhitng théng sé tuy chon cho file /etc/fstab hy wng ban sé khdng con nhitng gidy phut
dau dau ma khéng hiéu nguyén nhén tai sao. Hy vong bdi vié t ndy sé gidp ich cho ban trén

con dirong chinh phuc chd chim cdnh cut dé thwong!

5.1.24. Umount h¢ théng tip tin
Sau khi 1am quen véi viéc gin nhimng hé théng tip tin vio ciy thu muc Linux, ching ta c6 thé loai bo
mét filesystem bang 1énh umount.

—  Cu phdp:#umount <device_name><mount_point>



Lénh umount ¢6 cac dang:
—  #umount <thiét bi><diém mount>: loai b6 cu thé mot filesystem
— #umount -a: loai bo tat ca cic filesystem dang mount
—  Vidu2.3.2: Loai bo tét ca céc filesystem dang mount

#umount -a

5.1.3. CAC THAO TAC TREN THU MUC

5.1.3.1. Puong din tuyét dbi
Puodng dan tuyét ddi 12 dudng din diy da bit du tir thu muc gde (/) cua thu muc. Puong dan tuyét dbi
1a dudng dan bét dau tir thu muc gdc.

—  Vidu 2.3.3 /home/hv, /ust/local/vd. Txt

5.1.32. Puong din twong doi
Trong mot $6 trudng hop st dung cic tap tin va thu muc 1a con cta thu myc dang lam viéc Iic d6 ta str
dung dudng dan tuong dbi. Puong dan tuong d6i 12 bit du tir thu muc hién hanh. Dau .~ Chi thu muc
hién hanh va diu .. ” chi thu muc cha ctia thu muc hién hanh.

- Vidu2.3.4: $cd.. :Quay vé thu muc cha ctia thu muyc hién hanh

5.1.3.3. M@t s 1énh thao tac trén thu muc

a) Lénh cd: Thay d6i thu muc hién hanh hay di chuyén thu muc
—  Cu phép: #cd [thu muc]
—  Vidu 2.3.5 #cd /etc

b) Lénh mkdir:Tao thu muc méi

—  Cu phép: #mkdir [thu muc]

—  Vidu 2.3.6 #mkdir /home/dulieu

¢) Lénh Is: Li¢t ké ndi dung trong thu muc.

- Cdphap:$ls  [tuy chon] [thu muc]

$ls -X - hién thi trén nhiéu cot
$ls -1  hién thi chi tiét cdc thong tin cua tap tin
$ls -a ‘hién thi tat ca céc tap tin ké ca tap tin an
- Vidu23.7:8ls -1 Jetc
[root@localhost ~]# 1ls -1 /etc
total 3980
-rw-r—--r—— 1 root root 15288 May 25 2008 a2ps.cfg
-rw-r—--r—— 1 root root 2562 May 25 2008 a2ps-site.cfqg
drwxr-xr-x 4 root root 4096 Oct 15 02:02 acpi




-rw-r—--r—— 1 root root 45 Dec 7 03:13 adjtime
drwxr-xr-x 4 root root 4096 Oct 15 01:59 alchemist
-rw-r—-r—— 1 root root 1512 Apr 25 2005 aliases

Y nghia céc cot tir trdi sang phai:
- Cotl:kytu dau tién “-* chi tap tin thuong, d chi thu muyc, 1 chi link va phia sau c6 du ->
chi t6i tap tin that. Céc ky ty con lai chi truy xuat
- Cot thir 2: chi s lién két dén tap tin nay.
- Cot thir 3, 4: nguoi s¢ hitu va nhém s¢ hitu
- Cot thir 5: kich thudc cua tap tin, thu muc
- Cot thir 6: chi ngay gid chinh sira cubi ciing

- Cot thir 7: tén tap tin, thu muc

d) Lénh rmdir: Lénh rmdir cho phép xéa thu muyc rong

—  Cd phap:$rmdir [ty chon] [thu muc]
- Vidu 2.3.8:$rmdir /home/dulieu
- Vidu2.3.9:$cd /home

5.14. GIOI THIEU TAP TIN

514.1. Cackiéu tap tin

Trén Linux hd tro cdc kiéu tap tin sau ddy:
“.“Tap tin binh thuong (file)
“d” Tap tin thu muc (directory)
“b” Thiét bi khdi (block device)
“c” Thiét bi ky tu (character device)
“P’Lién két (link)
“p”Ong (FIFO)
“gKhe két ndi (socket)
“” Tap tin 4n

Kiéu tap tin khong phén biét bang phan mé rong cuia tén tap tin. Ta c6 thé xem kiéu tap tin bang 1énhls -1:

- Vidu2.3.108ls -1 abc

-rw—r——r—— 1 root root 0 Jan 19 19:09 abc

Giai thich:

Ky tir dAu tién gidp ta xdc dinh kiéu tap tin
o Tap tin binh thuong: ky tu “ —

o Thumyc: ky tg “d”

o Thiét bi khéi: ky tu “b”



Thiét bi ky tu: ky tu “c”
Lién két: ky ty “1”

Ong: ky tu “p”

Khe két ni: ky tu “s”

[T

Tap tin an “.

o O O O O

514.2. Cacthao tac trén tip tin
a) Lénh cat:

Diing dé hién thi ndi dung ctia tap tin dang van ban. Dé xem tap tin ching ta ta chon tén tap tin lam
tham s0.

— Cu phap: $cat>filename hoac $cat >>filename

Trong trudng hop ndy ching ta st dung ddu “>” hay “>>” dé theo sau. Néu tap tin can tao d ton tai,
dau™>" s& x6a ndi dung clia tip tin va ghi ndi dung méi vao. Dau “>>" s& ghi ndi tiép ndi dung méi vio
ndi dung cii cta tap tin.

— Vidu23.11:$cat > thotinh. txt{ENTER]

>toi yeu em den nay chung co the
>toi yeu em am tham khong hy vong
[Ctrl + d: dé két thuc]

b) Lénh more:
Lénh more cho phép xem ndi dng tap tin theo ting trang man hinh.

— Cu phap: $more <tén tap tin>
- Vidu23.12: $more /etc/inittab
¢) Lénhcp:

Lénh cp cho phép sao chép tap tin
- Cuphap: $cp  <téntdp tinngudn>  <tén tip tin dich>
- Vidu?2.3.13:$cp fetc/passwd ~ SHOME/passwd

d) Lénhmv:
Lénh mv di chuyén vi tri cua tap tin, ¢6 thé st dung 1énh mv dé dbi tén tap tin.
- Cu phap:$mv <tén tap tin cli><tén tap tin moi>
- Vidu2.3.14:$mv $HOME/passwd $HOME/matkhau
e) Lénhrm:

Lénh rm cho phép xda tap tin, thu muc
- Culphdp:$rm [tuy chon] <tén tap tinlthu muc>
— Céc tuy chon hay dung:

-r:x0a thu muyc va tat ca céc tap tin va thu muc con



-l:xac nhan lai trudce khi xda



f) Lénh locate:
Str dung 1énh locate tim kiém don gian, thyuc thi nhanh. Vi du tim cdc file ¢6 tén bét dau bang chudi
“test” va két thic boi 1 sb tir 0-9

[root@localhost ~]# locate test[0-9]
/usr/share/doc/m2crypto-0.16/demo/CipherSaber/cstestl.csl
/usr/share/doc/pygtk2-2.10.1/examples/glade/test2.glade
/usr/share/tcl8.4/tcltest2.2
/usr/share/tcl8.4/tcltest2.2/constraints.tcl
/usr/share/tcl8.4/tcltest2.2/files.tcl
/usr/share/tcl8.4/tcltest2.2/pkglindex.tcl
/usr/share/tcl8.4/tcltest2.2/tcltest.tcl
/usr/share/tcl8.4/tcltest2.2/testresults.tcl

g) Lénh find:Cho phép tim kiém tap tin thoa mén diéu kién
— Cd phap: $find [thu muc]-name <tén tap tin>

[root@localhost ~]# find / —-name named
/var/named

/var /named/chroot/var/named
/var/named/chroot/var/run/named
/var/run/named

/usr/sbin/named
/usr/share/doc/bind-9.3.6/sample/var/named
/usr/share/logwatch/scripts/services/named
/etc/sysconfig/named
/etc/rc.d/init.d/named
/etc/logrotate.d/named

h) Lénh grep:Tim kiém chudi ky tu trong tép tin ta str dung
—  Cii phédp:$grep “biéu thirc tim kiém” <tén tap tin>
- Vidu23.15: grep ‘root’ /etc/passwd

[rootQ@localhost ~]# grep 'root' /etc/passwd
root:x:0:0:root:/root:/bin/bash

operator:x:11:0:o0perator:/root:/sbin/nologin

1) Lénh touch:
HG& tro viéc tao va thay d6i noi dung tap tin
—  Cu phép:[root@localhost ~]#touch [ty chon] <tén tap tin>
—  Vidu 2.3.16: [root@]localhost ~[#touchfilel. txt file2. txt (tao hai tap tin filel. txt
va file2. txt)



5.1.5. CAC THAO TAC THIET LAP QUYEN TRUY CAP CHO NGUOI
DUNG

51.51. Quyén ngudi ding
Tét ca cdc tap tin va thu muc ctia Linux déu c¢6 ngudi so hitu va quyén truy cap va cd thé thay doi céc
tinh chét ny. Quyén ctia tap tin con cho phép xdc dinh tap tin c¢6 phai 1a mot chuong trinh (application)
hay khong.
- Vidu 2.3.17[root@]localhost ~]#ls —1
-rw-r—r— 1 fido users 163 Dec 7 14: 31 myfile
- Linux cho phép nguoi st dung xéc dinh cic quyén doc (read), viét (write) va thuc thi (execute) cho
timg d6i trong. C6 ba dang ddi tuong:
¢ Nguwoi s6 hiru (the owner)
¢ Nhom sé hiru (the group owner)

¢ Nguoi khac (“other users’ hay everyone else).

Ki tu r{wi| x| |T]| W X |r|w| X
Loai tap tin Owner Group owner | Other users
- Quyén han truy cap con c6 thé biéu dién dudi dang s6 6 gid tri twong g nhu sau:
Quyén Gid tri
Read permission 4
Write permission 2
Execute permission 1

— Vi du 2.3.18:Thiét 1ap quyén read va excute 1a: 4+1 =5 va read, write va excute:
4424+1=T7
T6 hop cta ba quyén trén c6 gid tri tir 0 dén 7.

or —---: Khéng cé quyén
or —-—-X: execute
or —-w—-: write-only (race)

or -wr: write va execute
or r——: read-only
or r-x: read va execute

or rw—: read va write

~ O Uk W N PO

or rwx: read, write va execute

Nhur vy khi cap quyén trén mt tap tin/thu muc, c6 thé dung s6 thip phan gdm ba con s6. So dau tién
miéu ta quyén ciia s6 hiru, sé thir hai cho nhém va so thir ba cho nhiing ngudi con lai.



5.1.5.2.  Céclénh phan quyén chmd, chown, chgrp

a) Lénh chmod
Pay 1a 1énh dugc sir dung cip phép quyén truy cip cta tép tin hay thu muc. Chi ¢ chi so hitu va
superuser moi ¢6 quyén thuc hién cdc 1énh nay.

—  Cu phap:chmod [nhém-nguodi-dung] [thao-tac] [quyén—han] [ten-tap-tin].

Nhém nguoi dung Thao tac Quyén
u user + Thém quyén r read
g group e Xoéaquyén w write
o others = gén quyén bang X excute
— Vidu 2.3.19: Cap quyén cho tap tin myfile
Quyén Lénh
~WIXI-XI-X $chmod 755 myfile
~I-XI--T -- $chmod 522 myfile
“TWXTWXIWX $chmod 777 myfile

b) Lénh chown

Lénh chown diing dé thay d6i nguoi s¢ hitu trén tap tin, thu muc

— Cd phap:[root@localhost ~J#chown [tén-user:tén-nhém] [tén-tap-tin/thu-muc] hodc $chown —-R
[tén-user:tén-nhom] [thu-muc]

— Vi du 2.3.20[root@localhost ~J#chown -R sv1:sinhvien mfile

Dong 1énh cudi ciing véi tity chon —R (recursive) cho phép thay d6i ngudi s¢ hitu ciia thu muc va tit ca

cac thu muc con cia no.

¢) Lénh chgrp
Lénh chgrp ding dé thay d6i nhém s& hiru ctia mot tap tin, thu muc
— Cu phép: [root@localhost ~J#chgrp [nhém-s&-htru] [t€n-tap-tin/thu-muc]
— Vidu 2.3.21: [root@localhost ~J#chgrp hocvien myfile

5.1.6. CHUAN CHUYEN HUONG TRONG LINUX
Chuyén hudng 12 hinh thtrc thay d6i ludng di liéu cta cach nhap, xuat va 16i chuan. Khi str dung chuyén
hudng, nhap chuan c¢6 thé nhan dit lidu tir tap tin thay vi ban phim, xut va 16i chudn c6 thé xut ra tap tin
hay mdy in. C6 ba loai chuyén huéng



5.1.6.1.  Chuyén huéng nhéap
Theo quy wdc thi cdc 1énh 1dy dit liéu tir thiét bi nhap chuan (ban phim). Dé 1énh l4y dit liéu tir tap tin
ching ta dung ky hiéu “<”
— Cd phép: [root@]ocalhost ~]#lénh < <tap tin>
—  Déu “<” chi huéng chuyén dit liéu.
—  Vidu2.3.22: [root@]localhost ~]#cat < abc. txt hay  $cat O<abc. txt

5.1.62.  Chuyén huéng xuit
Két qua ctia 1énh thong thuong duoc hién thi ra man hinh. Dé xuat két qua nay ra tap tin ta ding déu “>”
— Cu phap:$lénh > <tén tap tin>
— Viduy2.3.23: liét ké ndi dung thu muc va chuyén két qua ra tap tin

$ls -1 > ketqua. txt

Dé chen dir liéu vao cubi tap tin ta diing dau “>>" thay cho diu “>”
— Cu phap:$lénh >> <tap tin>
— Vidu23.24:$cat a.txt >> b. txt

5.1.63. Puong dng - PIPE
Linux cung cap co ché duong dng cho phép ta c6 thé diy dir liéu xuit ctia 1énh nay l1am dir liéu nhap cta
1énh khéc xur 1y.
- Vidu2.3.25: $ls -1 | more

Két qua ctia 1énh Is khong xuét ra man hinh ma chuyén cho 1énh more xir 1y nhur dit liéu dau vao.
5.1.7. LUU TRU TAP TIN VA THU MUC

5.1.7.1.  Lénh gzip va gunzip
Gzip ding dé nén tap tin, con guzip dung dé giai nén cdc tap tin da nén.
—  Cu phap:$gzip [tuy chon]<tén tap tin>hoac  $gunzip [ty chon]<tén tap tin>
Gzip tao tap tin nén voi phan mo rong. gz
— Céc tuy chon dung cho gunzip va gzip:
-¢ :chuyén cdc théng tin ra man hinh
-d :giai nén, gzip —d twong duwong gunzip
-h :Hién thi givip do
— ViduS5. 1:$gzip  /etc/passwdva $gunzip /etc/passwd. gz

5.1.7.2.  Lénh tar
Lénh nay ding dé gom va bung nhiing tap tin /thu muc. N6 s& tao ra mot tip tin c6 phan mé rong. tar
—  Cu phép:#tar [ty chon] <tap tin dich><tap tin ngudnlthw muc ngudn. ..>



— Tuy chon:

-cvf:gom tap tinlthu muc

-xvf:bung tap tinlthu muc

Tap tindich  :tap tin. tar s€ dugc tao ra

Tap tin ngudnithr muc ngudn: nhitng tap tin hodc thu myc can gom.

— Vidu 5. 2:1énh nén va giai nén voi tar

ftar -cvf  /home/backup. tar Jetc/passwd  /etc/group
#tar -xvf  /home/backup. Tar

5.1.8. KHOI PONG HE THONG

5.1.8.1.  Céacbudc khoéi dong hé thong

Budc 1: khi mot mdy PC bét ddu khoi dong, bo xir Iy s& tim dén cudi viing bd nhé hé théng cia
BIOS va thuc hién cac chi thi ¢ do.

Budc 2: BIOS s& kiém tra hé thong, tim va kiém tra cdc thiét bi va tim kiém dia chiic trinh khéi
dong. Thong thudong, BIOS sé& kiém tra 6 dia mém, hoic CDROM xem c6 thé khoi dong tir
ching hay khong, 101 dén dia cing. Thtr ty cta viée kiém tra céc 6 dia phu thudc vao cac cAu
hinh trong BIOS.

Budc 3: khi kiém tra 6 dia ctimg, BIOS s& tim d&én MBR va nap vio viing nhd hoat dong chuyén
quyén diéu khién cta né.

Budc 4: MBR chtra cdc chi dan cho biét cich nap trinh quan 1y khéi dong GRUB/LILO chi
Linux hay NTLDR cho windows NT/2000. MBR sau khi nap trinh khéi dong, s& chuyén quyén
diéu khién cho trinh quan Iy hoat dong.

Budc 5: boot loader tim kiém boot partition va doc thong tin cau hinh trong grub.conf va hién thi
Operating Systems kernel ¢6 sin trong hé théng dé cho phép chiing ta lira chon OS kernel boot.
Vi du vé grub.conf

# grub.conf generated by anaconda

#

# Note that you do not have to rerun grub after making changes to this file
# NOTICE:You have a /boot partition.This means that

#all kernel and initrd paths are relative to /boot/, eg.

#root
#kernel /vmlinuz-version ro root=/dev/VolGroup00/LogVol00
#initrd /initrd-version.img

#boot=/dev/sda

default=0

timeout=5

(hd0, 0)




splashimage=(hd0, 0) /grub/splash.xpm.gz
hiddenmenu
title CentOS (2.6.18-238.el5)
root (hdO0,0)
kernel /vmlinuz-2.6.18-238.el5 ro root=/dev/VolGroup00/LogVol00 rhgb
quiet
initrd /initrd-2.6.18-238.el5.img

— Budc 6: sau khi chon kernel boot trong file cau hinh cua boot loader, hé théng tu dong nap
chuong trinh /sbin/init dé kiém tra hé théng tap tin. Sau do6 doc file /etc/inittab dé xdc dinh muc

hoat dong (runlevel). C4c Linux runlevel.

Runlevel Thu muc luu script M0 ta module hoat dong

0 Jetc/re.d/rc0.d Ché d6 tit hé thong

1 Jetc/rc.d/rcl.d Ché d6 don nguoi ding, cho phép hiéu
qué chinh sy c6 hé thong

2 fetc/re.d/rc2.d Ché d6 text cho da nguoi ding khong
ho trg NFS

3 Jetc/rc.d/rc3.d Ché d6 text cho da nguoi dung, hd tro
day du

fetc/rc.d/rcd.d Khong st dung

5 fetc/rc.d/rcS.d St dung cho nhiéu ngudi ding, cung
cap giao dién dd hoa

6 Jetc/rc.d/rc6.d Reboot hé thong

— Budc 7: sau khi x4c dinh runlevel thong qua khai bao initdefault, chuong trinh /sbin/init sé thuc

thi céc file startup script dugc dat trong cac thu muc con cta thu muc /etc/rc.d script chi dinh
cho ting renlevel 026 dé x4c dinh thu muc chira file script chi dinh cho tirng runlevel nhu:
fetc/re.d/rc0.d = fetc/re.d/rc6.d. File script trong thu muc /etc/re.d/re3.d/

Lueu ¥: tdp tin bang dau bang tir khéa “S” c6 nghia tdp tin nay sé dwoc thuc thi lic khoi dong hé
théng, ngwoc lai tdp tin bdt dau bang tir khéa “K” nghia 1o tdp tin d6 dwoc thuc thi sau khi hé thong
shutdown, s theo sau cdc tir khéa “S” va “K” d@é chi dinh trinh tw khéi dong script, ké tiép la tén file

script cho tung dich vu.

—  Budc 8: Néu nhu & Budc 4 runlevel 3 dugc chon thi hé thong s& chay chuong trinh login dé yéu
cau dang nhap cho timg user trudc khi str dung hé théng, néu runlevel 5 duoc chon thi hé thong
load X teminal GUI aplication dé yéu cau ding nhap cho timg ngudi ding.

—  Pé xem céc thong tin chi tiét vé qua trinh khoi dong hé théng ta diing 1énh #dmesglless.



5.1.8.2.  Bao mat cho grub

Dé dit mat khau cho GRUB ta chi can mo file /etc/grub/grub.conf dé mé ta thém thong tin password <ky

tur mat khau>

Néu ta tao mat khau & dang ma héa thi ta mé ta dong:Password -md5 PASSWORD

Sau d6 tao mat khau ma héa béng 1énh mdSscrypt
~  Viduy2.3.26: Chay shell grub va nhap mét khau:

Grub> mdScrypt

Password: R I S e db b db db  db b I b S db i 2 g 2 3

Encrypted: $15USjkxFefdxWH6vppCUSlb

- Sau d6 cat va ddn mat khau da duoc ma héa trén vao dong khai bdo trong file ciu hinh:

5.1.8.3.  Tit va khoi dong hé thong
- Dé shutdown hé théng ta thuc hién 1énh sau:

#init O :kh&i déng hé théng ngay lap tuc
#shutdown -hy t :hé thbng sé& shutdown sau t gidy
#halt :tuong tu nhu init O

#poweroff

- Dé reboot hé théng ta thyc hién nhitng mot trong nhiing 1énh sau:

#init 6
#reboot

#shutdown -ry 10 :hé thbng khéi déng lai trong 10 giay

5.1.84.  Phuc hoi mat khiu cho ngudi ding quan tri

bé phu héi mat khéu cho nguoi dung quan tri, ta thuc hién theo cac budc sau:

- Khéi dong lai mdy Linux

— Khi GRUB Screen hién thi chon phim e dé thay ddi thong tin boot loader (néu boot loader ¢6 méat

khéu thi nhap mat khau vao)



GNU GRUB wversion 8.97 (638R lower / 526272K upper memory)

root (hd®,8)
kernel /umlinuz-2.6.18-194.el5 ro root=/dev/UolGroupBB/LogUolB8 rhgb »
initrd Zinitrd-2.6.18-194.el5. img

Press ’b’ to boot, ’e’ to edit the selectéll c
boot sequence, ‘c’ for a command-line, %WD
after (’0° for before) the selected line, Ydg
selected line, or escape to go back to e

—  Chon muc kemel /boot/vnlinux-2.6.18
thém tir khoa —s dé vao ché do don ngudi ding (single user) sau d6 chon phim Enter
— Nhin phim b dé tiép tuc khoi dong, sau d6 thuc hién 1énh passwd dé thay d6i mat khiu cua

nguoi dung root

Remounting root fi m in read-write mode:

tem quotas:

—  Dung lénh init 6 dé khoi dong lai hé thong
QUAN TRI SYSTEM SERVICES

6.1.1. XINETD

6.1.1.1.  Céu hinh xinetd
Mbi dich vy Internet déu gin lién véi mot cong chang han nhu: smtp — 25, pop3 — 110, dns-53... Viéc
phan bo nay do mét to chirc qui dinh.
Xinetd 12 mot Internet server daemon. Xinetd quan 1y tap trung tat ca céc dich vu Internet. Xinetd quan 1y
mdi dich vu trong Gmg véi mot cong(port). Xinetd lang nghe va khi nhan dugc mot yéu cau két ndi tir
céc chuong trinh client, né s& dua yéu cau dén dich vu tuong tmg xir 1. Va sau d6, Xinetd van tiép tuc
lang nghe nhing yéu cau két ndi khdc. Khi hé diéu hanh duoc khoi dong, Xinetd duoc khéi tao ngay lic
nay boi script /etc/rc.d/init.d/xinetd. Khi Xinetd dwoc khoi tao, né sé doc thdng tin tir tap tin cAu hinh
fetc/xinetd.conf va s& dan dén thu muc /etc/xinetd - noi luu tit ca nhimg dich vu ma Xinetd quan 1y.
Trong thu muc /etc/xinetd, thong tin cAu hinh ctia mdi dich vu duoc luu trong mot tap tin ¢6 tén trung voi

tén dich vu dé.



