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I. Gioi thiéu giai phap tich hgp SIM-PKI
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Hinh 1. M6 hinh giai phap SIM-PKI

SDK-MobilePKI 14 Bb cong cu hd tro phat trién ang dung ky sé trén thiét
bi di dong sir dung SIM-PKI, cung cip cac API co ban nhu tao chir ky s6 RSA
véi SIM-PKI va lay thdng tin ching thu s6 twong tng véi s6 dién thoai. Bo cong
cu cung cap dudi dang dich vu Web Service (Mobile Signature Service Provider
— MSSP) trén Internet, cu thé nhu sau:

1. Théng tin dich vu MSSP

- bia chi dich vu:

https://mpkil.ca.gov.vn:18083/soap/services/MSS_SignaturePort

- Giao thirc két ndi: TLSv1.2, x4c thuc hai chiéu

- Giao dién két ndi: SOAP 1.1 hoic SOAP 1.2



b. APls

- L4y thdng tin chung thu theo s dién thoai

- Ky s6 theo tiéu chuan PKCS#1 v1.5 va v2.1 (RSA)
c. Yéu cau két ndi

- Phan mém ung dung diéu hanh tac nghiép cia co quan, don vi phai c6 két ndi
Internet.
- Co quan, don vi xay dung dich vu AP Sign Service 1am nhiém vu trung gian két

néi vai MSSP (hoac tich hop truc tiép MSSP Webservice vao phan mém ung
dung)

- Co quan, don vi can cung cap dia chi IP tinh caa may chua trién khai dich vu AP,
dé cap nhat 1én hé thong MSSP ciaa BCYCP cho phép két noi va dé nghi cap
chtng thu s6 dé két ndi dich vu MSSP.

- BCYCP sé& cung cap chung thu sb dé dich vu AP caa don vi ¢6 thé két néi MSSP
(dap ung TLSv1.2 Client Authentication).

2. Luéng d ligu ky sé

« L (XP%rE n'\ii fuggtP)DF 3. Ky s6 PDF
, Metadata (PDF, Image, Phone) ’ H
APP 2. Ky s6 PDF App AP Sign
(Metadata) . 8. Tra vé file PDF d3 ky .
9. Hién thj két qua ky s8 Service (Signed PDF) Service
(Signed PDF)
7. GUi chit ky vé AP 4. Gri yéu cau ky trén SIM
(RSA Signature) (Hash PDF)
6. GUi chit ky vé MSSP qua SMS/SMPP
SlM (RSA Signature) MSSP
5. GUti dit liéu ky dén SIM qua SMS
(Hash PDF)

Hinh 2. Ludng dix liéu ky sb véi SIM-PKI
- Buéc 1: Nguoi ding ma giao dién App trén di dong xem noi dung tép PDF can
ky
- Budc 2: Nguoi dung thao tac ky so trén giao dién App, App s& gii thong tin can
thiét vé file PDF can ky cho App Service.

- Budc 3: App Service lay noi dung PDF can ky, théng tin anh chix ky caa nguoi
ky, s6 dién thoai nguoi ky va goi API ky sé trén AP Sign Service.

- Budc 4: AP Sign Service thuc hién bam noi dung tai liéu PDF can ky s6 va guri
y&u cau ky s6 d¢én SIM théng qua MSSP



- Bu6c 5: MSSP gtri yéu cau ky s6 nhan dugc tir AP Sign Service dén SIM thong
qua SMS vaéi dit liéu bam noi dung PDF.

- Budc 6: SIM thuc hién ky sb va tra vé gia tri chit ky sé6 RSA Signature cho
MSSP théng qua SMS.

- Budc 7: MSSP tra vé gié tri chit ky s RSA Signature cho AP Sign Service dé
dong gobi theo dinh dang PDF va luu thanh file PDF da ky.

- Bud6c 8: AP Sign Service tra vé file PDF di ky cho App Service

- Budc 9: App Service théng béo két qua, App hién thi két qua ky s cho nguoi
dung.

3. Danh sach tép

TT | Néi dung Mo ta

1 | update-link-mssp-service.txt Link dich vu MSSP méi nhat

2 | MSSP-Tai lieu dac ta tich hop | bac ta APl cuia MSSP Webservice
AE-VNP.pdf va ma 13i tra vé
3 | MSS_SignaturePort.wsdl File cau trlic Webservice, c6 thé sir
dung dé cac nén tang ngobn ngir 1ap
trinh ty dong tao Proxy class tich
hop vao ng dung
4 | vgca.mssp.jar Thu vién viét trén Java hd tro cac
API thuc hién ky sb véi SIM-PKI va
lay chimg thu sé twong ng Véi s6
dién thoai cua thué bao. Thu vién co
thé tich hop truc tiép trién tng dung

Java

5 | samplemssp.zip Project demo tich hop thu vién
vgca.mssp.jar

6 | mssp-sample.zip Project demo tich hgp dich vu MSSP

trén ngon ngir C# dotnet

4. Diéu kign tich hep dich vu MSSP
- Cac ung dung phat trién trén nén tang dotnet thi can sir dung dotnet 4.5 tré 18n
(do webservice MSSP str dung giao thirc TLS 1.2 Client Authentication)

- Céc tng dung phat trién trén nén tang Java thi can JDK 1.8 tra 1én (do webservice
MSSP sir dung giao thac TLS 1.2 Client Authentication)

- Co quan don vi gt van ban yéu cau cap chimg thu sé cho may chu Application
Provider (AP) d¢én Cuc Chung thuc sé va Bao mat thong tin d¢é cd Chung thu sb
Client phuc vu két néi dich vu MSSP



- Lién hé véi bo phan hd tro ki thuat cua Cuc CTSBMTT va cung cap dia chi IP
Public cia AP dé duoc cap tai khoan (APID/Password) két ni hé théng MSSP

I1. Hwéng dan trién khai tich hop

1. Hwong dén tich hep trén méi trwong dotnet
- Str dung Visual Studio, tao proxy class tir file MSS_SignaturePort.wsdl

+ M¢ Developer Command Prompt for VS
+ Chuyén thu muyc luu file két qua (Khdng bat bugc)
+ Chay Iénh: wsdl + url (trong d6 url: dia chi file wsdl cia MSSP WS)

- Hoac c6 thé sir dung file “MSS_SignaturePort.cs” c¢é san trong
mssp_sample.zip

- Nhiing class MSSP_API.cs la code vi du dé goi cac API cia MSSP
Webservice vao trong Project.

- bé thuc hién, lay théng tin ching thu sé twong wng vai s6 dién thoai thi thuc
hién nhu sau:

Budc 1: Khai tao dbi twong 16p MSSP_API

MSSP_API msspAPI = new MSSP_API(apid, appwd, apCertPath, apCertPwd);

Trong do:

apid va appwd: 1a ma id va mat khau truy cap hé théng MSSP Webservice duoc
Cuc CTSBMTT cép.

apCertPath/apCertPwd: 1a duong dan file CTS PKCS#12 va mat khau cua ching
thu s AP do Cuc CTSBMTT cép.

Budc 2: Goi API getCert dé nhan vé ndi dung chimg thu s6
try

{
byte[] certRaw = msspAPI.GetCert(phone);

}

catch (Exception ex)

i
}

//xtt ly 18i
Buac 3: Gan noi dung ching thur §6 vao ddi tugng X509Certificate2 dé sir dung
trong qué trinh dong goi chit Ky so theo cac dinh dang dir liéu.
X509Certificate2 clientCert = new X509Certificate2(certRaw);
- Bé ky s6 RSA hoic ECDSA, thyc hién cac buéc sau:
Budc 1: Khai tao dbi twong 16p MSSP_API



MSSP_API msspAPI = new MSSP_API(apid, appwd, apCertPath, apCertPwd);
Trong do:

apid va appwd: 12 ma id va mat khau truy cap hé thong MSSP Webservice duoc
Cuc CTSBMTT cép.

apCertPath/apCertPwd: 1a duong dan file CTS PKCS#12 va mat khau cua ching
thu s AP do Cuc CTSBMTT cap.

Budc 2: Goi API getCert dé nhan vé ndi dung chimg thu s6
try

byte[] certRaw = msspAPI.GetCert(phone);

}
catch (Exception ex)
t .
//xit ly loi
3

Budc 3: Gan noi dung ching thu s6 vao dbi tugng X509Certificate2 dé st dung
trong qua trinh dong goi chir ky so theo cac dinh dang dix liéu.

X509Certificate2 clientCert = new X509Certificate2(certRaw);

Buac 4: Thuc hién bam dir liéu va dong goi gia tri bam vai dinh dang
Digestinfo

try

{
DerObjectIdentifier identify = new
DerObjectIdentifier(DigestAlgorithms.GetAllowedDigests(hashAlgorithm));
AlgorithmIdentifier algId = new AlgorithmIdentifier(identify,
DerNull.Instance);
IDigest digest = DigestUtilities.GetDigest(identify);
hash = new byte[digest.GetDigestSize()];
digest.BlockUpdate(message, 0, message.Length);
digest.DoFinal(Chash, 0);
DigestInfo dInfo = new DigestInfo(algId, hash);
hashedstr = dInfo.GetDerEncoded();
}

catch(Exception ex)

//XU 1y 18i
H

Budc 5: Goi API ky sé gia tri DigestInfo

try
i
byte[] sigBuff = api.Sign(phone, messageToBeDisplayed, hashedstr);
Log.Info("Ky so thanh cong.");
}
catch (Exception ex)
i
throw new SignatureException("Ky s0 qua MSSP khéng thanh céng: " +
ex.Message, ex);

}



2. Hwong ddn tich hep trén méi trwong Java

Co quan don vi 6 thé thyuc hién tich hop thu vién vgca.mssp.jar vao phan mém
tring dung, hoic tich hop truc tiép webservice MSSP theo dudng dan dd néu & muc
1, véi WSDL file “MSS_SignaturePort.wsdl”, ma nguon mau trong thu muc
java/sample-code.

Truong hop tich hop thu vién “vgca.mssp.jar” thi thuc hién theo cac budc sau:
- Budc 1: Thém thu vién vgea.mssp.jar va cac thu vién lién quan vao Java Project.
- Budc 2: Thiét 1ap cac chimg thu sé tin cay vao TrustStore dé phuc vu két ndi
String TRUSTSTORE_FILE = “etc/truststore-bcy.jks";
String TRUSTSTORE_PASSWORD = "changeit";

String KEYSTORE_FILE =
"etc/3108937_VGCA_Application_Provider_certificate.p12";

String KEYSTORE_PASSWORD = "123456";
String KEYSTORE_TYPE = "PKCS12";

Trong d6, tép TRUSTSTORE_FILE bao gém cac chimg thu sb cua CA.
Tép KEYSTORE_FILE la chimg thu s6 AP dugc Cuc CTSBMTT cap.

Thiét 1ap cau hinh két néi SSL:
JvmSsl.setSSL(TRUSTSTORE_FILE,
TRUSTSTORE_PASSWORD,
KEYSTORE_FILE, KEYSTORE_PASSWORD,
KEYSTORE_TYPE):
- Buéc 3: Khoi tao d6i twong ExtSignature:
ExtSignature signer = new ExtSignature();
- Budc 4: Set cac théng tin APID va Mat khau dé truy nhap MSSP Webservice:
signer.setAPID(AP_ID);
signer.setAPPWD(AP_PASSWORD);

- Bu6c 5: LAy thong tin chimg thu s thué bao dé phuc vu cac budce dong goi chit
ky s6 vao cac dinh dang dir liéu.

byte[] certBytes = signer.GetCert(msisdn);
Trong d6, msisdn 1a sb dién thoai twong ng véi SIM-PKI cua thué bao.
Ghi noi dung chtng thu sb vao ddi tugng X509Certificate:

CertificateFactory factory = CertificateFactory.getinstance(*'X.509");



X509Certificate cert = (X509Certificate)factory.generateCertificate(new
ByteArraylnputStream(Base64.decode(certBytes)));

- Budc 6: Thuc hién bam dir liéu va dong goi thanh DigestInfo:
Security.addProvider(new BouncyCastleProvider());
String plainString = "1234567890";
byte[] messageBuff = plainString.getBytes();
MessageDigest messageDigest = MessageDigest.getInstance("SHA-256");
byte[] hashData = messageDigest.digest(messageBuff);

- Budc 7: Thuc hién ky s6 di lidu:
byte[] sighature = signer.sign(hashData, msisdn, dataToBeDisplayed);

Trong d06, hashData la n6i dung dir liéu bam duoc dong goi dang Digestinfo;
msisdn 1a s6 dién thoai cua thué bao; dataToBeDisplayed la thong bao hién thi
trén dién thoai cua thué bao dé xé4c nhan giao dich ky sé.

3. Danh muc mé 11 (Exception code)

TT | M4 15i Thong tin
1 101 WRONG_PARAM
2 102 MISSING_PARAM
3 103 WRONG_DATA LENGTH
4 104 UNAUTHORIZED_ ACCESS
5 105 UNKNOWN_CLIENT
6 106 HANDSHAKE_REQUIRED
7 107 INAPPROPRIATE_DATA
8 108 INCOMPATIBLE_INTERFACE
9 109 UNSUPPORTED_PROFILE
10 | 208 EXPIRED _TRANSACTION
11 | 209 OTA ERROR
12 | 401 USER_CANCEL
13 | 402 PIN_NR_BLOCKED
14 | 403 CARD_BLOCKED
15 | 404 NO_KEY_FOUND
16 | 405 NO_URL_FOUND
17 | 406 PB_SIGNATURE_PROCESS
18 | 407 REGISTRATION_NOK
19 | 422 NO_CERT_FOUND
20 | 423 CRL_PB







I11. Hwéng dan mét sé trueong hep sit dung SIM-PKI

1. Hwéng ddn d6i ma PIN cia SIM-PKI
iOS

Android

- Bugc 1: Mo giao dién Settings trén iPad. Nguoi dung bam
vao biéu tugng Settings trén thict bi iPad/iPhone:

i Viettel =

09:29

Camera

1

Calendar

)

Photo Booth

Settings

- Buéc 1: M6 giao dién SIM Settings trén Android. Nguoi dung
bam vao bicu tuong Viettel Plus hodgc Max SIM (Vinaphone)
trén thiét bi:

B N§ *¢ .al 51% = 10:03

More apps

© 06

My Viettel Play Store Radio

&P o

Samsung Settings

Members

Voice

Recorder

PQy

Samsung
Pay

Viettel
Plus




- Bugc 2: Mo menu Cellular Data Options. Trén cua S6 | - Bugc 2: Mo menu VGCA. Trén cta s6 SIM Settings, nguoi
Settings, nguoi dung bam chon menu Cellular Data, sau d6 chon | dung bam chon menu VGCA.
Cellular Data Options:

8§ 1€ .01 50% = 10:14

VIETTEL PLUS

Viettel Plus

VGCA




iPad

D))

Settings

Q Search

Thao Pc

Apple ID, iCloud, iTunes & App St...

Airplane Mode

Wi-Fi
Bluetooth

TP-LINK_4241FE
Not Connected
) Cellular Data off

Personal Hotspot Off

Notifications
8 Control Center

Do Not Disturb

@ General 0

Display & Brightness
Wallpaper
Sounds

15:11 @ 17%0_)

Cellular Data

Cellular Data

Cellular Data Options

Turn off cellular data to restrict all data to Wi-Fi, including email,
web browsing, and push notifications.

VIETTEL

Personal Hotspot Off

CELLULAR DATA

Current Period 6.5GB
Current Period Roaming 0 bytes

App Store
99.3 MB

Calendar & Reminders
O Clock

Contacts

FaceTime

Find Friends

>
g Find iPhone

Gmail

Home

iBooks

- Buéc 3: Mo menu SIM Applications. Ngudi ding bam chon

menu SIM Applications:

- Bwdc 3: Trén giao dién VGCA, nguoi dung chon Doi PIN:




P = e SRS B N 4 il 49% & 10:38

{ Cellular Data

. VIETTEL PLUS =
Settings
Q Search VGCA
APN Settings D . Pl N
Thao Pc 2l
Apple ID, iCloud, iTunes & App St...
SIM Applications Cau h in h

SIM PIN
Airplane Mode .

WiFi Gioi thieu

TP-LINK_4241FE

Bluetooth Not Connected
& Cellular Data Off
Personal Hotspot Off

B Notifications
Control Center

Do Not Disturb

Eﬂ General 0

Display & Brightness

Wallpaper

LDl Sounds

[ R




- Buéc 4: Mo menu VGCA hoic VGCA-MPKI. Trén cira s0 | - Budc 4: Nguoi ding nhap ma PIN dang st dung va bam OK
SIM Applications, ngudi dung bam chon menu VGCA hoac

VGCA-MPKI.

VIETTEL PLUS

Nhap PIN

0K




iPad = 15:11 @ 17%E )

< SIM Applications
Settings VIETTEL pLUS
Q Search VGCA-MPKI
Thao Pc

Apple ID, iCloud, iTunes & App St...

Airplane Mode

Wi-Fi TP-LINK_4241FE
Bluetooth Not Connected
) Cellular Data Off

Personal Hotspot Off

Notifications
8 Control Center

Do Not Disturb

ﬁg General o

Display & Brightness
Wallpaper
Sounds

M A

- Buwdc 5: Trén giao dién VGCA, nguoi dung chon Doi PIN:

- Budc 5: Ngudi dung nhap PIN méi va bam OK
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- Bwéc 6: Ngudi dung nhap ma PIN dang str dung va bAm Send

all Viettel @ 38% @ )

Nhap PIN

- Bwéc 6: Ngudi dung nhap lai ma PIN mai dé xac nhan va bam
OK

VIETTEL PLUS

0K
T 2 3
4 5 6 ol
/ 8 9 |@#
¥ 0 # {3




- Buéc 7: Ngudi dung nhap PIN méi va bam Send

ull Viettel 2 @ 38% @

PIN 1 moi




- Buwéc 8: Ngudi dung nhap lai ma PIN mai dé xac nhan va bam
Send

all Viettel 2 @ 38% @ )

Xac nhan PIN




* Théng bao doi PIN thanh cong:

Doi PIN thanh cong

Chu y: M PIN ciia nguwoi ding chi bao gom Ky tw s6, ¢é dé dai tie 6 dén 10 Ky tuw Sé.




2. Huoéng dén bat, tat chudng béao cia SIM-PKI

Dé bat, tat chudng béo cua SIM-PKI, ngudi ding mé giao dién cau hinh VGCA theo cac budc 1 dén bude 5 hudng dan doi
ma PIN & trén d6i véi thiét bi iOS va tir bude 1 dén bude 3 dbi véi thiét bi Android.

2.1. Céc bwéc thuc hién bat/tat chudng bao cia SIM-PKI

- Bwéc 1: Trén cira s6 menu VGCA, ngudi ding chon menu “Cau hinh”:



all Viettel 2

@ 38% @

VGCA

Doi PIN

Cau hinh

Gioi thieu

T4t chudng béo

Bat chudng bao

- Bugc 2: Mac dinh chudng bao cua SIM-PKI dugc tat (Bao
am (Tat)). Chon menu Bao am (Bat) dé Tat chudng bao

- Bwéc 2: Nguoi dung Chon menu Bao am (Tat) dé Bat chudng
bao:




all Viettel 2 @ 35% @ ) all Viettel 2 @ 37% @

Cau hinh Cau hinh

Bao am (Tat)
Bao am (Bat)

Ngon ngu (VI)

Ngon ngu (VI)

- Buéc 3: Nguoi ding bam chon Accept trén thong bao “Co | - Bwéc 3: Nguoi ding bam chon Accept trén thong bao “Co
phai ban muon tat bao am?””: phai ban muon bat bao am?”’:




Co phai ban muon tat bao am? Co phai ban muon bat bao am?




- Buwéc 4: Tat bao am thanh cong s€ c6 thong bao “Tat thanh | - Bwéc 4: Bat bao am thanh cong s€ c6 thong bao “Bat thanh
cong”. Nguoi dung bam chon Accept dé két thac: cong”. Nguoi dung bam chon Accept dé két thac:

Bat thanh cong




3. Hwéng ddn xem phién ban SIM-PKI
- Phuc vu qua trinh kiém tra khac luc sy ¢b dbi vai SIM-PKI trong qué trinh ky s6
- Cac buac thuc hién:
Buéc 1: Trén cira s6 menu VGCA, ngudi dung chon menu “Gioi thieu”:
03:20 Friula S 36% 8
VGCA

Doi PIM

Cau hinh

Buwéc 2: Thong tin phién ban SIM-PKI s& duoc hién thi trén man hinh thiét bi di dong.
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Bwéc 3: Khi duoc yéu cau, nguoi dung doc ma phién ban SIM-PKI cho cén bo hd tro ki thuat xt Iy su ¢b trong qué trinh ky sé
SIM.



