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1. GIOI THIEU
a) M6 hinh trién khai dich vu ky sé tap trung
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Hinh 1. M6 hinh trién khai dich vu ky s tap trung

Mo ta: Bé thuc hién ky s6 theo mo hinh ky sé tap trung, cac co quan don vi ¢6
thé trién khai theo hai phuong thuc sau:

(1) Déi Véi cac co quan, don vi da trién khai tich hop giai phap ky s6 su dung
USB Token thi c6 thé cai dit phan mém vCSP trén hé diéu hanh Windows, vCTK trén
hé diéu hanh MacOS dé thyc hién ky sé st dung dich vu ky s6 tap trung twong tu nhu
ky sb véi thiét bji USB Token ma khong can phai diéu chinh, nang cap phan mém tng
dung dé tich hop lai cac API cua dich vy ky sd tap trung.

(2) Ngoai ra cac co quan, don vi ¢ thé trién khai tich hop truc tiép cac API cua
dich vu ky sd tap trung theo mé hinh Server to Server.

b) Théng tin dich vu ky sb tap trung:

- Bia chi dich vu: https://mpki2.ca.gov.vn/mpki/v2/
- Giao thirc két néi: SSL2

- Giao dién két ndi: RESTful/ SOAP API

2. QUY TRINH TiCH HQP
Budc 1. Pang ky két ndi dich vy ky sb tap trung: Co quan, don vi giri van ban
yéu cau trién khai tich hop dich vu ky sd tap trung.
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Budc 2: Cuc Chung thuc sb va Bao mat thong tin cung cép tai khoan tich hop,
chtng thu s6 két ndi dén dich vu ky s6 tap trung.

Budc 3: Co quan, don vi chu quan tng dung cong nghé thong tin sir dung tai
khoan, chimg thu sé duoc cap dé thuc hién két néi dich vu ky sd tap trung, tich hop céc
API ky sb vao trong quy trinh nghiép vu.

3. MO TA API
3.1. Danh sach API

STT API Mo ta
1 | auth/login Ham dang nhap
credentials/list Ham lay danh sach chung thu s6 cua thué bao, két
2 qua tra vé 1a thong tin ngan gon cua cac chimg thu sb
thudc vé thué bao.
3 credentials/info Ham tra vé thong tin uy quyén, thong tin dinh danh

va chimg thu s6 khoa cong khai cta thué bao.
credentials/authorize | Chtic ning yéu cau hé thong xac minh thong tin dang
4 nhap cua thué bao, hd tro ma OTP, mi PIN (hoic
PassCode).

5 | signatures/signHash | Ham thyc hién ky s6 dir liéu bam (hash).
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3.2. Mb ta ludng thue thi ky s6

i ——> Ung dung

(1) auth/login

(session)

(2) credentials/list

Chon chirng thw sb

(certificate list)

(3) credentials/info

(certificate info)

(4) credentials/authorize

(SAD)

(5) signatures/signHash

l

(Signature)

Hinh 2. Ludng thyc thi ky s6
3.3. Tao kénh két ndi giira ing dung va API webservice ciia dich vu ky s
tap trung

Tao SSL2:
Gia tri ssl2 trong header Auhthorization dugc tinh:
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Ssl2 = BASEG64-encode(username:password:signature:timestamp:pkcslSignature),
trong do:
username, password, signature nhan ve to Pang ky thong tin tich hop

timestamp epoch time tinh theo miliseconds.
pkcslSignature chit ky PKCS#1 duoc tinh bdi khoa riéng trong file .p12 va dir
ligu:
- M3 ngudn mau Java:

String timestamp String.valueOf (System.currentTimeMillis ());

String data2sign = user + password + signature + timestamp;
String pkcslSignature =
PKCS1Util.getPKCS1lSignature (data2sign, relyingPartyKeyStore,
relyingPartyKeyStorePassword) ;
String ssl2 = Baseb6b4.getEncoder () .encodeToString(
user
.concat (":")
.concat (password) .concat (":")
.concat (signature) .concat (":")
.concat (timestamp) .concat (":")
.concat (pkcslSignature)

.getBytes());

- Ma nguon mau C#:
string timestamp = (DateTime.UtcNow - DateTime (1970, 1, 1, 0, 0, O,
DateTimeKind.Utc)) .TotalMilliseconds.ToString () ;

string data2sign = relyingPartyUser + relyingPartyPassword +
relyingPartySignature + timestamp;

string pkcslSignature = Utils.getPKCSlSignature (data2sign,
relyingPartyKeyStore, relyingPartyKeyStorePassword) ;

string SSL2 = relyingPartyUser + ":" + relyingPartyPassword + ":" +
relyingPartySignature + ":" + timestamp + ":" + pkcslSignature;
string Basic = "USERNAME:" + username + ":" + password;

string BasicEncode = Utils.Base64Encode (Basic);

3.4. API auth/login
Ung dung goi HTTP-Restful 1én hé thong dé diang nhap (server to server).
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- Tén ham: auth/login
- Phuong thuc: Post

- Puong dan: https://mpki2.ca.gov.vn/mpki/v2/auth/login

- Headers:
STT Tén Gia tri
1 Content-Type application/json
2 Auhthorization SSL2 {ssl2}

- Tham sb dau vao:

TT

Tham s6

Kiéu dir liéu

Bat budc

Mo ta

relyingParty

String

Bét budc

Dinh danh kénh tich hop dich vu
ky sb tap trung

rpRequestiD

String

Tuy chon

Pinh danh yéu cau cua kénh

requestiD

String

Tuy chon

Pinh danh yéu cau

rememberMeEnabled

Boolean

Tuy chon

Tuy chon dé duy tri trang thai
dang nhap va duy tri xac thuc hop
& trén nhiéu phién:

- “True™: tra vé refreshToken dé
st dung trong lan goi yéu cau ky
tiép theo

- “False”: tham s refreshToken
khong duoc tra vé

Néu tham s bi bo qua, né s& mac
dinh 1a "False".

clientinfo/iccid

String

Tuy chon

Thong tin may nguodi dung, st
dung dé quan 1y phién lam viéc
véi kénh tich hop hoac chu sé hiru
(end-user)

clientInfo/imei

String

Tuy chon

Thong tin may nguodi dung, st
dung dé quan 1y phién lam viéc
véi kénh tich hop hoac chu so hiru
(end-user)

clientInfo/o-

String

Tuy chon

Thong tin may nguoi dung, su
dung dé quan 1y phién lam viéc
véi kénh tich hop hoac chu so hitu
(end-user)

lang

String

Tuy chon

Ngon nglr: EN hac VN.
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Chudi x4c dinh giao thirc dang sir
dung boi tng dung may khach dé

9 ' [ at buo Y : :
profile String Batbuoc | iro tiép véi SCS. Mac dinh 1a
“rssp-119.432-v2.0”
tseNotification/ . . Tin nhan (thong diép) hién thi
10 e . ' '
notificationMessage String Tuy chon dudi dang thong bao
g1 | tseNotification/ String Tuy chon | Tiéu d& tin nhin
messageCaption
Noi dung hién thi ngoai tén dich
tseNotification/ . . vu, truéc yéu cau nhip mi PIN
12 el 3 , .
message String Tuy chon xac thyc. Kich thuéc toi da: 40
bytes
tseNotification/ . . URI cua logo hién thi trong qua
13 '
logoURI String Tuy chon | 2 oh xéc thyc
tseNotification/ . URI cua anh nén hién thi trong
14 ) :
bgimageURI String Tuy chon | 4 trinh xéc thyc
tseNotification/ . URL cua icon hién thi trong qua
15 \ .
rplconURI String Tuy chon trinh xac thuc
16 tseNotification/ String Taty chon Tén cua,Ke‘nh tlrch hop hién thi
rpName trong qua trinh x4c thyc
tseNotification/ Bat VerificationCode VoI
27 veEnabled boolean Tuy chon | vcEnabled=‘TRUE’
Mac dinh la False
tseNotification/ . ‘ Tén cua ung dung ky goi dén
18 ) i i
scaldentity String Tuy chon RP/NCSP
Chinh sach xac nhan:
= PIN
tseNotification/ . = TAP
19 . . . \
confirmationPolicy String Tuy chon = SWIPE
= BIOMETRIC
= |IDENTITY
20 tsel_\lgtlflcapon/ int Tay chon T‘}’lorl gian toi da tinh bang mili
validityPeriod giay
21 tseNotification/ String Téty chon C,}la tm~ ballm ma hoa Base64 d¢
hashes tinh ma xac minh
Thuat toan bam OID st dung:
o "1.3.14.3.2.26": SHA-1.
99 tseNotification/ String Tay chon e "2.16.840.1.101.3.4.2.1"™:

hashAlgorithmOID

SHA-256.
e "2.16.840.1.101.3.4.2.2":
SHA-384.
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e "2.16.840.1.101.3.4.2.3"
SHA-512.
e "2.16.840.1.101.3.4.2.8™:
SHAS-256.
e "2.16.840.1.101.3.4.2.9"
SHA3-384.
e "2.16.840.1.101.3.4.2.10™:
SHAS-512.

- Tham s dau ra

TT

Tham s6

Kiéu dir liéu

Bit budc

Mo ta

error

int

Bat budc

Mai két qua
Du kién: 0

errorDescription

String

Bat budc

Mo ta chi tiét két qua

responselD

String

Bat budc

Dinh danh giao dich do hé thong
tra vé

accessToken

String

Bat budc

M3 truy cap dich vu ton tai trong
thoi gian ngan duoc st dung dé
xac thuc cac yéu cau API tiép
theo trong cung mdt phién. Khi
nhan Iénh goi API c6 ma truy cap
da hét han, hé théng sé tra vé 10i
va yéu cdu xac thuce/yéu cau ding
nhap mai.

refreshToken

String

biéu kién

M3 lam méi ton tai lau dugc sir
dung dé xac thuc nguodi dung
trong phién tiép theo.
refreshToken duoc tra vé néu
tham s6
“rememberMeEnabled”= True

expiresin

Int

Tuy chon

Thoi gian hiéu luc cia ma truy
cap dich vu tinh bang giay.

Néu bo qua thoi gian mic dinh 1a
3600 giay

remainingCounter

Int

biéu kién

S6 lan thir dang nhap con lai. Tra vé
néu co6 san trén tiu dé
Authorization va nhap sai mat khau

tempLockoutDuration

Int

biéu kién

Thoi gian khoa tai khoan, thi lai
khi hét thoi gian. Tinh bang gidy

ownerlInfo/fullName

String

biéu kién

Tén day dii cia tai khoan

9




Tai liéu huéng dan tich hop dich vu ky sé tap trung s dung HSM /GCA

10 | ownerInfo/phone String Tuy chon | Sé dién thoai cua tai khoan
11 | ownerInfo/email String Tuy chon | Email cua tai khoan
12 | ownerlInfo/oauth2 String Tuy chon | Thong tin OAUTH2

M3 thong bao st dung dé hoan tat
tién trinh ddng nhap cho thué bao

13 | authorizeToken Strin Piéu kien ‘ o
g " | khong nam trong danh sach tin
cay
M3 ngudn mau:

[MethodImpl(MethodImplOptions.Synchronized)]

public void login()

{

Console.WriteLine(" auth/login ")

String authHeader;
if (refreshToken != null)

{
authHeader = refreshToken;
}
else
{
retryLogin++;
authHeader = property.getAuthorization(this.username, this.password);
}
Console.WriteLine("Login-retry: " + retryLogin);

LoginRequest loginRequest = new LoginRequest();
loginRequest.rememberMeEnabled = true;
loginRequest.relyingParty = property.relyingParty;
loginRequest.lang = this.lang;
string jsonReq = JsonConvert.SerializeObject(loginRequest, new
JsonSerializerSettings { NullValueHandling = NullValueHandling.Ignore });
//, DefaultValueHandling = DefaultValueHandling.Ignore });
string jsonResp = HTTPUtils.sendPost(property.baseUrl + "auth/login", jsonReq,
authHeader);
//Console.WritelLine(jsonResp);
LoginResponse signCloudResp =
JsonConvert.DeserializeObject<LoginResponse>(jsonResp);
if (signCloudResp.error == 3005 || signCloudResp.error == 3006)
{
refreshToken = null;
if (retryLogin >= 5)
{
retrylLogin = 0;
throw new APIException(signCloudResp.error,
signCloudResp.errorDescription);

}
login();
else if (signCloudResp.error != @)
{
throw new APIException(signCloudResp.error, signCloudResp.errorDescription);
}
else
{

this.bearer = "Bearer " + signCloudResp.accessToken;
if (signCloudResp.refreshToken != null)

10
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{
this.refreshToken = "Bearer " + signCloudResp.refreshToken;
Console.WriteLine("Response code: " + signCloudResp.error);
Console.WriteLine("Response Desscription: " +
signCloudResp.errorDescription);
Console.WriteLine("Response ID: " + signCloudResp.responselD);
Console.WriteLine("AccessToken: " + signCloudResp.accessToken);
}

}
}

3.5. API credentials/list

Str dung ham nay dé iy danh sach chimg thu s caa thué bao, két qua tra vé 1a
thong tin ngan gon cua cac chiing thu s6 thudc vé thué bao.

- Tén ham: credentials/list

- Phuong thuc: Post

- Puong dan: _https://mpki2.ca.gov.vn/mpki/v2/credentials/list

- Headers:
STT Tén Gia tri
1 Content-Type application/json
2 Auhthorization Bearer { accessToken or refresh token }

- Tham sb dau vao:

TT Tham s6 Kiéu dix liéu | Bat bugc M5 ta
1 | rpRequestID String Tuy chon | Pinh danh yéu cau cua kénh
2 | requestID String Tuy chon | Pinh danh yéu cau

Pinh danh hop dong, duy nhat
cho mdi HIS. Tham s nay yéu
3 | agreementUUID String Piéu kién | cau khi access_token duoc
truy xuat tir dang nhap chi voi
SSL2.

Trang thai chtng thu so:

searchConditions/ e “ALL”,
4 Strlng Tuy chon | ¢ “GOOD”,

certificateStatus
e “REVOKED”.
Mic dinh 1a “ALL”.
Muc dich st dung ching thu
sb:
searchConditions/ . . o “ALL”,
> certificatePurpose String Tuy chon e “SIGNATURE”,
e “ENCRYPTION”.
Mic dinh 1a “ALL”

11
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certinfoEnabled

Boolean

Tuy chon

Tra vé thong tin chi tiét cua
chung thu s6. Diéu nay hitu ich
khi ttng dung ky mudn lay mot
s6 thong tin ching thu sé ma
khong gidi ma trudce.

Gia tr1 mac dinh 1a “False”

certificates

String

Tuy chon

Chi dinh ching thu sb tra vé tir
chudi chung thu so.

« “none”: Khong tra vé ching
thu s6.

« “single”: Tra vé ching thu sb
cubi cung.

« “chain”: tra vé& toan bo ching
thu s6.

Gia tri mac dinh 1a “single”.

authInfoEnabled

Boolean

Tuy chon

Yéu cau tra vé cac tham so
khac nhau c6 chtra thong tin vé
co ché uy quyén duoc hd trg
boi thong tin xac thuc nay
(nhém PIN va OTP). Mac dinh
la “false”.

lang

String

Tuy chon

Ngon ngit: EN hac VN.
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profile

String

Bét buoc

Chudi x4c dinh giao thirc dang
su dung boi tng dung may
khach dé giao tiép véi SCS.
Mac dinh 1la “rssp-119.432-
v2.0”

- Tham s dau ra

TT

Tham s

Kiéu dir liéu

Bat bugc

Mo ta

error

int

Bét budc

Ma két qua
Du kién: 1007

errorDescription

String

Bat budc

Mo ta chi tiét két qua

responselD

String

Bét budc

binh danh giao dich do hé
thdng tra vé

certs/issuerDN

String

biéu kién

Tén t6 chic phat hanh chung
thu s6.

Gia tri duoc tra vé néu tham s
certinfoEnabled =*“true”.

certs/serialNumber

String

Piéu kién

S6 serial ching thur s6, hién thi
dinh dang chudi ma Hex. Gia

12
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tri dwoc tra vé néu tham s
certInfoEnabled =“true”.

certs/credentialID

String

biéu kién

Dinh danh lién két khoa riéng
V6i chimg thu sb tuong tng

certs/subjectDN

String

biéu kién

Thong tin nhan dang thué bao
chung thu sé & dinh dang
chudi ma UTF-8. Gia tri dugc
tra vé néu tham b
certInfoEnabled =“true”.

certs/validFrom

String

biéu kién

Ngay bét dau c6 hiéu luc cua
chung thu sé & dinh dang
chudi. Gia tri duoc tra vé néu
tham s6  certInfoEnabled
=“true”.

certs/validTo

String

biéu kién

Ngay hét hiéu lyc chung thu s6
& dinh dang chudi. Gia tri dugc
tra vé néu tham b
certInfoEnabled =“true”.
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certs/certificateProfile/
name

String

biéu kién

Tén cua Profile ching thu so.
Gia tri duogc tra ve neu tham so
certInfoEnabled =“true”.

11

certs/certificateProfile/
description

String

Diéu kién

Mo ta Profile chimg thu so.
Gia tri duogc tra ve néu tham so
certInfoEnabled =“true”.

12

certs/purpose

String

Piéu kién

Muc dich st dung ching thu
s0. Gia tri dugc tra vé néu tham
so certinfoEnabled =*“true”.

13

certs/multisign

int

Diéu kién

S6 lwong chir ky dugc tao toi
da trén mdi lan x4c thuc. Gia
tri duoc tra vé néu tham s
certinfoEnabled =“true”.

14

certs/
remainingSigningCounter

int

Bét budc

S6 luot ky con lai ciia chung
thu sb:

e -1: Khong gidi han.

o 0: Hét luot ky.

15

certs/version

int

Bat budc

Phién ban chung thu sb, ung
dung thu ba phai dya vao gia
tri nay dé quyét dinh thuc hién
credentials/info dé cip nhat
thong tin ching thu s6

13
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M6t hoac nhiéu ching thu so
X.509v3 ma hoéa Base64 tu
chudi ching thu sé. Néu tham
s “certificates” = “chain” thi
toan bo chudi ching thu sb
PHAI dugc tra vé& cung Véi
chung thu s thuc thé cudi
(end entity certificate) ¢ dau
mang
Néu tham sé “certificates” =
“single” chi tra vé chung thu
s6 thuc thé cudi (end entity
certificate)
Néu tham sé “certificates” =
“none” khong tra vé gia tri
Mac dinh 1a “none”.

Email uy quyén. Gia tri duoc
certs/ . e \ N 2 p
27 authorizationEmail String biéukién [tra vé néu tham O

authInfoEnabled =“true”.

S6 dién thoai uy quyén. Gia tri
18 certs/ . String biéu kién | dwoc tra vé néu tham sb

authorizationPhone

authInfoEnabled =“true”.
Trang thai chtng thu s6
e "not enrolled"

16 | certs/certificates String[] biéu kién

e "valid"
19 | certs/status String Bat buoc | e "expired"
e "revoked"
e "suspended"
e "unknown"
20 | certs/statusDesc String Bét buoc | MO ta Ve trang thai tuong ing
VO1 ngdn ngr.
“True” néu chung thu s6 thu
21 | certs/trialEnabled Boolean biéu kién nghigm, “False™ nou chimg thur

sé kinh doanh. Néu thiéu
trialEnabled=false

Ma nguon mau:
public List<ICertificate> listCertificates(string agreementUUID, string certificate, bool
certInfoEnabled, bool authInfoEnabled, SearchConditions conditions)

{

Console.WriteLine(" credentials/list ")
String authHeader = bearer;

14
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CredentiallListRequest credentiallistRequest = new CredentiallistRequest();
credentiallistRequest.agreementUUID = agreementUUID;
credentiallistRequest.certificates = certificate;
credentiallistRequest.certInfoEnabled = certInfoEnabled;
credentiallistRequest.authInfoEnabled = authInfoEnabled;
credentiallistRequest.searchConditions = conditions;
credentiallistRequest.lang = this.lang;

string jsonReq = JsonConvert.SerializeObject(

credentiallistRequest, new JsonSerializerSettings { NullValueHandling =
NullValueHandling.Ignore });

string jsonResp = HTTPUtils.sendPost(property.baseUrl + "credentials/list",
jsonReq, authHeader);

CredentiallistResponse signCloudResp =
JsonConvert.DeserializeObject<CredentiallListResponse>(jsonResp);
if (signCloudResp.error == 3005 || signCloudResp.error == 3006)
{
login();
return listCertificates(agreementUUID, certificate, certInfoEnabled,
authInfoEnabled, conditions);

}
else if (signCloudResp.error != @)
{
throw new APIException(signCloudResp.error, signCloudResp.errorDescription);
}

List<BaseCertificateInfo> listCert = signCloudResp.certs;
List<ICertificate> listCertificate = new List<ICertificate>();

foreach (var item in listCert)

{
ICertificate icrt = new Certificate(item, agreementUUID, this);
listCertificate.Add(icrt);

}

+ signCloudResp.error);
" + signCloudResp.errorDescription);

Console.WriteLine("Error code:
Console.WriteLine("Error description:
return listCertificate;

}
3.6. API credentials/info
Ham nay sé& tra vé thong tin uy quyén, thong tin dinh danh va chung thu s khoa
cong khai cua thué bao.
- Tén ham: credentials/info
- Phuong thuc: Post
- Puong dan: _https://mpki2.ca.gov.vn/mpki/v2/credentials/info

- Headers:
STT Tén Gia tri
1 Content-Type application/json
2 Auhthorization Bearer {accessToken or refresh token}

- Tham sb dau vao:

15
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TT

Tham s6

Kiéu dix liéu

Bit budc

Mo ta

rpRequestIiD

String

Tuy chon

Pinh danh yéu cau cua kénh

requestiD

String

Tuy chon

Dinh danh yéu cau

WIN| -

lang

String

Tuy chon

Ngon ngit: EN hac VN.

agreementUUID

String

biéu kién

Pinh danh hop dong, duy nhat
cho mdi HIS. Tham s nay yéu
cau khi access token duogc
truy Xuit tir dang nhap chi voi
SSL2.

credentiallD

String

Bét buoc

Pinh danh lién két khoa riéng
véi ching thu so twong (g

certificates

String

Tuy chon

Chi dinh ching thu s6 tra veé tix
chudi chung thu so.

« “none”: Khong tra vé ching
thu s6.

« “single”: Tra vé chung thu s6
cubi cung.

« “chain”: tra vé& toan bo ching
thu s6.

Gia tri mac dinh 1a “single”.

certinfoEnabled

Boolean

Tuy chon

Tra vé thong tin chi tiét cua
ching thu sb. Didu nay hiru ich
khi ung dung ky mudn lay mot
s6 thong tin ching thu s ma
khong giai ma trudc.

Gia tri mac dinh la “False”

authInfoEnabled

Boolean

Tuy chon

Yéu cau tra vé cac tham so
khac nhau c6 chtra thong tin vé
co ché uy quyén duoc hd trg
boi thong tin xac thyc nay
(nhém PIN va OTP). Mac dinh
1a “false”.

profile

String

Bét budc

Chudi x4c dinh giao thirc dang
su dung boi tng dung may
khach dé giao tiép véi SCS.
Mac dinh 1la “rssp-119.432-
v2.0”

- Tham sb dau ra

TT

Tham s6

Kiéu dix liéu

Bit budc

16
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error

String

Tuy chon

Mai két qua

N

errorDescription

String

Diéu kién

M5 ta chi tiét két qua

responselD

String

biéu kién

Dinh danh cho mai giao dich

cert/status

String

Bét budc

Trang thai chimg thu s6 ky:
=  “pot enrolled”
=  “initialized”

= “generated”

= “valid”

= “renewed”

= “revised”

= “revoked”

= “expired”

= “declined”

= “suspended”

cert/statusDesc

String

biéu kién

Mo ta trang thai véi ngdn ngi
tuong ng

cert/certificates

String

Tuy chon

M6t hoic nhiéu ching thu so
X.509v3 ma héa Base64 tur
chudi ching thu s6. Néu tham
sb “certificates” = “chain” thi
toan bd chudi chimg thu sd
PHAI duogc tra vé cung voi
ching thu sé thuc thé cudi
(end entity certificate) ¢ dau
mang

Néu tham s “certificates” =
“single” chi tra vé chimg thu
s thuc thé cudi (end entity
certificate)

Néu tham sb “certificates” =
“none” khong tra vé gia tri

(o]

int

Bét budc

Néu cert/certificates khong co
san thi may chui s& tra vé csr dé
thay thé.

cert/issuerDN

String[]

biéu kién

Tén t6 chic phat hanh chung
thu sb.

Gia tri dugc tra vé néu tham sé
certInfoEnabled =“true”.

cert/serialNumber

String

biéu kién

S6 serial chung thu 6, hién thi
dinh dang chudi ma Hex. Gia

17
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tri duoc tra vé néu tham so
certInfoEnabled =“true”.

10

cert/thumbprint

String

Tuy chon

Chudi bam tao tir khoa cong
khai ctia chimg thu sb. Gia tri
nay duoc tinh bang cach bam
nhi phan chimg thu sé di ma
hoa, thuong sur dung thuat toan
SHA-256

11

cert/subjectDN

String

Tuy chon

Thong tin nhan dang thué bao
chung thu sé & dinh dang
chudi ma UTF-8. Gia tri dugc
tra vé& néu tham sb
certInfoEnabled =“true”.

12

cert/validFrom

String

Tuy chon

Ngay bat dau c6 hiéu luc cua
chung thu s6 & dinh dang
chudi. Gia tri duoc tra vé néu
tham s  certinfoEnabled
=“true”.

13

cert/validTo

String

Tuy chon

Ngay hét hiéu lyc ching thu s6
& dinh dang chudi. Gia tri dugc
tra vé néu tham s
certInfoEnabled =“true”.

14

cert/certificateProfile/
type

String

Tuy chon

Loai profile cua chung thu so.
Gia tri duogc tra ve néu tham so
certInfoEnabled =“true”.

15

cert/certificateProfile/
name

String

Tuy chon

Tén profile ctia chimg thu so.
Gia tri duogc tra ve néu tham so
certinfoEnabled =*“true”.

16

cert/certificateProfile/
description

String

Tuy chon

Mo ta profile cua ching thu so.
Gia tri duogc tra vé neu tham so
certinfoEnabled =“true”.

17

cert/purpose

String

Tuy chon

Muc dich st dung chung thu
$6

18

cert/version

String

Tuy chon

Phién ban chiing thu sd, ¢ng
dung tha ba phai dua vao gia
tri nay dé quyét dinh cap nhat
thong tin ching thu s6 ma no
luu tri.

19

sharedMode

String

Tuy chon

Ché d6 chia sé dugc st dung
trong ky s6 tap trung:
= “PRIVATE MODE”

18
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= “RP_ SHARED MODE”

» “AGREEMENT SHARED
_MODE”

Mic dinh 1a

PRIVATE_MODE.

20

createdRP

String

Tuy chon

Tén kénh két ndi dich vu ky sb
tap trung, chi ra ching thu sd
duoc tao ra boi kénh nay.

21

multisign

Boolean

Tuy chon

S6 lugng chir ky duoc tao toi
da trén mdi lan x4c thuc.
Mac dinh 1a 1.

22

authModes

Boolean

Tuy chon

Chi dinh mét trong cac ché do
ay quyen.

» “EXPLICIT/PIN”: ma
passphrase (PIN).

» “EXPLICIT/OTP-SMS”:

OTP SMS.

» “EXPLICIT/OTP-EMAIL”:
OTP Email.

= “IMPLICIT/TSE”: iy quyén
duoc quan 1y boi dich vu
Mot cach tu dong

= “IMPLICIT/BIP-CATTP”:
ty quyén duoc quan 1y boi
Cyber-ID — mét trng dung di
dong.

» “EXPLICIT/OTP-
MOBILE”: OTP Mobile
Application.

= “OAUTH2”: chua trién khai

23

authMode

String

Tuy chon

MGt gia tri trong c4c gia tri cua
No.21, 1a ché do ay quyén
dugc kich hoat tai thoi diém
nay. Dé thay doi phai dugc
thuc hién baoi quan tri vién hé
thdng.

24

SCAL

String

Tuy chon

= 1: D liéu bam to-be-sign
khong lién két véi dir liu
kich hoat chir ky

19
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= 2: Dir liéu bam to-be-sign
duoc lién két véi dir ligu
kich hoat chir ky

25 | contractExpirationDate | String

Tuy chon

Ngay hét han hop déng, dé Cép
lai chimg thu s&

26 | remainingSigningCounter | String

Tuy chon

S6 luot ky con lai cua ching
thu sb:

» -1: Khong gidi han.

= 0: Hét luot ky.

27 | authorizationEmail Int

Tuy chon

Email uy quyén. Gia tri duoc
tra Vvé néu tham SO
authInfoEnabled =“true”.

28 | authorizationPhone String

Bét buoc

S6 dién thoai uy quyén. Gia tri
duoc tra vé néu tham s
authInfoEnabled =“true”.

29 | defaultPassphraseEnabled | String[]

biéu kién

Pung néu cum mat khau la
mac dinh va nguoi dung phai
thay doi cum mat khau trudc
khi thuc hién ma hoa

30 | trialEnabled String

Tuy chon

Pung néu ching thu so 1a thir
nghiém, sai néu chizng thu s6R
1a kinh doanh. Néu thiéu n6 c6
nghia 1a sai.

cert/certificateAuthority/
name

31 String

Tuy chon

Tén co quan phat hanh ching
thu

cert/certificateAuthority/

32 description

Tuy chon

Mo ta tham quyén cia co quan
phat hanh chung thu

M3 ngudn mau:

public ICertificate certificateInfo(String agreementUUID, String credentialID, String
certificate, bool certInfoEnabled, bool authInfoEnabled)

{

Console.WriteLine("

credentials/info

")

CredentialInfoRequest credentiallistRequest = new CredentialInfoRequest();

credentiallistRequest.agreementUUID

agreementUUID;

credentiallistRequest.credentiallID = credentiallD;
credentiallistRequest.certificates = certificate;
credentiallistRequest.certInfoEnabled = certInfoEnabled;
credentiallistRequest.authInfoEnabled = authInfoEnabled;
credentiallistRequest.lang = this.lang;
string jsonReq = JsonConvert.SerializeObject(
credentiallistRequest, new JsonSerializerSettings { NullValueHandling =

NullvValueHandling.Ignore });

string jsonResp = HTTPUtils.sendPost(property.baseUrl + "credentials/info",

jsonReq, bearer);
//Console.WritelLine(jsonResp);

20
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CredentialInfoResponse signCloudResp =
JsonConvert.DeserializeObject<CredentialInfoResponse>(jsonResp);
if (signCloudResp.error == 3005 || signCloudResp.error == 3006)
{
login();
return certificateInfo(agreementUUID, credentialID, certificate,
certInfoEnabled, authInfoEnabled);

}
else if (signCloudResp.error != 0)
{
throw new APIException(signCloudResp.error, signCloudResp.errorDescription);
}

ICertificate icrt = new Certificate(signCloudResp.cert, agreementUUID, this);
signCloudResp.cert.authorizationEmail = signCloudResp.authorizationEmail;
signCloudResp.cert.authorizationPhone = signCloudResp.authorizationPhone;
signCloudResp.cert.sharedMode = signCloudResp.sharedMode;
signCloudResp.cert.createdRP = signCloudResp.createdRP;
signCloudResp.cert.authModes = signCloudResp.authModes;

signCloudResp.cert.authMode = signCloudResp.authMode;

signCloudResp.cert.SCAL = signCloudResp.SCAL;

signCloudResp.cert.contractExpirationDate =
signCloudResp.contractExpirationDate;

signCloudResp.cert.defaultPassphraseEnabled =
signCloudResp.defaultPassphraseEnabled;

signCloudResp.cert.trialEnabled = signCloudResp.trialEnabled;

return icrt;

}
3.7. API credentials/authorize
Chtic ning yéu cau hé théng xac minh thong tin dang nhap cua thué bao, hd tro
ma OTP, ma PIN (hoac PassCode).
- Tén ham: credentials/authorize
- Phuong thuc: Post
- Puong dan: https://mpki2.ca.gov.vn/mpki/v2/credentials/authorize

- Headers:
STT Tén Gia tri
1 Content-Type application/json
2 Auhthorization Bearer {accessToken or refresh token}
- Tham s6 dau vao:
TT Tham sé Kiéu dir liéu | Bat budc Mb ta
1 | rpRequestID String Tuy chon | Dinh danh yéu cau cua kénh
Dinh danh yéu cau. Gia tri nay
2 | requestlD String Piéu kién | 1a bat budc néu authorizeCode
la OTP va gia tr1 cua nd la
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responselD tur
credentials/sendOTP

3 | agreementUUID

String

biéu kién

binh danh thoa thuan, duy
nhat cho mdi may chii sir dung
dich vu. Tham sé nay yéu cau
khi access token dugcC truy
Xuit tr ding nhap chi véi
SSL2.

4 | credentiallD

String

Bét buoc

Pinh danh lién két khoa riéng
Vvé6i ching thu sb tuong tng

5 | authorizeCode

String

biéu kién

M3 uy quyén do ngudi dung
cung cip. Co thé 1a ma PIN
(PassCode) hoic OTP. Bit
budc khi authMode tra vé ti
API credentials/info  la
EXPLICIT/PIN hoac
EXPLICIT/OTP-SMS hoac
EXPLICIT/OTP-EMAIL hoac
EXPLICIT/OTP-MOBILE

6 | lang

String

Tuy chon

Ngon ngir: EN hac VN.

7 | numSignatures

int

Bét budc

S6 luong chix ky dé uy quyeén.
Céc giao dich da chit ky co thé
tao bang cach sur dung két hop
viéc truyén mot mang cac gia
tri bam va goi phuong thuac
signatures/signHash

8 | documentDigests/hashes

String[]

Diéu kién

Mot hoic nhiéu gia trji bim
dugc ma Base64 dé ky. Bit
budc khi SCAL 1a cap 2

documentDigests/
hashAlgorithmOID

String

biéu kién

Thuat toan bam OID st dung:
» "1.3.14.3.2.26": SHA-1.
= "2.16.840.1.101.3.4.2.1™:
SHA-256.

» "2.16.840.1.101.3.4.2.2":
SHA-384.

= "2.16.840.1.101.3.4.2.3":
SHA-512.

» "2.16.840.1.101.3.4.2.8":
SHAS3-256.

» "2.16.840.1.101.3.4.2.9":
SHA3-384.
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= "2.16.840.1.101.3.4.2.10™:
SHAS-512.

10

clientinfo/iccid

String

Tuy chon

Thong tin may khach. Kénh
tich hop sur dung dé quan ly
rang budc phién lam viéc Voi
mot thoa thuan

11

clientInfo/imei

String

Tuy chon

Thong tin may khach. Kénh
tich hop sur dung dé quan ly
rang budc phién lam viéc Voi
mot thoa thuan

12

clientInfo/macAddr

String

Tuy chon

Thong tin may khach. Kénh
tich hop sur dung dé quan ly
rang budc phién lam viéc voi
mot thoa thuan

13

notificationMessage

String

Tuy chon

Tin nhan hién thi dudi dang
thong bao

14

messageCaption

String

Tuy chon

Tiéu dé tin nhin

15

message

String

Tuy chon

Text displayed in addition to
Service Name and before
asking authentication PIN.

16

logoURI

String

Tuy chon

URI cua logo tuy chinh dugc
hién thi trong trinh xac thuc

27

bglmageURI

String

Tuy chon

URI cuia anh nén dugc hién thi
trong trinh xac thuc

18

rplconURI

String

Tuy chon

URI cua icon RP dugc hién thi
trong trinh xac thuc

19

rpName

String

Tuy chon

Té tuy chinh cua RP hién thi
trong qua trinh x4c thyc

20

confirmationPolicy

String

Tuy chon

Chinh sach xac nhan:
= PIN
= TAP
= SWIPE
=  BIOMETRIC
= |IDENTITY

21

vcEnabled

Boolean

Tuy chon

Bat VerificationCode voi
vcEnabled=‘TRUE’
Mac dinh 1a ‘TRUE’

22

acEnabled

Boolean

Tuy chon

Bat  AuthorizeCode Vol
acEnabled =‘TRUE’

23

operationMode

String

Tuy chon

Ché d tin nhan sir dung:
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e "A": Ché do hoat dong
khong dong bo.

e "S": ché d¢ hoat dong dong
bo (mac dinh).

24

scaldentity

String

Tuy chon

Tén ung dung ky, goi dén
RP/VCSR

25

clientInfo/instanceUUID

String

Tuy chon

Phién duoc xac dinh gitra tng
dung tao chir ky v&i may khach
(RP hoac VCSP).

26

responseURI

String

Tuy chon

Truong thong tin co6 gia tri
du6i dang URI dé thong bao
duong dan két qua sau khi SCS
thuc hién xong

27

validityPeriod

Int

Tuy chon

Khoang thoi gian t6i da cua
yéu cau tinh theo gidy

28

profile

String

Bat budc

Chudi x4c dinh giao thirc dang
duoc tng dung khach st dung
dé giao tiép v6i SCS. Mic dinh
la rssp-119.432-v2.0.

29

documents

String[]

Piéu kién

Dt liéu dugc ma hoa Base64
dé ky. Tham s nay khong
duoc st dung néu
documentDigests dugc thong
qua.

30

signAlgo

String

Tuy chon

Thuat toan OID dugc str dung
dé ky:

e "1.2.840.113549.1.1.1":
RSA.

e "1.2.840.113549.1.1.5":
shalRSA.

e "1.2.840.113549.1.1.11":
sha256RSA.

e "1.2.840.113549.1.1.12":
sha384RSA.

e "1.2.840.113549.1.1.13":
sha512RSA.

e "2.16.840.1.101.3.4.3.14":
sha3-256RSA.

e "2.16.840.1.101.3.4.3.15":
sha3-384RSA.
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e "2.16.840.1.101.3.4.3.16";
sha3-512RSA

Bét buoc khi SCAL & muc 2
va tai liéu sin sang

31

signAlgoParams

String

Tuy chon

Luoc d6 ky so6 dinh dang
ASN.1 Der dugc ma hoa
Base64. Vi du lugc do
RSASSA-PSS=
"BgkghkiGOwOBAQo=".

- Tham s dau ra

TT

Tham s

Kiéu dir liéu

Bat budc

Mo ta

error

int

Bat bugc

M3 két qua
Du kién: 0

errorDescription

String

Bét budc

Mo ta chi tiét két qua

responselD

String

Bat bugc

Pinh danh cho méi giao dich

SAD

String

biéu kién

Dit liéu kich hoat chit ky (SAD)

duoc sir dung 1am dau vao cho
phuong thuc
signatures/signHash, s¢ bo 16
néu xay ra 15i trong qua trinh xir
Iy thong tin uy quyén, khi do
remainingCounter 12 bat buoc

expiresin

int

Tuy chon

Thoi gian hiéu luc cua SAD
tinh bang giay.

Néu bo qua thoi gian mic dinh
12 3600 gidy

remainingCounter

int

biéu kién

Bo dém giam 1 khi ma uy
quyén khong hop lé. Chung
thu bi chan khi bo dém =0 va
b6 chan sau 300s

Gia tri mac ding la 300 giay,
c6 thé duoc cu hinh lai trong
hé thong

tempLockoutDuration

Int

biéu kién

Thoi gian khoéa ching thu
(tinh theo gidy), thir lai khi hét
thoi gian

documentDigests/hashes

String[]

biéu kién

Mot hozc nhiéu gia tri bam
dugc ma hoa Base64 dé ky. No
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duoc tra vé khi SCAL & muc 2
va tai liéu c6 sin theo yéu cau.
Thuat toan bam OID duoc sir
dung dé tinh toan (cac) gia tri
String Piéu kién | bam cua tai lidu. N6 duoc tra
vé khi SCAL & miic 2 va tai
liéu co sin theo yéu cau.

documentDigests/
hashAlgorithmOID

Ma nguon mau:
public string authorize(string agreementUUID, string credentialID, int numSignatures,
DocumentDigests doc, SignAlgo? signAlgo, string otpRequestID, string passCode)
{
Console.WriteLine(" credentials/authorize ");
AuthorizeRequest request = new AuthorizeRequest();
request.agreementUUID = agreementUUID;
request.credentialID = credentiallD;
request.numSignatures = numSignatures;
request.documentDigests = doc;
request.signAlgo = signAlgo;
request.requestID = otpRequestID;
request.authorizeCode = passCode;
request.lang = this.lang;

string jsonReq = JsonConvert.SerializeObject(
request, new JsonSerializerSettings { NullValueHandling =
NullValueHandling.Ignore });
string jsonResp = HTTPUtils.sendPost(property.baseUrl + "credentials/authorize",
jsonReq, bearer);
//Console.WriteLine(jsonResp);
AuthorizeResponse signCloudResp =
JsonConvert.DeserializeObject<AuthorizeResponse>(jsonResp);
if (signCloudResp.error == 3005 || signCloudResp.error == 3006)
{
login();
return authorize(agreementUUID, credentialID, numSignatures, doc, signAlgo,
otpRequestID, passCode);

else if (signCloudResp.error != @)

{

}
return signCloudResp.SAD;

throw new APIException(signCloudResp.error, signCloudResp.errorDescription);

}
3.8. API signatures/signHash
Chtic nang thuc hién ky s6 dit liéu bam (hash).
- Tén ham: signatures/signHash
- Phuong thurc: Post
- Puong dan:  https://mpki2.ca.gov.vn/mpki/v2/signatures/signHash
- Headers:
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STT

Tén

Gi4 tri

1

Content-Type

application/json

2

Auhthorization

Bearer {accessToken or refresh token}

- Tham sb dau vao:

TT

Tham s6

Kiéu dir liéu

Bit budc

Mo ta

rpRequestiD

String

Tuy chon

Dinh danh yéu cau cua kénh

requestiD

String

Tuy chon

Dinh danh yéu cau

WIN| -

lang

String

Tuy chon

Ngon ngir: EN hac VN.

agreementUUID

String

biéu kién

Dinh danh hop dong, duy nhat
cho mdi HIS. Tham sé nay yéu
cau khi access_token duoc truy
Xuat tir dang nhap chi véi
SSL2.

credentiallD

String

Bat budc

Dinh danh lién két khoa riéng
V6i chimg thu sb tuong tng

SAD

String

Bat budc

Dit liéu Kich hoat Chir ky dugc
tra vé boi cac phuong thuc Uy
quyén Thong tin xac thyc.

documentDigests/
hashes

String[]

Piéu kién

Mét hoic nhiéu gid tri bam ma
hoa Base64 dé ky

documentDigests/
hashAlgorithmOID

String

Diéu kién

Thuat toan bam OID st dung:
= "1.3.14.3.2.26": SHA-1.

= "2.16.840.1.101.3.4.2.1™:

SHA-256.

= "2.16.840.1.101.3.4.2.2":

SHA-384.

= "2.16.840.1.101.3.4.2.3":

SHA-512.

= "2.16.840.1.101.3.4.2.8":

SHA3-256.

= "2.16.840.1.101.3.4.2.9":

SHA3-384.

= "2.16.840.1.101.3.4.2.10":
SHA3-512.

signAlgo

String

Bét budc

Thuat toan OID duoc su dung
dé ky:

= "1,2.840.113549.1.1.1™:
RSA.
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= "1.2.840.113549.1.1.5":
shalRSA.

= "1.2.840.113549.1.1.11™:
sha256RSA.

= "1.2.840.113549.1.1.12":
sha384RSA.

= "1.2.840.113549.1.1.13":
sha512RSA.

= "2.16.840.1.101.3.4.3.14™:
sha3-256RSA.

= "2.16.840.1.101.3.4.3.15":
sha3-384RSA.

= "2.16.840.1.101.3.4.3.16™:
sha3-512RSA

= "1.2.840.10045.4":
ECDSA.

= "1.2.840.10045.4.3.1":s
shalECDSA.

= "1.2.840.10045.4.3.2":
sha256ECDSA.

= "1.2.840.10045.4.3.3":
sha384ECDSA.

= "1.2.840.10045.4.3.4":
sha512ECDSA.

10

signAlgoParams

String

Piéu kién

Luoc d6 ky so dinh dang
ASN.1 Der dugc ma hoa
Base64. Vi du luge do
RSASSA-PSS=
"BgkghkiGOwOBAQo=".

11

operationMode

String

Tuy chon

Ché d6 tin nhan sir dung:

e "A": Ché d6 hoat dong
khong dong bo.

e "S": ché d6 hoat dong dong
bo (mac dinh).

12

scaldentity

String

Tuy chon

Tén cua tng dung ky goi dén
RP/VCSP

13

clientinfo/instanceUUID

String

Tuy chon

Phién duoc xac dinh gitra tng
dung tao chir ky véi may khach
(RP hoac VCSP).

14

responseURI

String

Tuy chon

Truong thong tin co6 gid tri
dudi dang URI dé théng bao
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Yeea

duong dan két qua sau khi SCS
thuc hién xong

15

validityPeriod

Int

Tuy chon

Khoang thoi gian téi da tinh
bang mili gidy ¢ ché do "A"

16

profile

String

Bét budc

Khoang thoi gian t6i da dugc biéu
thi bang mili gidy & ché do "A"

- Tham s dau ra

TT

Tham s

Kiéu dir liéu

Bit budc

Mo ta

error

int

Bt budc

M3 két qua
Du kién: 0

errorDescription

String

Bét buoc

Mo ta chi tiét két qua

responselD

String

Bét budc

Dinh danh cho mai giao dich

signatures

String([]

Tuy chon

Mot hodc nhiéu gia tri bam co
chir ky duoc ma hoa Base64.
Trudng hop c6 nhiéu chir ky,
gia tri bam tra vé theo thir tu
cac ham tuong ng.

remainingSigningCounte
r

int

Tuy chon

S6 luot ky con lai cua ching
thu $6:

= -1: Khong gidi han.

= 0: Hét luot ky.

remainingCounter

int

biéu kién

B6 dém giam 1 khi mi uy
quyén khong hop lé. Chung
thu bi chan khi bo dém =0 va
bé chan sau 300s

Gi4 tri mac dinh 1a 300 gidy, c6
thé cau hinh lai trong hé thong

tempLockoutDuration

Int

biéu kién

Thoi gian khoa ching thu (tinh
theo gidy), thr lai khi hét thoi gian

M3 ngudn mau:

public List<byte[]> signHash(string agreementUUID, string credentiallD,
DocumentDigests documentDigest, SignAlgo? signAlgo, string SAD)

{

Console.WriteLine("

SignHashRequest request =

request.agreementUUID

request.credentialID = credentiallD;

signatures/signHash___");

new SignHashRequest();

= agreementUUID;

request.documentDigests = documentDigest;

request.signAlgo = signAlgo;
request.SAD = SAD;
request.lang = this.lang;

//Console.WritelLine(request);

29
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string jsonReq = JsonConvert.SerializeObject(

request, new JsonSerializerSettings { NullValueHandling =
NullValueHandling.Ignore });

string jsonResp = HTTPUtils.sendPost(property.baseUrl + "signatures/signHash",
jsonReq, bearer);

//Console.WriteLine(jsonResp);

SignHashResponse signCloudResp =
JsonConvert.DeserializeObject<SignHashResponse>(jsonResp);
if (signCloudResp.error == 3005 || signCloudResp.error == 3006)

{
login();
return signHash(agreementUUID, credentialID, documentDigest, signAlgo, SAD);
}
else if (signCloudResp.error != 0)
{
throw new APIException(signCloudResp.error, signCloudResp.errorDescription);
}
Console.WriteLine("err code: " + signCloudResp.error);
Console.WriteLine("error description: " + signCloudResp.errorDescription);

return signCloudResp.signatures;

}

4. THONG TIN LIEN HE HO TRQ

Cuc Chirng thuc s va Bao mat thong tin

Dia chi: S6 23, Nguy Nhu Kon Tum, Thanh Xuén, Ha Noi
bién thoai: 0243.773.8668

Email: ca@bcy.gov.vn

Website: https://ca.gov.vn

Xac thuc & Bao mit
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