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1. Giéi thigu

1.1. Muc dich
- Muc dich cta phan mém 1a dé ky sé va xac thuc cac tai liéu dinh dang
PDF sir dung chung thu 6, dich vu ching thuc chir ky s6 caa hé théng PKI chuyén
dung Chinh phu.
- Chua ky hién thi trén tai liéu mot cach truc quan.

1.2. Pham vi ap dung
Phan mém nay phuc vu Ky s, xac thyc tai liéu dién ta véi dinh dang PDF
cua cac co quan Pang va Nha nudc.

1.3. Caéc chirc ning chinh ciia phan mém

- Chuyén d6i dinh dang van ban tir MS Word sang dinh dang PDF

- Cho phép tao truéc cac mau chir ky vai théng tin va hinh anh chix ky cua
nguoi Ky

- Ky sb tai liéu PDF hién thi truc quan chit ky trén tai liéu vai céc théng tin
va hinh anh chir ky cua nguoi ky

- C6 thé chon vij tri, kich thudc caa chit ky trén tai liéu PDF

- C6 thé ky nhiéu chix ky trén maot tai liu PDF

- Xéc thuc tat ca cac chir ky trén tai liéu PDF (c6 thé xéc thuc chir ky cua
cac chuong trinh ky s6 khac da ky trén tai liéu PDF can xac thuc)

- Tich hop cac dich vu chiing thuc chit ky sé cua hé théng PKI chuyén
dung Chinh phu

1.4. Mot so lwuy
- Pé su dung tinh ning chuyén doi tir tép MS Word (*.doc, *docx) sang
dinh dang tép PDF thi trén may tinh ngudi ding can cai dat MS Word 2007 tro 1én.
- Chuong trinh vSign-PDF chi st dung chtng thu sé caa hé thong PKI
chuyén dung Chinh phu cap dé ky s tai lieu PDF, c4c chtmng thu sé cua cac hé
thdng PKI khéac s& khong thuc hién dugc chirc nang ky so.

2. Hwéng din cai dit phan mém

2.1.  Yéu cau ddi véi hé thong sir dung phan mém
- Hé diéu hanh: Phan mém sir dung cho cac hé diéu hanh Windows phién
ban XP SP2 tro 1én.
- Bo nhd RAM: 512Mb tro Ién.



- Dung luong 6 dia: 10Gb tro 1én.

2.2.  Cac buwde cai dit phan mém
Buwéc 1: Lua chon phién ban phan mém phu hop véi nén tang hé hiéu hanh
dang str dung (32-bits hoac 64-bits).

64 186

Buwéc 2: Chay tép “setup.exe” dé bit dau cai dit.

Mame Date modified
. dotnetfx 7/4/2013 6:13 PM
. MS Office 2007 Save as PDF or XPS X86 7/4/2013 6:13 PM
1) setup.exe 7/4/2013 6:13 PM
ﬁl vaignPdfSetup.msi 7/4/2013 6:13 PM

Bwéc 3: Néu trén may tinh cua nguoi dung da cai dat MS Word 2007 ma
chua c6 Add-in chuyén d6i tir tép Word sang PDF thi chuong trinh s& tién hanh cai
dit Add-In nay. Néu trén may tinh di cai dat Add-in, chuong trinh sé& tu dong bo
qua budc nay.

- Click “Install” dé cai dat “Microsoft Save as PDF or XPS Add-in.

ivSignPdeetup Setup [<]

The following components will be installed on your machine:

Microsoft Save as PDF or XPS Add-in [x64)

Do you wish to install these components?

If you choose Cancel, setup will exit,

Install I Lance|

- Trén cira sb tiép theo, tich chon “Click here to accept the Microsoft
Software License Terms”, va click “Continue”.



Microsoft Save as PDF or XPS Add-in for 2007 Microsoft Office programs

‘fou must accept the Microsoft Software License Terms in order o continue the installation,

PLEASE NOTE: Microsoft Corporation {or based on where you live, one of its affiliates) licenses this ;I
supplement ta you, You may use a copy of this supplement with each validly licensed copy of Microsaft 2007
Office System Deskkop Application software (the “software™, ¥ou may not use the supplement if vou do not
have a license for the software, The license terms fior the software apply ta wour use of this supplement.

To read the license terms, go to the "Help® menu in the software. Microsoft provides support services for

the supplement as described at v, support. microsoft, com|common/finternational. asps.

EULATD:012_RTM_CLT.0_SUP_EN

[
¥ Click here ko accept the Microsoft Software License Terms,: Continue

- Qué trinh cai dat bat dau,. ..

Microsoft Save as PDF or XPS Add-in for 2007 Microsoft Office progr...

| Please wait while Windows configures Micrasaft Save as PDF ar =P5

:—" Add-in for 2007 Microzaft Office programs

Cancel |

- Hoan thanh cai dat c¢6 thong bao nhu hinh duéi, ban click chon OK

rosoft Save as PDF or XPS Add-in for 2007 Microsoft Office progr..

The installation is complete,

Bwéc 4: Cai dit phan mém “vSign - PDF”. Ban click chon Next.

i"‘!r“ wSignPdfsetup

Welcome to the ¥SignPdfSetup Setup Wizard

The inztaller will guide you through the steps required to install vSignPdfS etup on your computer.

WARNING: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
o criminal penalties, and will be prosecuted to the masimum extent possible under the law

Cancel | < Back

- O ctra s6 tiép theo cho phép ban thay doi duong dan cai dat. Ban chon
Next,...



i& vSignPdfsetup

Select Installation Folder

The installer will install wSignPdfSetup ta the following falder.

Tainstall in this folder, click "Mext”. To install to 2 different folder, enter it below or click "Browse",

Folder:

C:4Program Files\WGCANWSianPdfSetuph, Browse.
Disk Cost

Install vSignPdfSetup for pourselfl, or for anyone who uses this computer:

{* Everyone
T Jugt me

Cancel < Back | Mewt > I

Confirm Installation

The installer is ready to install ¥SignPdfSetup on your computer.

Click "Mext" to start the installation.

Cancel | < Back | O Hewt> I

Qua trinh cai dit thanh cong, click chon “Close” dé két thic.

& ¥SignPdfSetup

Installation Complete

wSignPdfSetup has been successfully installed.

Click "Close™ to exit.

Please use Windows Update ta check for any critical updates to the MET Framework,

Cancel < Back




3. Hwéng din sir dung phan mém
3.1. Cau hinh hé thong

3.1.1. Cau hinh két n6i mang

Cau hinh két ndi mang dudi day sé& dugc sir dung cho cac két ndi dén cac
dich vu chirng thuc nhu:

- Dich vu cip dau thoi gian

- Dich vy kiém tra trang thai ching thu sé truc truyén (OCSP)

- Dich vu cung cap danh sach chtng thu sé hity bo(CRL).

Cic bwdéc cau hinh két ndi mang nhw sau:

Buwéc 1: Mé giao dién cau hinh hé théng: Tir giao dién chinh cua phan mém,
chon menu “Chtic nang” sau d6 chon muc “Céu hinh”.

Trog gidp
Chuyén trang ]
[ © @ 3
Thu nha Ctrl +
Phéng to Ctrl -

Xemrong Ctrl+W
Kem diy dd

Cdu hinh Ctrl+K

Buwéc 2: Trén giao dién cau hinh, chon muc “Két ndi mang™:



Cau hinh hé théng

Fubinh ky 58 Kim tra chung thu 58 PDF Cap nhat phin mém

[] S dung miy chi prosy
) 30 dung cdu hinh proxy miac dinh
®) =) dung cdu hinh proxy rigng
BYa chi: Céng:

| | a0

[] My chil prosey o wac thue
Tén ngudi dong: bASt khau:

[ ] Khéng s dung cdu hink proey trong mang cuc ba

Luu

Budéc 3: Tich chon “Str dung may chii Proxy” néu hé théng mang ciia nguoi

dung cé st dung may chu Proxy.

CZu hinh hé théng

[] st durg may chi prosy

) 5 dung cdu hinh prosy mic dinh
#) S dung cdu hinh provy rigng
Bia chi: Cdng:
| | =]
[] May chi prosy cé xéc thy
Tén nguidi ding: M5t khau:

| |

[] Khéng si dung cdu hinh prosy trong mang cyuc b

Luu

Két ndi mang C&uhinh ky 56 Kigm tra chung thu =3 PDF Cap nhat phdn mem

bdng




Bwéc 4: Tich chon “Sir dung cau hinh proxy mic dinh” dé st dung cau hinh
Proxy tir ciu hinh “Internet Options” cta hé théng.

C&u hinh hé théng

Két ndi mang Cduhinh ky 58 Kigm tra ching thu =& PDF Cap nhit phin mém

S dung may chi prosy

| ®) 50 dung cdu hinh proxy mic dinh |

50 dung cdu hinh proxy rigng

Bia chi: Céng:
| | a0
M ay chil prosy cd wdc thuc
Tén nguidi duing: h4t khiu:
Khang st dung cdu hinh proxy trong mang cuc bé
Luu Bong

Bwéc 5: Tich chon “Sir dung cau hinh proxy riéng” néu hé théng mang co sir
dung cau hinh proxy khac. Nhap vao thdng tin may cha Proxy (Pia chi, va cong két
ndi)

C&u hinh hé théng

Két ndi mang C4u hinh ky 5§ Kigm tra chung thu s& PDF Cap nhat phin mém

Sif dung may chi proxy

S dung cdu hinh proxy mic dinh

® 3 dung ciu hinh proxy rigng
Blia chi: Céng:
[123123123129 | a0

My chid prosxy o6 xac thyc
Tén nguidi dung: I3t khdu:

Khéng st dung cdu hinh proxy trong mang cuc bé

Luu Bong

Buwdéc 6: Néu may chu proxy yéu cau phai xac thuc ngudi dung, thi tich chon
“May chu proxy co xac thyc”, va dién thong tin dang nhap (Tén nguoi dung, Mat
khau):



C&u hinh hé théng

K&t néi mang C4u hinh ky 58 Kigm tra chiing thu 58 PDF C3p nhat phin mem

St dung méy chid prosy
S dung cdu hinh proxy mic dinh
® S dung cdu hinh proxy riéng
Bia chi: Céng:
[T231237123123 | 0=

| May chi proey cd xac thuc
Tén ngudi ding: b4t khiu

|usemame quuu|

Khéng s dung cdu hinh proxy trang mang cuc bd

Luu Pong

Buwéc 7: Néu khdng mudn sir dung cau hinh Proxy trong mang cuc bd, tich
chon “Khéng sir dung cau hinh Proxy trong mang cuc bo™:

C&u hinh hé théng

K&t ndi mang C4uhinh ky 58 Kigm tra chiing thu s& PDF Cap nhat phin mém

St dung méy chd prosy
S0 dung cdu hinh proxy mic dinh
®) S dung cdu hinh proxy riéng
Bia chi: Céng:

|123.123.123.123 I Sﬂﬁ
M| May chid proxy cd xdc thuc

Tén ngudi ding: h4t khiu

|usemame [seeences

M| Khing st dung cdu hinh proxy trong mang cuc bd

Luu Bong

Budrc 8: Click chon “Luu” dé luu cau hinh.

Cht y:

- Trong qua trinh ky s6 va xac thyc tai liéu PDF, chuong trinh phai két noi
tgi cac may chu dich vy ching thuc chir ky s6, do vay néu trong mang c6 thiét lap
hé théng Proxy thi phai cau hinh cac tham sé proxy cho chuong trinh dé cé thé két
néi dugc téi cac dich vu chitng thuc chit ky so.

- Dé biét cac tham s proxy, can phai lién lac véi can b quan tri mang cua
co quan, don vi minh.

10



3.1.2. Cau hinh ky sé
Bwéc 1: Mo giao dién cau hinh ky sé: Trén giao dién ciu hinh hé théng,
chon muc “Cau hinh ky s&”:

L hs e M
Cau hinh hé thdng
K&t ndi mang| C&u hink ky 58 [Kigm tra chiing thu s& PDF Céap nhat phin mém

S dung may chil cdp ddu thii gian

Blia chi:

Luu Bong

Bwéc 2: Cau hinh sir dung may cha cap déu thoi gian, nham muc dich gan
ddu thoi gian cho chit ky. Tich chon “Str dung may cha cip dau thoi gian”, nhap
dia chi may chu cap dau thoi gian vao khung Dia chi:

e hs e el
Cau hinh hé thdng
K&t ndi mang Cduhinhky 58 Kigm tra chung thu =& POF Cap rhat phin mém

| S dyng may chd cdp d&u thii gian

Bia chi
Ihttp: Aleagov.wndtza

Luu bdng

Buéc 3: Click chon “Luu” dé luu lai cau hinh.

3.1.3. Cau hinh kiém tra trang thai cia chirng thu s6
Bwéc 1: Chon muc “Kiém tra chung thu s6” tir giao dién “Cau hinh hé
thdng”:

11



C&u hinh hé théng

Két ndi mang Cu hink ky 53 | Kiém tra chiing thu s& PDF Cap nhat phin mém

8 Khéng kién tra tinh trang hiy bé
Ki€tn tra trang danh sich hiy ba (CRL)
Bia chi may chd CRL:

Kiétn tra théng qua OCSP

Luu bdng

Bwéc 2: Tich chon phwong thirc kiém tra tinh trang chtmg thu s6 truc tuyén:
- Khéng kiém tra tinh trang hay bo

- Kiém tra théng qua danh sach hay bo (CRL)

- Kiém tra théng qua OCSP.

C&u hinh hé théng

K&t néi mang Cduhinhky 58 Kidm tra chung thu =& PDF Cap nhit phdn mém

Khang kigm tra tinh trang hiy bd

o) Ki€m tra trong danh sach hiy bd (CRL)
Blia chi may chu CRL:
|http:a’£ca.gov.vna’

Ki€rm tra thng qua OCSP

Luu bong

Budc 3: Click chon “Luu” dé luu lai cdu hinh kiém tra chimg thu sé.

3.1.4. Cau hinh miu chix ky
Muc dich cua Viéc tao trudc cac mau chit Ky cta nguoi ky 1a ting tinh thuan
tién cho nguoi ky, nguoi ky chi can tao mau chir ky mét 1an va str dung l1au dai. Cac
mau chit ky c6 thé sao luu va khéi phuc dé st dung khi cai dit lai chwong trinh.
Pé tao mau chit ky, nguoi ky can co anh, logo dé dua vao chir ky.

12



a. M¢ giao dign cdu hinh mdu che ky. Tar giao dign cdu hinh hé théng chen
muc PDF.

x
Pl A A fadl
Cau hinh hé thdng
K&t ndi mang Ciu hinh ky =8 Kiém tra chuing thu 8 PDF Cap nhat phin mim
Quan Iy miu chi ky Chil ky 6 chite v
Ténmbuchllky:  |CHI kg 5 chic
Hi&n thj chil ky:
(®) Hinh &nh & Thing tin () Hinh &nh () Thiing tin
[l Mhsn
[ Ermail K bdi: Tén chimng thur sa ks
Email: Bia chi thu dign el
Caguan: Tén don wi, tén oo quan
W Co HHan Thi gian ky: 06,12,2013 15:30:17
li‘ Thﬁ'lglah k};-' Nic thyc & Bdo mje +07:00
(W M3u chii ki mac dinh
Sao luu Khii phuc Xba miu II' Pdng
b. Tao méi mau chi ky nhw thé nao?
Bwdc 1: Tur danh s&ch mau chir ky chon “Tao mau méi...”:
X

C&u hinh hé théng

Két ndi mang C4uhinh ky 58 Kidm tra ching thu =8 POF Cap nhat phin mém

Quan Iy mau chi ky Tao miu mdi...

Tén mau chil ky: |

Tao mau mdi..

Hién thi chil ky:

(®) Hinh dnh & Théng tin ) Hinh dnh () Théng tin
(W Mhin
(] Email ko b TEn chumig kb S8 by
Email: Bia chi thur digén tlr
| Co quan Ccr\qu‘_an: T!§n daon i, tén co' quan
Thai gian ky: 06,12,2013 15:30:17
l:l Thii gian kg Xéc thyc & Bao mpt +07:00

[] M3u chii ki mic dinh

5ao0 luu Khdi phuc Luu bdng
Buéc 2: Nhap tén cho mau chit ky vao khung “Tén mau chit ky”:

13



C&u hinh hé théng

K&t ndi mang Cauhinh ky 58 Kigm tra ching thu 58 PDF Cap nhat phin mem

Quan Iy miu chia ky Tao mu mdi. -

TenmAuchifky:  [Chil kit chid] I

Hign thi chil ky:

#® Hinh anh & Thang tin ) Hinh &nh ) Thing tin
(9] Mhin
(9] Ernail K bdi: Tén chirng thur 58 ky
Email: Bia chi thu dign bir
Ca o guan: Tén dan vi, tén co guan
Ii‘ quan GCA Thai gian ky: 07,12,2013 12:59:18
IEThﬁrigian ky Xac thyc & Bdo mat +07:00

["] Mau chii ki mic dinh

Sao luu Khii phuc Luu Bang

Bwéc 3: Thiét 1ap cac ché do hién thi chi ky:

C6 ba ché d¢ hién thi chi ky:

- Hinh anh & Théng tin : chix ky s& duoc hién thi hinh anh va théng tin chit
Ky.

- Hinh anh: chi ¢6 hinh anh chix ky duoc hién thi.

- Théng tin: chi hién thi théng tin chit ky, khéng hién thi hinh anh.

*

C&u hinh hé thdng

K&t ndi mang Cauhinh ky 5¢  Kiém tra ching thu =& PDF Cap nhat phan mim

Quan Iy mau chi ky Tao miu rmdi.. -

Ténmau chil ks [CH kg 8 chid

Hién thi chil ky:
# Hinh &nh & Théng tin ) Hinh anh _ Thing tin

(9] Mhin

(] Ernail Ky badi: Tén chimg thur s ky
Email: Bia chi thur dién tir
| co quan Ccr‘qu‘_an: T[§n dan wi, kén cd quan
Thii gian ky: 07.12.2013 12:59:18
X

|:| Thiti gian k),'f sc thuc & Bio mat +07:00

["] Mau chii ki mic dinh

5a0 luu Khii phuc Luu bong

- V¢i thdng tin chir ky s€ ¢6 cac thudc tinh:
o Nhan: hién thi nhan céc thdng tin chi tiét
o Email: dia chi thu dién tir ctia nguoi ky
14



o Co quan: thong tin co quan don vi
o Thoi gian ky

C&u hinh hé thdng

Két ndi mang C4u hinh ky 58 Kidm tra chdng thu =& PDF Ci4p nhat phin mém

Quan Iy méu cha ky

Tén mAu chil ky: |Chi kg 8 child]

Hign thi chil ky:

#) Hinh anh & Théng tin Hinh anhk Thang tin
B Mhin
M| Ernail Ky béi: TEn chang khur 58 by
Email: Bia chi thur digén tlr
B Coquan CU\qu:an: T!§n don wi, ten coquan
Thii gian ky: 07.12.2013 12:59:18
B Thii gian ky Xéc thue & Bdo mée +07:00

Mau chii ki mic dinh

$a0 luu Khii phuc Xda mau Luu Péng

Bwéc 4: Chon hinh anh hién thi chix ky. Click chudt phai vao hinh anh chi
ky va chon menu “Thay anh khac”, hoic click truc tiép 1én hinh anh hién thi:

15
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Cau hinh hé thdng

K&t ndi mang C&u hinh ky 58 Kigm tra ching thu s PDF Zap nhat phdn mem

Quan Iy mau chi ky

Tenmbuchifky:  |Chilk 8 chic

Hign thi chil ky:
#) Hinh anh & Thing tin Hinh anh Théng tin
M| Mhin

M| Ermail ki bl Tén chirng thar s ke

Email: Bia chi thir dign kir

M Co quan on i, bEn o quan
i /G Thay anh khac

Az.2013 12:50:15
B Theigian ky REEpE

Mau chii ki mac dinh

Sao luu Khbi phuc Xda mau Luu péng

- Chon duong dan dén hinh anh chit ky, va click Open.
Bwéc 5: Tich chon “Pat 1am mAau chit ky mic dinh” d&é mau chit ky s& duoc
tu dong chon khi ky sé.

16



Cau hinh hé thdng

K&t ndi mang CAu hinh ky 58 Kim tra chiing thu s& POF Cap nhat phin mém

Quan Iy mau chir ky Tao miu mdi..

Tén muchil ky:  |Chilkj t8 chic

Hign thi chil ky:

®) Hinh danh & Théng tin 1 Hinh dnk () Théng tin
(9] MhiEn
(9] Ermail K+ bdi; TEén chlrng thu s ky
Email: Bia chi thr dign b
| Co quan Co quan: Tén dan vi, t&n co quan
Thei gian ky: 07.12,2013 13:10:52
Cl Thati gian ky Yic thue & Bdo mat +07:00

(9] M3u chi ki mac dinh
Sao luu Khidi phuc Luu fong

Buéc 6: Click chon “Luu” dé luu mau chi ky.

c. Sira déi mdu chi ky
Buwéc 1: Chon mau chir ky can chinh sira:

C&u hinh hé théng

K&t ndi mang C4uhinh ky 58 Kiém tra chung thu 58 PDF Cap nhat phin mim

Quan Iy mau cha ky Chi ky £ chite v

Tén méu chil ky: IEh’f] kit chilc

Hign thi chil ky:

(®) Hinh dnh & Thing tin () Hinh &nh () Théng tin
(9] Mhin
[ Ernail Ky bdi: Tén chiing thu s8 ky
Email: Bia chi thu dign bl
Co Cquan: Tén dan wi, t8n co quan
] Co quan GCA Thi gian ky: 07.12,2013 13:37:24
] Thiti gian ky Xéc thyc & Bio mat +07:00

(9] Miu chix ki mac dinh

5ao0 luu Khii phuc Xda miu bang

Buwéc 2: Thay doi thong tin can thiét:

17




- Tén mau chu ky

- Chon ché do hién thi (Hinh anh & Théng tin; Hinh anh; Thdng tin)

- Thiét 1ap céc thuoc tinh hién thi cho théng tin chit ky (Nhan, Email, Co
quan, Thoi gian ky)

- bat lam mac dinh

Bwéc 3: Sau d6 click chon Luru.

d. X6a mdu chi ky
Buéc 1: Chon mau chir ky tir danh sach
Buwéc 2: Click chon nut “X6a mau” dé thuc hién x6a mau chir ky.

X

C&u hinh hé thdng

Két ndi mang Cau hinh ky 58 Kiém tra chuing thu =& PDF Cap nhit phin mém

Quan Iy mau chi ky

TaénmbAuchlfky:  [Chil kp t chils

Hign thi chif ky:

® Hinh anh & Théng tin Hinh dnh Thing tin
B Mhin
B Ernail Ky bii: Tén chimg thur s6 ky
Email: Bia chi thu dign ki
B Cd quan Ccr\qu‘_an: T?n dan vi, t&n oo guan
Théi gian ky: 07.12,2013 13:37:24
B Thii gian ky Xéc thuc & Bao mat +07:00

| Miu chii kj mc dinh

5ao luu Khii phuc X6a mau Luu Bong

Budéc 3: Chon OK trén théng bao xac nhan xéa mau chit ky

¥ba profile ky x|

e. Sao lwu cdu hinh mdu ché ky
Buéc 1: Click chon “Sao luu” dé thyc hién sao luwu lai cAu hinh mau chix ky
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C&u hinh hé thdng

K&t ndi mang Ciuhinh ky 58 Kigm tra ching thu =& PDF Cap rhat phin mém

Quan Iy mau cha ky Chil ky t& chite -

Tén méu chil ky: T e 8 chile

Hi&n thi chil ky:
®) Hinh dnh & Théng tin ) Hinhk &nk ) Théng tin

W Mhin

9] Ernail Ky bz TER chirng thur s& ky

Email; Bia chi thur dién tr

m ce quan e quan: T!§n dan wi, tén ca quan
Thai gian ky: 07, 12,2013 13:37:24

|:| Thisi gian kg Xic thyc & Bio mat +07:00

(M| M3u chii ki mac dinh

Sao luu Khdi phuc ¥da mdu Pdng

Buéc 2: Chon duong dan luu tép sao luu cau hinh

Save As @
-
A » Libraries » Documents » v [ 44 || Search Documents |
! +
Organize * New folder 8= - @
- -
' Favorites — Documents library PO | Faier -
Bl Desktop Includes: 2 locations £
# Downloads E Mame - Date modified il
=] Recent Places
J ASUS 6/19/2013 1:50 PM =
7 Libraries | EldoS 5/22/2013 3:17 AM
& Apps | Shared Virtual Machines 5/22/2013 8:00 PM
@ e J 5QL Server Management Studio Express 6/8/2013 1:14 AM
J’ Music J Visual Studio 2005 /172013 9:45 PM
(& Pictures J Visual Studio 2008 6/21/2013 9:20 AM i
=il Subversion 5 4 | m 3
File name:  luucauhinh -
Save as type: | All Files (=) v]
= Hide Folders [ save | [ concd |
Buéc 3: Click “Save”
Backup signer profiles @

| Qua trinh backup thanh cdng.

f. Khoi phuc cdu hinh mdu chi ky
Buwoc 1: Click chon “Khoi phuc”
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C&u hinh hé thdng

K&t ndi mang CaU Hink ky 58 Kidm tra ching thu =& PDF Cap nhat phdn mém
Quan Iy mau chir ky Chil kj t8 chirc -
Tén mau chil ky: [ Chil kg k& chile

Hign thj chil ky:
®) Hinh dnh & Théng tin 1 Hirh &nk ) Théng tin
[ Mhin

9] Ernail Ky bdi: Tén ching thur so ky

Email: Bia chi thu dién b
| Co quan Ccr‘qu:an: T|'§n don wi, tén oo quan
Thai gian ky: 07.12.2013 13:37:24

] Thiri gian ky Hic thyc & Bio mit +07:00

(] M3u chii ki mic dinh

Sao luu Khdi phuc X6a miu Luu bdng

Buéc 2: Chon duong dan tép cau hinh da luu. Click chon nat Open dé bat
dau thyc hién khdi phuc cau hinh

Open =
@Qv\ v Libraries » Documents » Backup + [ %] [ Search 8ackup o
Organize v New folder B~ O @

l RecentPlaces = pocuments library

Backup
& Libraries =
MName Date modified

Arrange by:  Folder =

& Apps
3 Documents A _| luucauhinh T/4/2013 6:47 AM
J- Music

[E=| Pictures
=1l Subversion |4

E Videos

18 Computer
& Local Disk (C)  + ¢ | i ] v

File name: luucauhinh - [ Files ) -

[ open | [ cancel |

Buoc 3: Click chon “OK” khi thdng b&o khéi phuc thanh cong.

I =

Restore signer profiles @

:] Qua trinh khéi phuc thanh céng.
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3.2. Ky sb tai liéu PDF
Budéc 1: Mé tép PDF can ky.

Click chon nat me tép trén thanh céng cu

ﬁ_

Hoac click chon nat “M¢ tép” trén khung logo

SUac

Sejnvelatesolm iy
[ moep.. vSign - PDF
- Phian migm ki 56 ti igu PDF
(W] M tép word._. .
Phign ban 3.0

Copyright © 2013 VGCA

Hoac tir menu “Hé thong” chon “Mo tép”:
. vSign PDF

Héthdng | Chdcndng  Trg gidp

= Meatep. Ctri+0 | -
(#]  Chuyén MS Word sang PDF e @ L

Thudc tinh tép

Bang tép Ctrl+X
Thoat

Ctrl+Q

Hoac kéo tha tép tir ngoai vao trong phan mém.
Bwéc 2: Trén thanh cdng cy, chon “Ky s6”

[/ xy s6

Buwdc 3: Trén khung hién thi noi dung tai liéu, di chuyén con tré dén vj tri
can ky, gitra va kéo nit trai chudt dé chon vi tri chit ky:
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a) Khin triromg phdt trién va ning cao ning lye H¢ thong chimg thye chir ky
56 chuyén ding phuc vy cde co quan thube hé thing chinh tri. Bao dam cung efp
dich vu chimng thue dién tir vi chir ky s thea nhu céu thye té cia cor quan nhia
nude chc cdp:

b) Chil tri, phéi hop véi Ba Théng tin va Truyén théng xay dung 16 trinh, huéng
din, kiém tra danh gid viéc img dung chir ki 56 trong co quan nhi nude céc cap:

¢} Xay dung cic quy dinh vé sit dung chit ky sé trong céc co quan nha nwde,

8. Bd K& hoach va Piu tu. B Tai chinh c6 trach nhiém:

U tién bé tri kinh phi di, kip thévi tir ngan sach nha mréc va cde ngudn kinh
phi khic dé trién khai cac nhigm vu, du 4n xily dung., duy tri hoat déng cic hé
théng vé quan 1y van ban va diéu hanh, hé théng thu dién tir, chii ky sé.

Cac Bo trwong, Thi truéng co quan ngang Ba. Tha trudng co quan thude
Chinh phti, Chu tich Uy ban nhan dén céc tinh, thanh phd trye thuge Trung wong
cd trach nhigm 1O chie, chi dao thye hign nghiém tie Chi thy nay./.

THU TUGONG

Nguyén Tén Diing

Buwéc 4: Chon chung thu sé ky trén cira s6 “Ky sé tai liéu”, ching thu sb s&
duoc kiém tra mot cach tu dong:

B Ky sb tai ligu x|

— Théng tin ngudi key:

Théng tin ching th =4
Chis 58 hidu: Pharn Cong T hao<thaopci@ca, gov. v Chi higt...

Cd quan cap phat: Co guan chung thuc go Chinh phu
Thii gian higu o T 0540842011 dén 03/08/2016
Tinh trang: Chilng thd =3 hdp 1&

— Hidr thi ol ki

CHi ki 8 chile |

Ky bdi: Pharn Cang Thao

Ermnail: thaopo@ca.gow.wn

Co quan: Cuc Quan by Ky thuat Mghiep
wu Mat ma, Ban Co yeu Chinh phu

Théi gian ky: 09,12.2013 02:03:55 +07:00

Xdc thyc & Bado mit

—Buting dén tép d8 dudc ky =6
ICI"n,USEfS"-JhElDF]C"-,DDWMDEldS"n,v"-\pp“CEltiDn Security fo |

! ky s

o .
San sang I
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Buwéc 5: Chon mau hién thi chir ky: Nguoi dung lwa chon mau chit ky da
duoc tao san hoic ¢d thé mé ctra s6 quan Iy mau chix ky tir danh sach mau chir ky

14
A

va tao mé&i mau chit ky dé thuc hién ky sé:

B Ky 56 tai ligu x|

~ Thang tin ngudi ky:

IPham Cong Thao<thaopc@ca gowvan® j v
Thang tin ching thi s
Chili =% hil: Pham Cong Thao<thaopct@®ca. gov. vhi Chi tigt. ..
Cd quan cép phat: Co quan chung thus so Chink phu
Thii gian hiéu Ijc: T 05/08/2011 dén 03/08/2016
Tinh trang: Chilng thi =8 hdp 18

— Hign thi chil ki

Chil ki t chilc =]
Chi ko 18 chil

I
zhill M.
v balt Pham Cong Thao
Email: thaope@ca.gow wn
Co quan: Cuc Quan |y Ky thuat Mghiep
v Mat ma, Ban Co yeu Chinh phu

Thai gian ky: 09,12,2013 08:03:55 +07:00
Xéc thyc & Bdo mbt

—Buding dén tép d& dudc ky 6
IC:\,Users'\thaDpc‘\DownIDads\ApplicaﬂDn Security fo |

S&n sang

Buwéc 6: Thay doi duong dan luu tép Ky s6 néu can thiét:

B k7 58 tailiéu x|

- Théng tin ngusi ky:

IPham Cong Thao<thaopc@ca.govwn> j v

Thing tin ching thl =8
Chi 55 hilu: Pham Cong Thao<thaope@ca, gov. vhy Chi tigt. .

Cd quan cdp phét: Co quan chung thuc za Chinh phu
Thidi gian higu e Ti1 05/08/2011 d&n 03/08/2016
Tinh trang: Ching tha &6 hdp &

— Hign thi chil k§

| Chi kg 16 chite |

K7 bidi: Pharn Cong Thao

Ernail: thaope@ea.gow.wn

Ca quan: Cuc Quan by Ky thuat Mghiep

wu Mat ma, Ban So yeu Chinh phu

Thai gian kit 09,12.2013 050358 +07:00
Xde thyc & Bido mijt

"Bu‘dng dan t8p & dudc ky sd

<&n sang
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Buéc 7: Click chon “Ky s6” dé thuc hién ky s6 tai liéu, va nhap mat khau
dang nhap thiét bi GCA-01:

'S! Token Logen @

SafeNet Authentication Client

Enter the Token Password.

Token Name: eToken

Token Password: sssesncnssssnnens

Cument Language: EN
This is an unlicensed copy for evaluation use only_

[ OK ] [ Cancel

Buéc 8: Sau khi ky s6, tép ky sb s& dugc ma 1én:

. 15_CT-TTg.signed.pdf - vSign PDF EI@

Heéthéng Chdcnang  Tro gidp

2®®l[s]e | ©® [ [/xiss  u Xacthye

7. Ban Co yéu Chinh phu ¢o trich nhiém:

a) Khin tnrong phat trién va ning cao ning lye Hé thong chimg thuc chit ky
s6 chuyén ding phuc vy cac co quan thuge hé thong chinh tri. Bao dam cung cap
dich vu chimg thue dién tir va chit ky s6 theo nhu ciu thuc té cia co quan nha
nudce cac cap;

b) Ch tri, phdi hop v6i B Thang tin va Truyén théng xiy dung 19 trinh, hudng —
din, kiém tra danh gid vige img dung chit ky s6 trong co quan nha nude cic cip;

¢) Xiy dung céc quy dinh v& str dyng chir ky s6 trong céic co quan nha mrdc.

8. Bo Ké hoach va Piu tu, Bd Ti chinh ¢4 trach nhigm:

Ul tién bb tri kinh phi du, kip théi tir ngén sich nha nude va cac nguén kinh
phi khac dé trién khai cac nhiém vu, dir 4n xdy dung, duy tri hoat déng cac hé
thong vé quan 1y van ban va di¢u hanh, h¢ thong thw dign tir, chir ky so.

m

Céc Bé truomg, Thu trueong co quan ngang Bd, Thu truong co quan thude
Chinh phu, Chu tich Uy ban nhan dan cac tinh, thanh phé trye thuge Trung wong
¢d trich nhigm t chire, chi dao thuc hign nghiém tie Chi thi nay./.

THU TUONG

Nguyén Tan Diing

Ky bai: user 001
Email: user001@ca.gov.vn

Cﬁ quan: Ban Co yeu Chinh
phu
Théi gian ky:04.07.2013
09:07:02 +07:00
Xic/thye & Bido min

3.3.  Xa&c thuc chir ky trén tai lieu PDF
Buéc 1: Mo tép PDF can xac thuc chir ky bang phan mém vSign PDF. Thuc
hién nhu phan ky sd.
Buéc 2: X4c thuc ting chit Ky trén tai liu.
- Di chuyén dén trang c6 chit ky

® ®|[5]s
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- Tim dén vi tri chix ky va click chudt vao hinh anh chix ky

Ky bai: user 001

Email: user001@ca.gov.vn
Eﬁ quan: Ban Co yeu Chinh
phu

Thai gian ky:04.07.2013
09:07:02 +07:00

Mag thue & Bdo mit

- Qua trinh xéc thuc s& duoc thuc hién ty dong, va két qua xac thuc thanh
cong sé& hién thi nhu sau:

¥éc thue chif ky (Signaturel) (5]

Théng tin chd ki
Chuing ky hdp 18!
v Thdi gian ky: 04072013 09:07-:02 +07-00

Buide ky bdi:  user 001<userl}1Eca.gov vns>

Chi tigt x&c thuc
%/  Tailidu chua bi thay déi.
4 Chingthd s& ky hdp 1€.
v D&u thdi gian trén chi kg hdp 1.
Thii gian kim tra: 04,/07/2013 009:07:02 +07-00
Thing tin d&u thdi gian
Dau thdi gian: 04/07/2013 09:06:48 +07:00
Chiing thu s& may chi cap dau thdi gian:
May chu Tem thoi gian

Buwéc 3: Xac thuc tat ca chir ky trén tai liéu.
- Click chon nut “Xac thyc” trén thanh cong cu cua phﬁn mém

Xac thuc

- Quaé trinh xac thyc bat dau, khung hién thi danh sach chix ky sé hién ra
bén trai cua giao dién chuong trinh, véi thong tin chi tiét cua tat ca cac chir ky trén
van ban.
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Danh sach chi ky q
+w" Signature1: Ky bdi user 007 <userll1 @ca.gov.vn:
= Tinhtrang xdc thuc (Chii ki hap 1&81)

Tai ligu chua bi thay d4i.
Chuing thu s& ky hdp 1.
D&u thdi gian trén chid ky hdp 1&.
= Thénatin chi ke
Thdi gian ky: 04072013 059:07.02 +07.00
Ky bdi: user 001 zuserdl] @ca.gov vns
= Théng tin dau thdi gian
Dau thdi gian: 04/07/2013 05.06:48 +07.00
Chuing thu s& TSA: May chu Tem thoi gian

3.4. Xac thuce chir ky trén tai liéu PDF sit dung Adobe Reader XI
Trong phan ndy, ching t6i s& huéng dan nguoi dung cach cau hinh phan mém
Adobe Reader dé kiém tra chit ky sd trén tai liéu PDF.

Trudc tién, chung ta s€ mo t€p tai li€u pdf trén Adobe reader. Céac chir ky c6 trén
tai liéu pdf sé dugc phﬁn mém Adobe reader tu dong kiém tra:

gk New Microsoft Office Word Document.signed.pdf - Adobe Reader =10l x|

File Edit Wiew ‘wWindow Help *
=) PP ||t | 555% | v | | |o® = Tools | Sign : Comment
l% &t least one signature has problems, % Signature Panel

Ky bgi: Pham Cong Thao
Email:
P - thaopci@ca.gov.vn
—. g Co quan: Cuc Quan Iy Ky
B — e thuat Mghiep vu Mat ma,
/¢ Gl% Ban Co yeu Chinh phu
xauhvc mbdaim il Thai gian ky: 13.12.2013
10:41:47 +07:00

Trong trudng hop, phan mém Adobe Reader chua duoc cdu hinh thi s& c6 canh
bao “At least one signature has prolems” c6 nghia 13 “C6 van dé véi it nhat mot
chi ky trén tai liéu dugc md”. Hodc khi nguoi dung click truc tiép vao chit ky trén
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tai liéu s& hién thi thong bao tinh trang chit ky “khong xac dinh” (UNKNOWN)

nhu hinh dudi day:

[£-]  Signature walidity is UNKNOWN,
% - The Docurment has not been modified since this signature was applied,
- The signet's identity is unknowt because it has not been included in your list of
trusted certificates and none of its parent cerificates are trusted certificates,

gnatureEmpemesI Close

Nguyén nhan 13 do: Chiing thu s6 ctia ngudi ky hodc chimg thu

sd Root CA cua

Ban Co yéu chua dugc cai dit vao kho chimg thu so tin cdy ctia phan mém Adobe

Reader.

Pé khic phuc tinh trang trén, ching ta thyc hi¢n theo cac budc sau:

Budée 1: Mo cau hinh chit ky sd trén phan mém Adobe Reader:

- Moé menu Edit, chon muc Preferences...

llem\.-'iew Yindow Help

Lndo Chel+Z
Redo Shift+Zkr+2

Zuk Chrl+
Copy Chrl+C
[l Paste Chrl4+y

Delete

Select Al Chrl+
Deselect All Shifk+CErl+A

® I Mlanle
=

Copy File to Clipboard

i Take a Snapshat

Check Spelling L
Look Up Selected Word, ..

(, Find Chrl+F
Advanced Search ShiFt+Ckrl+F
Prokection L
—_— Analysis L
Accessibility: L
I Preferences... CErl+-K
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Chon muc Signatures:

General
Page Display

30 & Multimedia
Accessibility

Adobe Online Services
Ermail Accounts
Forrms

Identity

Intermet

lavaScript

Language

Measuring (209
Measuring (309
Measuring (Geoy
Multirmedia (legacy)
bultirnedia Trust flegacy)
Reading

Reviewing

Search

Security

| Security (Enhanced
Signatures
[Tpeling

Tracker

Trust Manager
Units

Updater

= Contral options tor signature creation
= Setthe appearance of signatures within a document

7 Mare... I ‘

~Verification

= Control how and when signatures are werified

dore...

rIdentities & Trusted Certificates

= Create and manage identities for signing
= hanage credentials used to trust documents

dore...

[ Document Timestamping

= Configure timestamp server settings

More...

Q

=~

Cance|

Budére 2: Cau hinh kiém tra chir ky:

Werfication

Chon nut More... trén muc “Verification”:

= Contral how and when signatures are werified

kare... |

Tich chon “Secure time (timestamp) embedded in the signature” & muc
“Verification time” dé cho phép sir dung dau thoi gian 1am méc thoi gian
kiém tra chit ky; Tich chon “Validating Signatures” va “Validating
Certified Documents” trong muc “Windows Integration” va Click “OK”
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Signature Yerification Preferences 5]

[V Verify signatures when the document is opened

I~ When document has valid but untrusted signatures, prompt to review and trust signers

~Werification Behavior
When Verifying:
% Use the document-specified method; prompt if unavailable

" Use the document-specified method; if unavailable, use default method

o Always use the default method: Adobe Default Security ZI

[V Require certificate revocation checking to succeed whenever possible during signature verification

[ Ignore document validation information

~Werification Time
Verify Signatures Using:

" Time at which the signature was created

(% Secure time (timestamp) embedded in the signature

" Current time

[V Use expired timestamps

~Verification Information
Automatically add verification information when saving signed PDF:
& Ask when verification information is too big
' Always
" Never

~Windows Integration
Trust ALL root certificates in the Windows Certificate Store for:

[V Validating Signatures
[V Validating Certified Documents:

Selecting either of these options may result in arbitrary material being treated as trusted content.
Take care before enabling these features,

Help | | oK I Cancel |

Budée 3: Cai dat chimg thu s RootCA vao kho ching thu s tin cdy cta phan
mém Adobe Reader:

- M0 cira sb cai dit ching thu sb bang cach Click chon nit “More...” trén
muc “Identities & Trusted Certificates”:

Identities & Trusted Certificates

= Create and manage identities for signing hare... |
= Manage credentials used to trust documents

- Chon muc “Trusted Certificates” va chon nut “Import”
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fm Digital 1D and Trusted Certificate Settings x|
- Digital IDs 7 Edit Truse = Bxport | ST Centificate Details &) Remove
[Trusted Certificates Name = | Certificate Essuer | Expires 1
Adobe Root CA Adobe Root CA 2023.01.09 00:07:23 Z
=)
Manage My Trusted Certificates
I This is a st of the trusted certificates that are available for your use on this computer. Every
digmal signature mchides a certificate that s used to d ‘hether the s vabd and
trusted
Use Edir Trust to spectfy the actions that a document signed with a particular certuficate s
allowed to perform Use lmpor7 to add a certficate to your hst of rusted ceruficates. Use
Export to share vour certificate with others. Use Certificare Derails to see more mformation
about a particular certificate. Use Remove to delete a certificate ffom your bst of trusted
certificates.
=l

Trén cira s6 Import ching thu s ta chon nit Browse dé chon tép luu

chung thu s6 mudn import:
]

This dialog will allows you to select contacts to import into your trusted identities, You can also setthe
trust for any certificates associated with the contacts being imported.

— Contacts
Marme I Ermail
Search ... |
- Certificates

This list displays the certificates associated with the currently selected contact,

Subject I Issuer I Expires I Details ...

et |
Trust .. |

Help | Irmport Cancel

Chon duong dan dén tép ching thu s6 ctia RootCA (rootca.cer hoic
rootca.crt): Nguoi dung c6 thé tim tai dudng dan “C:\Program
File\WGCA\vSign Pdf\certs\rootca.cer” vdi Windows 32 bits hodc
“C:\Program Files (x86)\VGCA\vSign Pdf\certs\rootca.cer” voi Windows
64 bit; hodc c6 thé tai truc tiép tir duong link
http://ca.gov.vn/pki/pub/cert/rootca.crt
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http://ca.gov.vn/pki/pub/cert/rootca.crt

gl Locate Certi
—
L |

Organize - Mew Folder

| 23| | search certs

- [l @

| Date modified | Type

T Favorites

Bl Desktop cel

& Downloads [l subep.cer
= Recent Places

=] o 1178 1AM et
11/6/2013 7:43 aM

Security Carl

i Libraries
3 Docurnents
& Music
[ Pictures
=]l Subversion

BE videos

E

8 Cormputer
PR 4 UL | |

ar o
File name: [raotca.cer | [Files Cantaining Certificates ¢*.f x|

oOpen from Online Account = Qpen |+ Cancel |

i

Click chon nut Import:
xi

This dialog will allowe ywou to select contacts to import into wour trusted identities, You can also set the
trust for any certificates associated with the contacts being impaorted,

— Contacts

Bemowe

Browise ...

Search ...

— Certificates
This list displays the certificates associated with the currently selected contact,

Subject I Issuer I Expires I Details ..
Co quan chung thuc 5.,  Co quan chung thuc 5., 3/5/2030 5:45:57 &k

Trust o,

LB

Help | Import Cancel

Import thanh cong:

Import details:

imported,

Chung thur s6 RootCA da dugc Import:
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§h Digital ID and Trusted Certificate Settings

Digital IDs / Edit Trust =% Import @ Export 'S? Certificate Details (&3 Remove

Trusted Certificates

MName Certificate Issuer

Adobe Root CA, Adobe Root CA 2023.01.09 00;0

=l
Co quan chung thuc so chuyen dung Chinh phu (RootCA)
Ban Co yeu Chinh phu
l Issued by: Co quan chung thue so chuyen dung Chinh phu (RootCA)
Ban Co yeu Chmh phu
Valid from: 2010.03.10 054557 Z
Valid to: 2030.03.05 054557 Z
Intended usage: Sign certificate (CA). Sign CRL
=i
Budc 4: Xac thyc lai chit ky cho két qua nhu sau:
- Két qua xéc thuc khi Click truc ti€p 1€n chir ky:
Signature is WALID, signed by Pham Cong Thao <thaopc@ca.govien =,
- The Docurnent has not been rmodified since this signature was applied,
- The docurment is sighed by the current user,
| Signature Properties... Close
- Két qua xac thyc tat ca chir ky trén tai li¢u:
plNew Microsoft Office Word Document.signed.pdf - Adobe Reader -3 =l
File Edit Wiew Window Help *
é% @ Z o B (% | /1 | = Tools | Sign | Comment

@ Signed and all signatures are wvalid,

H;| Signatures IE II‘ Ky bai: Pham Cong Thao |

Email:

- - thaopc@ca.gov.vn
NNER Walidate &1 = . — Coquan: Cuc Quan ly K
= 4 thuat Nghiep vu Mat ma,
[ = | Ban Co yeu Chinh phu
Macakyea shoiabt Thai gian ky: 13.12.201.

El%* Rev. 1: Signed by Pham Cong Thao <th. .gov.v =
% Rev. igned by Pham Cong Thao <thaopc@ca.gov.v That gian ki 13,

@ Signature is walid:

Document has not been maodified since this signaty

Signed by the current user
The signature includes an embedded timestamp,
Signature is not LTV enabled and will expire after 20
Signature Details
Last Checked: 2013.12,13 10:56:33 +07'00°
Field: Signaturel on page 1

Click to wiew this wersion =

B
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4. Thong tin lién hé
Moi théng tin trao doi, y kién dong gop cho chwong trinh xin gti vé Trung tam
Chuang thuc dién tir chuyén dung Chinh phu:

Pia chi: 105 Nguyén Chi Thanh, Péng Pa, Ha Noi
bién thoai: 04.37738668

bia chi thu dién tu: info@ca.gov.vn

Website: http://ca.gov.vn

33


mailto:info@ca.gov.vn
http://ca.gov.vn/

		2013-12-13T14:56:14+0700
	Việt Nam
	Trung tâm Chứng thực điện tử chuyên dùng Chính phủ
	Trung tâm Chứng thực điện tử chuyên dùng Chính phủ<info@ca.gov.vn> đã ký lên văn bản này!




