Trung tam chung
2011.07.18 02:49:21

BAN CO YEU CHINH PHU [

O=Ban Co yeu Chinh p I

2.5.4.11=Cuc Quan ly K@ithi
Public key:

RSA/2048 bits

yla: thuc & Bao mét

Tai liéu hwéng dan str dung bd cdng cu ky so
GCA-01

Ha Néi, 7/2011




Tai liéu hudng dan s dung bd cong cu ky s GCA-01

Muc luc
MIUC UG .. e e ettt e e e e e e e et e e bbb e e e e e e e e eeesannnnes 2
1 Hwéng dan cai dat va ste dung thiét bj USB Token.............ccccoovviieeeeiieeee e, 3
1.1 GiOithi@U CRUNG ... 3
1.2 HWONG dAN CAI G8L.......oieiieeeie ettt e sae e 3
1.2.1 Yéu cau phan clrng va hé diéu hanh ............cccooveiiveeeceeeeeeeee e 3
1.2.2 Cai dat trinh diéu khién va thay d6i mat khdu eToken .........ccccceevevveeveeerceen. 3
1.2.3 Cai dat trinh didu khién va thay d8i mat kh&u thidt bi ST3.......o..cooervvverrre. 12
2  Hwéng dan str dung bd cong cu ky s6 GCA-01 dé bao mat va ky sé tai liéu
GEEN RLP oo 17
2.1 GiOithi€U ChUNG ..o 17
2.1.1  CAC GAC dIBM CUA VSIGN ..evveeeeeeeeeeee et 17
2.1.2 Cac thanh phan chinh trong bd phan mém vSign........ccccoeeeeveieeeeeee e 17
2.1.3  CAC ChUAN AP (NG ...e.vveeeeeeeeeeeeeeeee et 18
2.2 Cai A4t PhAn MEBM VSIGNZ2.0. .. .o 19
2.3 Céau hinh cho phan Mé&m vSIgN2.0.........c.covieiieieeeeeeee e, 21
2.3.1 CAu hinh tw dong gan dAu thdi Gian ........cccoveiiieeeeeeeee e 22
2.3.2  CAu hinh kiém tra danh sach hly bd chirng thw $6.........cccoeveveeiveeeeee, 23
2.3.3  CAUNINN PIOXY ..ottt 25
2.4 Huwéng dan st phan mém vSign2.0 dé ky sb va bao mat tai liéu dién tor........... 25
2.4.1 Khé&i dong chwong trinh xac thwcvabaomattép ...l 25
2.4.2 Quan ly chirng thw s6 theo NNOM ...........cceiviiiiieeeeceeeeeeeee e, 26
2.4.3 Quan ly danh SAch chiNG thr SO.........c.cveviieeiiiceeee e, 32
2.4.4 Cac chirc nang chinh ciia xac thyc va bao mattép.........cccccvveeeeeeeiiiicnnee, 39
2.5 Xacthwcvabaomatndidungthw.............ooo 61
251 KY SO NG AUNG tNW ..., 61
2.5.2 Ky s6/b30 MAt NOI UNG T ......c.veeieeeeeeeeeeeee e 63
2.5.3 Xac thyc chi¥ ky/gidi ma ndi dung thur ...........ooeeiiiiiiiii e 67
2.6 XAcCthwCc VA bAO MAt PDF ... 68
2.6.1 KY SO IBUPDF ..o, 68
2.6.2 Ky SE/DA0 MAL A1 lIEU PDF ...t 72
2.6.3 Kiém tra chir ky s6 va gidi ma tai ll8U PDF ........c.cooeevieeeeeeeee e 78
2.7 BAO MAL G (T8 ... 84
2.7 1 TA0 O AT8 MAL .ttt ettt ettt et e et ettt et e e 85
2.7.2 MO O T8 MAL ....viiiicicieieceeeee et 88
I LG 3 [T T TSROSO 93

2/94



Tai liéu hudng dan s dung bd cong cu ky s GCA-01

1 Hwéng dan cai dat va sir dung thiét bi USB Token
1.1 Giéi thiéu chung

Tén co quan
Ho tén
Chdrc vu
Ma vach

Thiét bi USB Token la thiét b Iwu trir chirng thw s6 va khoa an toan, khi dang ky
chirng thw s6, moi nguwdi str dung sé dugc cap phat moét thiet bi USB Token.

1.2 Hwéng dan cai dat
1.2.1 Yéu cau phan cteng va hé diéu hanh

B& nhé Ram t6i thiéu 64MB, cé céng USB, sir dung hé diéu hanh Windows 9x,
Windows 2000, Windows 2003, Windows XP, Windows Vista 32bit, 64bit, Windows 7
32bit, 64bit.
1.2.2 Cai dat trinh diéu khién va thay d6i mat khau eToken

1.2.2.1 Thiét bi eToken

1.2.2.2 Cai dit trinh diéu khién thiét bi eToken
Bwéc 1: M& dia CD dwoc cap phat

| Li e ||

4

Chung thu driver Huong dan  vSign Setup
50 etoken su dung

Chon thw muc driver etoken — chon Win_32bit hodc Win_64bit tiy vao hé diéu
hanh windows dang st dung.
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Tai liéu hudng dan str dung bd cdng cu ky s6 GCA-01

| siicient 328, 1551

| # | L e indowes [nstaller Package

Win_32bit Win_64bit

Nhép dup chuét dé& chay chwong trinh cai dét.
Cha y:
- Dé biét dwoc hé diéu hanh minh dang st dung la hé diéu hanh 32bit hay

64bit, bAm chuét phai vao biéu twong My Computer (trén man hinh) —
Properties.

Manage
i Scan with Panda Cloud Antivirus

* # CVS 4
Map network drive...

Disconnect network drive...

Create shortcut
Delete
Rename

=

Properties

o Hé diéu hanh 32 bit (Windows 7):

s ’/v| b Control Panel » All Control Panel Items » System - Search Control Panel

Control Panel Home

View basic information about your computer

P Device Manager Windows edition

@ Remote settings Windows 7 Professional

@ System protection Copyright © 2009 Microseft Corporation. All rights reserved.

) Advanced system settings Get more features with a new edition of Windows 7

m
——

System
Manufacturer: Dell U
Model: Vostre 3300
Rating: Sh Windows Experience Index
Processon: Intel(R) Core(TM) i5 CPU M4a0 @ 2.53GHz 253
GHz m

Installed memory (RAM): 3,00 GB (2,87 GB usable)

Rrels I System type: 32-bit Operating Systej
| Penand Toucm T Pen of Touch Input Is available for this Display

Action Center

Windows Update Dell support \
Performance Information and Website: Online support
Tools

Computer name, domain, and workgroup settings
h— — —— am
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Tai liéu hudng dan s dung bd cong cu ky s GCA-01

o Hé diéu hanh 64 bit (Windows 7):

P
@ 0 )
9 -

Control Panel Home . .. .
I View basic information about your computer

% Device Manager Windows edition

oy i
o ecting ‘Windows 7 Professional

Iy i
I enphoection Copyright © 2009 Microsoft Corporation. All rights reserved.

ry i
' Advanced system settings Service Pack 1

Get more features with a new edition of Windows 7

m

System
Manufacturer: Sony Electronics Inc. SONY
I Model: VAIO® Computer
| Rating: ﬂ Your Windows Experience Index needs to be refreshed
Processor, Intel(R) Core(TM) i5 CPU M 520 @ 240GHz 240 GHz .
: |
System type: 64-bit Operating System
| ~
Z2EED Pen and Touch: Mo Pen or Touch Input is available for this Display
\ Action Center
Windows Update Sony Electronics Inc. support
Performance Information and Phone number: 1-888-4SONYPC
Tools Support hours: 24 hours, 7 days support
|| Wehsite: Online sinnart h
—

- Déi véi Windows XP chi yéu la hé diéu hanh 32bit, Windows Vista 32bit va
64bit giao dién kiém tra c6 khac hon mét chut nhwng van co thé kiém tra
dworc bang phwong phap trén.

- B¢ céng cu ky s6 GCA-01 chi yéu sir dung hé diéu hanh Windows 32bit,
doi voi hé dieu hanh Windows 64bit, chirc ndng chuét phai cua phan mém
khéng hién thj con cédc chirc ndng khdc déu hoat déng tét.

Bwéc 2: Cai dat driver USB Token
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Tai liéu hudng dan s dung bd cong cu ky s GCA-01

i? eToken PKI Client 5.1 5P1 Setup W=

eToken <t '

Welcome to the eToken PKI
Client 5.1 SP1 Installation Wizard

The Setup YWWizard will install eToken PKI Client
5.1 =P1 on your computer.
eToken

PKl...

[ MHext > ] [ Cancel

Chon Next

i eToken PKI Client 5.1 SP1 Setup =3

Ready to Install the Application

I ETD%E n Select the language for eT oken PEI Client.

Select eToken PEI Clent interface language:

English w

Click Next to begin installation.

< Back ][ MHest = ] [ Cancel

Chon Next
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Tai liéu hudng dan s dung bd cong cu ky s GCA-01

i& eToken PKI Client 5.1 SP1 Setup

-1( End-User License Agreement
ETO en Pleaze read the following license agreement carefully.

ALADDIN KNOWLEDGE SYSTEMS LTD.
eTOKFEN ENTERPRISE END USER LICENSE AGREEMENT

IMPORTANT INFOEMATION - PLEASE READ THIZ AGREEMENT
CAREFULLY BEFORE QOFPEMNING THE FACHKAGE ANDVOR USIMNG
THE COMTENTS THEREEOF AMD/OFE BEFORE DOWNMNLOADING OR
IMETALLING THE S0FTWARE PROGERAM. ALL ORDERS FOR AND
USE OF THE eTCEEN EMNTERFPRISE PEODUCTS (ncluding without
lrutation, bbranes, utlibes, diskettes, CD-ROM, eToken™ Lkevs and the
arrrtmaantnnn terhiical docirmentatios Chereinafrer "Praduct™ QTTRPT TR
I (#) | accept the license agreemenlt
(| do not accept the icense agreement

b

[ ¢ Back " MHext > ] [ Cancel

Chon “I accept the lecense agreement”, chon Next

i eToken PKI Client 5.1 SP1 Setup

Destination Folder

E:T{‘fi(e n Select a folder where the application will be installed,
Setup will inztall the eToken PEI Client 5.1 SP1 files in the following folder.
T inztall in a different falder, click Browse and nawvigate ta the required folder.

Y'ou can chooze not ko install eToken PEI Client 5.1 5P by clicking Cancel to exit the
Setup.

Deztination Folder

C:%Program FilezhdladdinteTokenh

¢ Back ]I et = I [ Caricel

Chon Next
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Tai liéu hudng dan s dung bd cong cu ky s GCA-01

i& eToken PKI Client 5.1 SP1 Setup

T 1{ Updating System
I €clOKeEN The zelected features are being installed.

Eutracting directories. ..

DIRECTORY_.EB501953 FFCF_4C4F_858F_BEAIAF2CE3AC

Cancel

Chon Next

i eToken PKI Client 5.1 SP1 Setup

eToken <o) '

eToken PKI Client 5.1 SP1 has
been successfully installed.

Click Finizh to exit Setup.

eTaken

PKl...

Chon “Finish” dé két thuc qua trinh cai dat thiét bj USB Token.
Bwéc 3: Kiém tra
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Tai liéu hudng dan s dung bd cong cu ky s GCA-01

Xem dwdi géc phai man hinh cé biéu twong USB Token

ER=SECOF

Hoac vao menu start — eToken — eToken PKI Client

ACCessaties
aames

Startup

YGCA

{é Internet Explorer
w msm

@ CQutlook Express

G p.. Remote Assistance

3
e Windows Media Player
Set Program Access and Defaulks )
ﬂ Windows Messenger

w windows Catalog %1 Windows Mavie Maker
Snagit 10
Windows Update Unikey Yietnamese Input Method
WinFLAR

e eTokel eToken PKI Client =F eToken Properties
= Start eToken PEI Client

y  Documents
Sektings
Seatch

| Help and Support

Run...

Log CFF linhdz. ..

Turn OFF Computer, .,

1.2.2.3 P6i mat khau cho thiét bi eToken

Bwéc 1: Cam thiét bi USB Token vao cdng USB clia may tinh, thy dén dé nhép
nhay.

Bwéc 2: Nhap chudt phai vao biéu twong USB Token & goc phai man hinh va
chon “Change eToken Password”.

|ﬂ Open eToken Properties

|E_‘| Zhange eToken Password

@ Delete eToken Content

@ Abioutk

B Hide g

Hoac vao menu start — eToken — eToken PKI Client — eToken Properties.
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Q:

liéu hudng dan st dung bd céng cu ky s6 GCA-01

ACCESsONESs
Games

Startup

WGCA

@ Internet Explorer
w msn

* v r v

Outlook Express
Remote Assistance
@ windows Media Player
ﬂ windows Messenger

‘Windows Catalog @ Windows Movie Maker
Snagit 10 »
Unikey Wietnamese Input Method  #
WnRAR

Set Program Access and Defaults

Windows Update

&=: Stark eToken PKI Client

I_-f: Dacuments 4

Setkings

Search

Help and Support

Run...

Lag OFf linkd:x...

Turn COff Camputer. ..

\;__' eToken

Rename eToken

Change eToken Password

Unlock eToken

Delete eToken Content

o View eToken Info

Disconnect eToken Yirkual

Aladdin

Bwéc 3: Thay dbi mat khau
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Tai liéu hudng dan s dung bd cong cu ky s GCA-01

[ —

Change Password eToi( e n

Current eToken Password: |||||||-||- |

Mew eToken Password: | SEBEEEE |

Canfirm Mew eToken Password: | LAl | [ | 100

o)
D Pazzword must meet token defined complexity requirements.

QK 10 Cancel

Nhap mat khau can thay vao 6 “Current USB Token Password”. Nhap mat khau
maoi vao 6 “New USB Token Password” va “C’onfirm New USB Token Password”. Sau
khi nhap xong nhan OK dé xac nhan sy thay dai trén.

Giao dién théng bao thay ddi mat khau thanh coéng

i=* Change Password

Password changed successfully

Ik

Chay:

o Mat Igha‘iu mé&i phai c6 dé dai it nhat 8 ky tw, phai chira chid hoa, chi¥ thuwong
va so.

e Ngwoi str dung phai nhé ky mat khau cua minh.

e Theo mdc dinh cua thiét bi USB Token, ngwoi diing nhap sai mat khau lién
tié:p qud 15 Ian, thi USB Token sé tw déng khéa va ngwoi dung sé khéng
tiép tuc str dung dwoc USB Token!

e Dé mé khoa thiét bi nguei st dung phai lién hé va chuyén thiét bi vé cho
cdc co quan dang ky dé thuc hién mé khéa.
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Tai liéu hudng dan str dung bd cdng cu ky s6 GCA-01

1.2.3 Cai dat trinh diéu khién va thay déi mat khau thiét bj ST3
1.2.3.1 Thiét bi ST3

1.2.3.2 Cai dit trinh diéu khién thiét bi ST3
Bwaoc 1: cam thiét bi USB Token vao cong USB ctia may tinh, m& chwong trinh
“‘My computer” nam trén man hinh

@ M

Lotus Hol thao ~\WRLO000%

Domii EXVGCA
o — ; w N
D RO
= & i
REOMpUte! BLOTtuS N OTESEIRS|1d €s8alISERTal IEUThUO™
Shows the disk drives and hardware connected to this computer.
M& 6 dia VGCA:
05 (C) RECOVERY (Z:)
ﬁ“’ﬁ - | L:""M? —

221 GB free of 283 GB 9,12 GB free of 14,6 GB

s B

4 Devices with Removable Storage (

. & CD Drive (E:] VGCA
- CVD BW Drive (D:) e 0 bytes free of 1,78 MIB
CDF5
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Tai liéu hudng dan str dung bd cdng cu ky s6 GCA-01

Mame

=k | autorun.inf
‘)? VGCA_token.exe
g} loader.exe

Kich dup chudt vao tép VGCA_token.exe dé cai dat.
Bwéc 2: Cai dat driver USB Token

Lura chon ngdn nglr
(Flease select a language)

[?l.ﬁeh’mese

Chon OK

WGCA PKI Token Set

¥ HO trg Cai dat VGCA PKI Token
/ Xive thiye B Bk oTmat

Bidng &t & cic chuong trinh khac trudc khi bat d8u cai dat.

I JNSJ-FAILII- Mhan "Cai dat" dé bat dau, dide nat "Hay ba" dé thoat
R
TEKEH|H*AHAGER~

Chon Cai dat
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Tai liéu hudng dan str dung bd cdng cu ky s6 GCA-01

WGCA PKI Token Setup

gy Két qua Cai dat VGCA PKI Token
‘/ !h.'lh':;r.'h'Biu‘mil'

VGCA PKI Token da durge cai dat thanh cong.

| NS.;TF&IL ||_ Click niit "Hoan thanh” dé thoét..
o i s ——

TOKEN/MANAGER|

Hiy bé |

Chon “Hoan thanh” dé két thuc qua trinh cai dat thiét bi USB Token.
Bwérc 3: Kiem tra. .
Xem dw@i goc phai man hinh co biéu twgng USB Token.

. ¥
R [ VGCA PKI Token da san sang ()
3:09 CH

A AL b

05/05/2011

Hoac vao menu start - VGCA — PKI Token — PKI Token Manager.
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Tai liéu hudng dan str dung bd cdng cu ky s6 GCA-01

. Maintenance -

. Microsoft Office

|0 Microsoft SQL Server 2005

. Microsoft Visual Studic 2008

. Microsoft Windows SDK v.04

. Mobile Partner

| Metwork Viewer 8 Capture 4

. Panda Cloud Antivirus

. Roxio Creator Starter

. Secure Token 5T3

|1 SharePoint

. Startup

. Total Commander

. VGCA

o Huong dan su dung
)3’ Xacthuc-Bao mat

K] Toke

o PKI Token Manager
) Uninstall .

. WinRAR -

1

| |559m’1 programs and files

1,%6‘. TOKEN MANAGER!

| =8 Cauhinh
- - fA P8 tén PKI Token

5 Thay déi PIN code

G Chimg thu s§ /

-~ Lya chon

YGCA
@ Gidi thiéu \ 4 k K

ac thyc & Bao mat

e e

S W

TTOKEN|MANAGER

25
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Tai liéu hudng dan s dung bd cong cu ky s GCA-01

1.2.3.3 Poi mat khau cho thiét bi USB Token ST3
Giao dién thay d6i mat khau

 rovsn e S ==

TOKEN,MANAGER!

=43, C&u hinh )
-7\ D0l ten PKI Token Cal dat - Thay ddl PIN code

e =
ﬁ:n Chimg thir <& PIM code cii:
@ Lua d‘IE_:II'I I
""" ?‘ gzp ;ﬁ?t PIN code mdi (8 d8n 32kj ur):
- I} Gidi thigu |

¥ac nhan PIM code mdi (8 dén 32 ky tur):

[ | Hiybs |

Nhap mat khau can thay vao 6 “PIN code cii”. Nhap mat khau mé&i vao 6 “PIN
code m&i” va “Xac nhan PIN code mai”. Sau khi nhap xong nhan “Chép nhan” dé xac
nhan sw thay dbi trén.

Giao dién thong bao thay d6i mat khau thanh cong.

i PIM code d& dirgc Il

cha y:

o Mat Igha‘iu mé&i phai c6 dé dai it nhat 8 ky tw, phai chira chi hoa, chi¥ thurong
va sé.

e Nguwoi str dung phai nhé ky mat khau cdaa minh.

e Theo mdc dinh cua thiét bj USB Token, ngwoi ding nhap sai mat khau lién
tiép qua 06 Ian, thi USB Token sé tw dong khéa va nguwoi dung sé khéng
tiép tuc st dung dwoc USB Token!

e Dé mé khoa thiét bi nguei st dung phai lién hé va chuyén thiét bi vé cho
cédc co quan dang ky dé thuc hién mé khéa.
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Tai liéu hudng dan s dung bd cong cu ky s GCA-01

2 Hwéng 'dén str dung bd céng cu ky s6 GCA-01 dé bao mat
va ky so tai liéu dién tu

2.1 Giéi thiéu chung

Bo cong cu ky s6 CGA-01 1a bd san phdm cap phat cho ngudi dung cubi. Cac

thanh phan trong bd cong cu ky sb GCA-01 gom:

Thiét bi lwu khda va ching thw s6 USB Token.

Dia CD chira chirng thw sd, driver thiét bj USB Token.

B6 phan mém ky sb vSign 2.0.

Tai liéu gidi thiéu sadn pham.

Trong d6 bdé phan mém ky sé vSign la bé phan mém cung cap mién phi cho

nguoi sCP‘dung dé bao mat va xac thuc tai liéu dién tfy trong méi trwd'ng giao dich dién
tlr, b6 phan mém vSign chi hoat ddng trén cac hé dieu hanh Windows.

vSign st dung cac dich vu chirng thwe chi¥ ky sb clia hé théng co s& ha tang

khoa cong khai PKI chuyén dung Chinh pha dé tao chir ky sb an toan trén céac tai liéu
dién t&r va bao mat cac tai liéu do bang cac thuat toan mat ma an toan.

vSign ddm bdo toan bd cac yéu cau vé xac thuc va bado mat tai liéu:
Dam bao tinh xac thwc cla nguoi ky trén tai liéu ky.

Dam bao tinh toan ven di¥ liéu cla tai liéu ky.

Pam bao tinh chdng chéi b khi ky tai liéu.

Dam bao tinh bdo méat ctia div liéu.

2.1.1 Cac dic diém cua vSign

Giao dién than thién dé dang s dung.

S dung cac chuan PKI cla thé gi¢i vé chir ky sé va ma hoa dir liéu: chuan
khudn dang chir ky s XaDES, chudn ma hoéa dir liéu PKC#7, XML-Encryption, ...
Cac thuat toan mat ma va ky sb trong vSign dap trng danh muc tiéu chuan bat
budc ap dung vé chir ky sb va dich vu chirng thuc chi ky sb ctia bd Thong tin va
Truyén théng.

S dung céac dich vu chirng thuc tric tuyén trén mang truyén sé liéu chuyén
dung Chinh pht: gén diu thai gian, kiém tra chirng thw sé truc tuyén, ...

Tich hop d4u thoi gian vao chir ky dién te.

Kiém tra trang thai chirng thuw s6 trwc tuyén khi ky sd va bao mat tai liéu.

vSign duorc trién khai cho cac co’ quan thudc hé théng chinh tri.

2.1.2 Céc thanh phan chinh trong bé phan mém vSign
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Tai liéu hudng dan s dung bd cong cu ky s GCA-01

A 4

Xac thye va bao mat tai liéu

PDF
\
R v ml Xac thywe va bao mat tai liéu
== MS Office (Word, Exel,...)

Meca A3
GeAD! . Xac thyre va bao mat tép dir

o A liéu (dinh dang bat ky)
o’ =

< AN
b 'I/ﬁ‘m’m mat o dia cirng, USB
~—
v" \Ai >

Xac thyc va bao mat thw dién
tr

vSign - PDF ky s6 va bao mat tai liéu PDF, cung cap cho ngwdi dung théng tin
xac thue vé chu thé cla tai liéu, ddm bao tinh tin cay va toan ven ndi dung va an
toan cua tai liéu PDF trong giao dich dién tcr.

vSign - F c6 thé ky sb6 va bao mat tat cad cac dinh dang tép di¥ liéu trén moi
trwong Windows.

vSign-Disk cé thé tao cac 6 dia logic cé bdo mat véi dung lwong 16n.

vSign - Mail c6 thé xac thwc va bdo mat néi dung cac van ban duwoc soan thao
trén cac trinh soan thdo van ban théng qua bdé nhé dém clipboard cia hé diéu
hanh Windows.

2.1.3 Cac chuan dap tng

Chuén khuén dang chiing thw sb X509 v3, phan mém vSign c6 thé s dung cho
cac chirng thw sO cla cac nha cung cap dich vu khac cé dinh dang chuan X509
v3.

Chuan khuén dang CRL va chirng thw sbé theo RFC3280 Certificate and
Certificate Revocation List (CRL) Profile.

Ham bam bao mat (FIPS PUB 180-2) SHA-1, SHA-512.

Chuan khuén dang chir ky s6 XAdES (XML Advanced Electronic Signatures)
v1.3.2.

Chuan khudn dang ma di liéu XML-Encryption.

Bao mat cho khoi an ninh phan ciing HSM (FIPS PUB 140-2) level 3.

Chuan gén dau thoi gian theo giao thi'c TSP RFC3161 Time-Stamp Protocol
(TSP).
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Tai liéu hudng dan s dung bd cong cu ky s GCA-01

« Chuén ky sb va bado mat tai liéu PDF theo ISO 32000-12.

2.2 Cai dat phan mém vSign2.0
Bwéc 1: M@ dia CD dwoc cap phat theo chirng thw sb.

BB EN

Chung thu so driver etoken Huong dan su vSignr Setup
dung

Bwé&c 2: Cai dat chwong trinh vSign Setup
- M@ thu muc vSign Setup, chon setup.exe.

| dotnetfx

L) setup.exe
#2 vSign-GCAmsi

- Giao dién cai dat

i@ vSign-GCA

Welcome to the ¥vSign-GCA Setup Wizard

The installer will guide you through the steps required to install +Sign-GCa on your computer.

WARMIMG: This computer program iz protected by copyright law and international treaties.
Unauthorized duplication or distribution of thiz program, ar any partion of it, may result in severe civil
or criminal penalties. and will be prozecuted ta the maximum extent pozsible under the law.

Cancel

- Chon Next
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Q:

liéu hudng dan st dung bd céng cu ky s6 GCA-01

i vSign-GCA

Select Installation Folder

The installer will install ¥Sign-GCA to the following folder.

Toinstall in this folder, click "Next". Toinstall to a different Folder, enter it below ar click “Browse".

Eolder:

C:%Program Files\T T AN Sign-GLAN Browse...
Disk Cost...

Install wSign-GCA for voursell, or for anyone who uses this computer:

 Just me

Cancel < Back | MHest > |

- Chon Next

% vSign-GCA

Confirm Installation

The installer iz ready to install +Sign-GCA on your computer.

Click "Mext" to start the installation.

Cancel < Back

- Chon Next
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& vSign-GCA

Installation Complete

wSign-GCA haz been successfully installed.

Click "Close" to exit.

Flease uze windows Update to check for

arw critical updates to the MET Framework.

Chon Close dé két thuc qua trinh cai dat.

2.3 Cau hinh cho phan mém vSign2.0
Chirc ndng ciu hinh hé thdng gitp ngwdi si dung o thé st dung chwong trinh
offline, khéng st¢ dung cac dich vu chirng thuwe chir ky so khi xac thwc va bao mat div

liéu.

C6 hai cach dé khéi dong giao dién ciu hinh cho phdn mém:

Céch 1: T giao dién chinh click vao chirc ndng cau hinh.
<O -

Cau hinh - X
UGTER: DSIIReAy § +
=)

Xac thu'c va bao mat tai liéu dién tu'

ac thuc

&

Bao mat

)
&y

K =i

wac thue chi ky

K4 sifbao mak

£ #ac thue chi ke f'gidi ma

Ching thur s@

Danh sach

b

Gidi thigu
1Ky =0
2.KiBm tra chil ky
3K s0fma hida

Chifc nang thu'c hign
4,Gidi mafkigm tra chir

b

5.0anh sach

b

Cac chorc nang chinh cia chuang trinh
Chc mdng ndy ding d& ky t3i igu dién 107 gdn vdi chchg thu s6 ngudi st dung

ChiTz ndng nay dong g kidm tra tink toan ven coa dif gy g3 ky

Churc nang nay thuc higén vigc giai ma dir iéu v3 =ac thuc tai ligu

Chifc ndng ndy hign thi danh sach chiing thu' 58 nguwdl dung hay 0 dung

ki =8 va ma hoa dit igu duoc ky
ki

Trung tam chidmg Ehuc dign bl choyén dang Chi

Cach 2: Chudt phai vao Traylcon trén khay hé théng va chon chirc ndng “C4u hinh”,
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Xac thuc - Bao mat tép

Xac thuc - Bao mat tai iéu PDF

Xac thurc - Bao mat ndi dung 3
Bio mat & dia »
Quan ly chifng thu sd theo nhdm

Em THong I

Hudng dan sir dung

Két thiic ek 1050 AM | |
= R 5672011

Thwc hién mét trong hai cach trén giao dién cai dat sé nhw sau:

Cau hinh hé thing

[] st dung dich vu cdp dau thdi gian

Bia chi truy cdp
Vi du: http://ca.gov.vn/tsa

0 Sir dung chifc nang kiém tra danh sach hiy bo
chifng thu sé

May chi cdng bd danh sach hiy bo

Bia chi truy cdp
Vi du: http://ca.gov.vn

[] sir dung may chua Proxy

SUr dung tai khoan Proxy
TEén dang nhap

Ma&t kh&u:

May chi Proxy]

Cang:

|I Luru U r Hl:l".fbé 1

2.3.1 Cau hinh tu dong gan dau thdi gian
~ Danh dau vao myc “Str dung dich vu tem thoi gian” dé cau hinh cho phép hé
thong tw dong gan dau thoi gian vao van ban ky s6, bao mat.
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Cau hinh hé thing

Sir dung dich vu cdp dau thoi gian
May chi cap dau thai gian

Pia chi truy cap http://ca.gov.vn
Vi du: http://ca.gov.vn/tsa

0 Sir dung chifc nang kiém tra danh sach hiy bo
chifng thu sé

May chi cdng bd danh sach hiy bo

Bia chi truy cap|

Vi du: nttp://ca.gov.vn

[] sir dung may chua Proxy

SUr dung tai khoan Proxy

&n dang nhap

Mat khau:
a 1 Pro
I Luru 1 U Hl:l".l' b6

G6 vao tén may chi cung cap dich vu cap dau thoi gian, may cha dau thoi gian
cua hé thong PKI chuyén dung Chinh phd http:/ca.gov.vn/tsa, nhap nut “Lwu” dé lvu
cau hinh.

2.3.2 Cau hinh kiém tra danh sach hay bo chitng thu sé

Danh dau vao muc “Str dung kiém tra danh sach hiy bd chirng thw s6” dé cau
hinh cho phép hé thong tw dong truy cap danh sach huay bo chieng thw s6 xac dinh tinh
trang chirng thw so.
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Cau hinh hé thing

Sir dung dich vu cdp dau thoi gian
May chi cdp ddu thai gian

Pia chi truy cap http://ca.gov.vn

Vi du: http://ca.gov.vn/tsa

Sir dung chifc nang kiém tra danh sach hay
|_ chifng thu sé

May chd cdng bd danh sach hay ba

Pia chi truy cap http://ca.gov.vn

Vi du: http://ca.gov.vn

[] sir dung may chua Proxy

SUr dung tai khoan Proxy
TEén dang nhap

Ma&t kh&u:

May chi Proxy]

Cang:

|I Luru U r Hl:l".fbé 1

Thong thudng, dia chi may cha truy cap may chd CRL dé trong, chuong trinh sé
tw déng tim kiém CRL, khi c6 may chu QRL khac vé&i dia chi I,uu trong chirng thuw so thi
m&i phai nhap dia chi may chi CRL, nhap nat “’Lwu” dé lwu ciu hinh.
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2.3.3 Cau hinh proxy

Cau hinh hé thang

S dung dich vu cap dau thai gian
Bia chi may chu .
truy Gp: http: ffca.gov.vn/tsa
Vi du: http: fjca.gov.vn/ftsa

Sir dung chifc nang kigm tra danh sach hiy bo
chifng thu s& tru'c tuy&n

May chii CRL

Efyﬂ ;1:511 Lt fea.gov.vn

Sir dung may chi Proooy

Cau hinh Proxy
Sir dung t3i khoan Proxy
Tai khoan Proxy
Tai khoan: usertl

Mat khdu:

My chi Proxy: Prnxy’SEruer|

Céng: 8080

] Luu | e HOy b oy

Khi hé théng cé ProxyServer thi phai cdu hinh s&r dung may chd Proxy cho
chwong trinh, nhap tén may chd Proxy ho&c dia chi IP, nhap cdng (thwong la 8080).
Néu cé thiet 1ap tai khoan dé dang nhap Proxy thi nhap tai khoan va mat khau cho tai
khoan.

Chi y: v6i Proxy ISA nguwoi quén tri hé thong can cai dit thém mét sé
phwong thirc xac thwe kiéu Basic dé chwong trinh hoat déng dung.

2.4 Hwéng dan sir phan mém vSign2.0 dé ky s6 va bao mat tai
lidu dién tep

24.1 Khéi dong chwong trinh xac thwc va bao mat tép

Dé khai dong phan mém kich dup vao biéu twong chir “V” mau dé trén man hinh,
hoac chon Start — Programs — VGCA — Xac Thuc - Bao Mat.exe.
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= |
0l i 0 Huong dan su dung

Xac thuc - M ac thuc - Bao mat
Bao mat

Chuwong trinh sau khi dwgc khoi dong sé thuong tra trong bd nho, biéu twong
cia chwong trinh nam duwéi khay hé thong.

Xac thuc - Bao mat tép

¥ac thuc - Bao mat tai iéu PDF

Xac thuc - Bao mat ndi dung »
Bdo mat & dia »
Quan ly chifng thur sd theo nhdm

Cdu hinh hé théing

Théng tin phdn mém
Hudng dan s dung

Kt thiic 1050 AM | |
5/16/2011

2 e

Giao dién chinh ctia chwong trinh.

@ <BOIE

Xac thu'c va bao mat tai liéu dién tir

wac thyre £ Gidi thigu
4 Cac chirc nang chinh cla chuiong trink
b Kysd LK} 58
Chirc ndng nay dong d& ky tai ligu dign tf gdn vdi chihg thi s8 ngudi st dung
J’_(J a thise chil kf 2.Kiém tra chit ky -
Chirc ndng nay ding d& kigm tra tinh toan ven cha dif igu &3 ky

3.y s6fmd hoa

Ba0 mat = Chiic ndng thuc hign ki 58 va ma hoa i igu duc ky
o) 4,Gidi m3/kigmn tra chif ky
&y Ky sd/bao mat Chiic ndng nay thut hign vigc gidi m3 dif iBu va xac thuc téi igu
) 3.0anh sach
t’f s thue chif ki gidi ma Chifc ndng ndy hien thi danh sach chitng thu s8 ngudi dong hay 07 dung
Chirng thu s A
Danh sach

Trung k&m ching thoc dign b chuyén ding Chi

2.4.2 Quan ly chirng thw s6 theo nhém

Chtrc nang quan ly chirng thw sb theo nhédm gilp ngudi sir dung dé dang quan ly
danh sach chirng thw s6 trong trwdng hop danh sach chirng thw so Ion, de kh&i dong
chirc nang quan ly chirng thw s6 theo nhém, bam chudt phai vao biéu twgng chir “V”
mau dé & géc phai man hinh.
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Xac thu'c - Bao mat tép
Xac thuc - Bao mat tai iéu PDF
Xac thuc - Bao mat ndi dung »

Bao mat & dia »

Théng tin phan mém
Hudng dan sir dung
Két thic

1050 AM | |

5/16/2011

(S N

Danh sach chitng thu s trong Windows Danh sach nhém chirng thu s6
4 ¥ & Timkiém: &, & 4 # ¥ | Tim kiém: @, &
-] ADSS Default Admin<> - EEYnhom 1]
: Le Quang Tung (M)<tunglg@ca.gov.vn> =] Le Quang Tung (M)<tunglg@ca.gov.vn>
-3 Danh ba chifng thu s6 =] user12 (M)<user12@ca.gov.vn>
user12 (M)<userl2@ca.gov.vn> ¢ -[Z] user26(M)<user26@ca.gov.vn>

user01 (M)<user01@ca.gov.vn> r N %4 Nhdm 2
user20 (M)<user20@ca.gov.vn> e | > | i% Nhdm 3
user02 (M)<user02@ca.gov.vn>

user07 (M)<user07@ca.gov.vn>

userl4 (M)<userl4@ca.gov.vn>

userl5 (M)<userl5@ca.gov.vn>

user10 (M)<userl0@ca.gov.vn>

Dang Duy Man (M)<man@ca.gov.vn>

user04 (M)<user04@ca.gov.vn>

userl8 (M)<userl8@ca.gov.vn>

Il user09 (M)<user09@ca.gov.vn>

Nguyen Huu Hung (M)<nhhung@ca.gov.vn>
Le Quang Huy (M)<lequanghuy@ca.gov.vn>
Le Thi Phueng Thuy<lethiphuengthuy@mof.gov.vn> =

| userll (M)<userll@ca.gov.vn>
userl3 (M)<userl3@ca.gov.vn>
{ user06 (M)<user06@ca.gov.vn>

px13.hanoi (M)<px13.hanoi@ic3.bca>
user0s (M)<user05@ca.gov.vn>
user03 (M)<user03@ca.gov.vn>
=3 Sub CA
Co quan chung thuc so Bo Cong an
: Co quan chung thuc so Chinh phu
133 Root CA
Co quan chung thuc so chuyen dung Chinh phu (RootCA| |
-f= Co quan chung thuc so chuyen dung Chinh phu (RootCA ~
' 1] | »

Giao dién cé 02 cdt, cot ther nhat chira cac chirng thw sb trong kho Iwu trir cia hé
diéu hanh windows, cot thir 2 thé hién cac nhém ching thw sb.

Trong cot thir nhat, nguwdi str dung coé thé cai dat thém cac chirng thw sé (co thé
cai dat nhiéu chirng thw sb cung mét lic) hodc xda chirng thw sb (co thé xda nhiéu
ching thw s).

DPé thém chirng thu s6 vao cot 1, chon biéu twong dau cong mau xanh bén géc
trai:

Quan Iy chiing thu' s& theo nham = VGCA

Danh sach chirng thu s6 trong Windows Danh sach nhom chirng thu sé
4 B S | Tim kiém: N 4 7 ¥ | Tim kiém: G, &

C6 thé thém nhiéu chirng thw sb, dé thém ching thw sb, dua dia CD dwoc cép
phat theo b6 GCA-01 vao:
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. — — S . — ]
7 open X
. -
@.@.| | « DVD RW Drive (F) Van phong ... » Chung thuso v |2 search Chungthuso P

Organize ¥ =~ 1 e

i & Pictures “*  Name Date modified Type
! Videos . .
4 Files Currently on the Disc (4)

4% Homegroup | Chung thu so ky A4/26/2011 2:53 PM____File folder
| |
i ‘ | . Chung thu so ma 4/26/2011 2:53 PM File folder
| ¥ computer I RootCA 4/26/2011 255 PM __ File folder
N I . -
| & Local Disk (C) | Sub CP 4/26/2011255PM  File folder
i = Elements (D:)
| 44 DVD RW Drive (
[
i = Microsoft Office =
| |
" @ Network
| |
| |

- |4 I | b
[ |
" File name: ¥ | (*.ph*pem,*.cer,*.cri*.der) V]
| |
[l I Open l ‘ Cancel |
|
Chon thw muc chirng thw s6 ma, lwu y ngwdi st dung chi st dung chivng thw sb

ma
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F |
: L — — e — u
Open
X Op - s
@.@-| | . = Chung thuso » Chung thu so ma v ‘ +y ||| Search Chung thu so ma 2 |
Organize ~ =~ j;l Q
& Pictures “*  Name Date modified Type il
!, Videos =

4 Files Currently on the Disc (153)

|Z] certificate_3010616_Mgo-Sy--Tho-(M).crt ~ 4/26/2011 251 PM  CRT File
|9] certificate_3010618_Vu-Minh-Khanh-(M)... ~4/26/2011 251 PM  CRT File

il% Homegroup

| & Computer | |D| certificate_3010620_Nguyen-Ngoc-Quyn..  4/26/2011 2:51 PM CRT File

: & Local Disk (C2) | |Z| certificate_3010622_Luu-Ngoc-Yen-(M).crt  4/26/2011 251 PM  CRT File

i - Elements (D3 | |Z] certificate_3010624_Tran-Tat-Thanh-(M)...  4/26/2011 2:51 PM  CRT File

[ &4 DVD RW Drive ( | |Z] certificate_3010626_Hoang-Hong-Hanh-..  4/26/2011 2:51 PM CRT File

: - Microsoft Office|= | |9] certificate_3010628_Dac-Van-Cuong-(M)... 4/26/2011 251 PM  CRT File

[ | O] certificate_3010630_Nguyen-Quang-Vinh.. 4/26/2011 2:51 PM CRT File

| @ Network ‘ |D] certificate_3010632_Nghiem-Bac-Hung-...  4/26/2011 2:51 FM CRT File

: O certificate_3010634_Le-Hai-Dao-(M).crt 4/26/2011 251 PM  CRT File

B e b

" File name: "certificate_3010632_Nghiem-Bac-Hung-Ha ~ | (*.pfx*pem,*.cer,*.crt*.der) V]
|

i I Open l ‘ Cancel |
i

Dé xda chirng thu sb trong cét mét, chon chirng thw sb can xdéa (cé thé chon
P A ’ £ 2 , , ‘R PR , s 4R , , ’
nhiéu ching thuw s6 dé xda) sau dé chon bieu twong “x” bén géc trai dé xéa cac chirng
thu s6.

’! Quan Iy ching thu G thea nham = VGCA

¥4 =
Daph h chifng thu s6 trong Windows Danh sach nhdm chirng thu sd
4 !- Tim kigm: & & & & ¥ | Tim kiém: & 2

Dé tim kiém cac chirng thu s6 bén cot 1 co thé st dung chirc nang tim kiém dat
géc duoi cot 1, go tén chirng thw so can tim vao 6 tim kiém, cac chirng thw s6 ¢6 chira
day ky tw tim kiém sé dwoc dwoc danh dau mau vang.
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—
Quan Iy chiing thur 58 theo nhom - VGCA

/

Danh sach chifng thr s6 trong Windows
4 ¥ & | Tim kiém: user

Danh sach nhém chirng thu s6
4+ & ¥ | Tim kiém:

»

=3 Chirng thu 56 sd hifu
~f=] Nguoi su dung 09 (M)<nsd09@mof.gov.vn>

Nguoi su dung 10 (M)<nsd10@mof.gov.vn:>
{4 user02 (M)<user02@ca.gov.vn>
~f=] Nguoi su dung 01<nsd01@mof.gov.vn>

Nguoi su dung 10<nsd10@mof.gov.vn:
~f=] ADSS Default Admin<:
-f=] Le Quang Tung (M)<tunglq@ca.gov.vn:>
=4 Danh ba chirng thu s6
-f] Tran Tat Thanh (M)<trantatthanh@vpchinhphu.vn>
{4 user01 (M)<user01@ca.gov.vn>
-] user20 (M)<user20@ca.gov.vn:>

user02 (M)<user02@ca.gov.vn>>
~f=] user07 (M)<user07 @ca.gov.vn:>
~f] vu Minh Khanh (M)<vuminhkhanh@vpchinhphu.wn:
~{£] user14 (M)<user14@ca.gov.vn>
-f=] user15 (M)<user15@ca.gov.vn>

user10 (M)<userl0@ca.gov.vn>
~f Dao Van Cuong (M)<daovancuong@vpchinhphu.vn:
-f=] Dang Duy Man (M)<man@ca.gov.vn>

Nguyen Quang Vinh (M)<nguyenquangvinh@vpchinhpht
-f=] Nghiem Bac Hung Hai (M)<nghiembachunghai@vpchinhp
-] user04 (M)<user04@ca.gov.vn:
~f=] Nguyen Ngoc Quynh (M)<nguyenngocquynh@vpchinhpk
~f=] user18 (M)<user18@ca.gov.vn>

user09 (M)<user09@ca.gov.vn>
~f=] Nguyen Huu Hung (M)<nhhung@ca.gov.vn>
~f=] Le Quang Huy (M)<lequanghuy@ca.gov.vn>

Ngo Sy Tho (M)<ngosytho@vpchinhphu.vn:

1 »

[=-3% Nhém 1

11

Trong c6t thir 2, ngudi st dung c6 thé tao nhom clia minh dé dé dang quan ly
chirng thw phuc vu cho qua trinh ma hdéa dwgc de dang hon, dé tao mot nhém bam nut
dau cdng mau xanh bén phai:

Quan ly ching thir s6 thea nhom e VGCA

Danh sach chitng thu' sé trong Windows
4+ ¥ & | Tim kiém:

Danh sach nhém chirng thu s6

# | Tim kiém:

Tén nhom

Nham 3|

Nhap tén nhém va bam Enter dé két thic thém nhém, dé thém chirng thw sé vao
nhém, chon nhém can thém chirng thw sb & cot thir 2, sau d6 chon cac chirng thw sb
can thém & cot thir nhét, co thé thém nhiéu chiing thw sb, chon dau mii tén & gitra 2
cot d& thém chirng thw sb vao nhém, hodc cé thé sir dung chudt dé kéo tha cac chirng
thw sb tlr cot 1 sang cot 2.
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r@ A R | Quan ly ching thu sd-theo—ngm - VGEA - = |
o %
Danh sach chifng thr s6 trong Windows Danh sach nhém chirng thu s6
4+ ¥ & | Tim kiém: G & 4 & ¥ | Tim kiém: & &
=3 Chifng thu' s8 sé hifu -

~f=] Nguoi su dung 09 (M)<nsd09@mof.gov.vn>
15 Nguoi su dung 10 (M)<nsd10@mof.gov.vn>
2i3user02 (M)<user02@ca.gov.vn> user26(M)<user26@ca.gov.vn:>
=3 Nguoi su dung 01 <nsd01@mof.gov.vn> MNhom 2
15 Nguoi su dung 10<nsd10@mof.gov.vn> [;' ig Nhom 3
~f=] ADSS Default Admin<:

Lua chon chifng thu sd.

-f=] Le Quang Tung (M)<tunglq@ca.gov.vn:> —
£}-3 Danh ba chiing thu s&
-f] Tran Tat Thanh (M)<trantatthanh@vpchinhphu.vn>

=] user12 (M)<user12@ca.gov.vn>
{4 user01 (M)<user01@ca.gov.vn>
~f=] user20 (M)<user20@ca.gov.vn >

=] user02 (M)<user02@ca.gov.vn>
~f=] user07 (M)<user07 @ca.gov.vn:>
~f] vu Minh Khanh (M)<vuminhkhanh@vpchinhphu.wn:
~{£] user14 (M)<user14@ca.gov.vn:
-f=] user15 (M)<user15@ca.gov.vn>

=] user10 (M)<userl0@ca.gov.vn>
~f Dao Van Cuong (M)<daovancuong@vpchinhphu.vn: —
-f=] Dang Duy Man (M)<man@ca.gov.vn>

=] Nguyen Quang Vinh (M)<nguyenquangvinh@vpchinhpht
-f=] Nghiem Bac Hung Hai (M)<nghiembachunghai@vpchinhp
~f] user04 (M)<user04@ca.gov.vn:
~f£] Nguyen Ngoc Quynh (M)<nguyenngocquynh@vpchinhpk
-f=] user18 (M)<user18@ca.gov.vn>

=] usero9 (M)<user09@ca.gov.vn>
~f=] Nguyen Huu Hung (M)<nhhung@ca.gov.vn>
~f=] Le Quang Huy (M)<lequanghuy@ca.gov.vn>

=] Ngo Sy Tho (M)<ngosytho@vpchinhphu.vn>> hd
4| 1n | 3

A = =

Le Quang Tung (M)<tunglq@ca.gov.vn>
userl2 (M)<userl2@ca.gov.vn>

11

DPé stra nhom: chon nhém can stra sau d6 chon chirc ndng stra nhém (hinh cay
but trén goc phai), sau dé nhap tén méi cia nhém va bam Enter dé két thic qua trinh
stra.

‘ @, Quan 1y chung thif s6 thed NhomEVGCA
54 o
Danh sach chitng thu' sé trong Windows Da ach nhom chifng thu' s6
4+ ¥ & | Tim kiém: &, » Tim kiém: &, »

DPé x6a nhém: chon nhém can xdéa va bam biéu twong “x” & bén goéc phai dé xéa
nhoém.

| ’x Quan ly chitng thu' sG theo nham = VGCA
A —
Danh sach chifng thur sé trong Windows Danh gagh.phom chirng thu sé
4+ ¥ & | Tim kiém: e, » 4+ Tim kigm: Q &

D& Iwu qua trinh tao nhom ching thw s6, bam vao biéu twong hinh dia mém bén
goc phai de lwu.

’, Quan Iy chitng thu sG theo nhom = VGCA

Danh sach chiing thu sé trong Windows Danh sach nhém chirng thu s6
+ ¥ & | Tim kiém: &, & 4+ & ¥ | Tim kiem: &, &

Dé tim kiém chirng thw s6 trong cot 2, tvong tw chirc nang tim kiém trong cot 1,
chire nang tim kiém chirng thw so trong cét 2 nam phia dwéi cét 2, nhap chudi ky tw tim
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kiém dé tim kiém cac chirng thw sb, cac chirng thw sb cé chiva chudi tim kiém sé dwoc
danh dau mau vang.

2.4.3 Quan ly danh sach chirng thw sé
Danh sach chirng thw so liét ké cac chirng thu s6 clia cac thué bao can giao
dich. Danh sach nay dwoc Iwu trong registry cia hé thong ctia Windows.

Bwéc 1: Xem danh sach chirng thw s6. .
T giao dién chinh ctia chwong trinh nhap vao “Danh sach” dé hién thi danh sach

chirng thw sb.

Y <8988 -

i m

Xac thu'c va bao mat tai liéu

%ac thue 2 ||| Tén théng thudhg Bia chi Email Cd guan
4 [EMguyen Anh Tu (M) tuna@ca.goy.vn Ban Co yeu Chinh phu
- J' K 58 [Elmay chu Temn thai gian Ban Co veu Chinh phu
) E TimeStamp Server Ban Co yeu
F 4 Wae thue chif kg [Erguyen Anh Tu tuna@ca.goy.yn Ban Co yeu Chinh phu
Edo mak F

()
ity Ky sti/baa mat
& XA thure chif kyfgidi ma

Chirng thur sé

»

 Tintheo: | Tatca B | 34 Timkigm & Thém 2 %6a ba

Trung tam chimg thoe dign Elr chuyen ding Chi

Danh sach chimg thu s,

O giao dién nay nguoi st dung co6 thé “Tim kiém” chirng thw sé trong danh sach
chirng thw sb.

Bwéc 2: Thém chirng thu s6 RootCA va SubCA

Chirng thw s clia RootCA va clia SubCA phai dwoc cai dat dé tao ra dwong dan
chirng thye dung cla chirng thu sé.
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Certificate ﬁ
Certification Path

Certification path
5] Co quan chung thuc so chuyen dung Chinh phu (RootCA)

View Certificate

Certificate status:
This certificate is OK.

Learn more about certification paths

Viéc cai dat chirng thw sb ciia RootCA va SubCA chi thwc hién 1 14n duy nhéat
trén mot may tinh (khi d& bé phdn mém, chiing thw sb ciia RootCA va SubCA ciing
khong bi d& bd)

Dé cai dat chirng thw sb clia RootCA, SubCA:

- Cho dia CD dwoc cap phat vao 6 dia CD-ROM
- Chon nut “Thém” trén giao dién chwong trinh vSign

33/94



Tai liéu hudng dan s dung bd cong cu ky s GCA-01

<BDPE

Xac thy'c va bao mat tai liéu dién tu'

wée thire 2 || ch s hiu Bia chi thir dign tr o quan

_‘;f Ky si

'i wac thure chil ky

Bido mat =
A
& ) K sabaomat

i"[: wac thre chif kyfgidi m3

Chirng thar o =

J| Danh séch

X woabd

“Timtheo: Tatca - |

kigm & | Thén

Danh sach chimg thur 5@,
- Chon thw muc lwu chirng thw sb trén dia CD
' 7 Open p =)

(__. sl < » Compu.. » DVD RW Drive (F:) Van phong Chinh »

Organize ~
“  Name Date modified Type 1
| Libraries ] ]
4 Files Currently on the Disc (4)
ad) Homegroup | |- Chung thu so 4/26/2011 255 PM  File folder
I | driver etoken 4/26/2011 2:52 PM File folder
A Computer | Huong dan su dung 5/16/2011 3:19 PM File folder
& Local Disk (C) . vSign2.0 Setup 5/16/2011 3:19 PM File folder
i Elements (D:)
g DVD RW Drive (| =
+ Microsoft Office
‘ig MNetwork
=l 4 111 | »
File name: ¥ | (*pf*pem*.cer*.crt*.der) 'l
[ Open ] l Cancel l

! J

- Chon thw muc “Chung thu so”
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P2 5

K| | <« DVD RW Drive (F) Van phong ... » Chung thuso » - S |

Organize * = - 0O @
Name Date modified Type i
] Libraries ] ]
4 Files Currently on the Disc (4)
,..3 Homegroup | Chung thu so ky 4/26/2011 2:53 PM File folder
| Chung thu so ma 4/26/2011 2:53 PM File folder
& Computer | RootCA 4/26/2011 255 PM  File folder
& Local Disk (C3) | Sub_CP 4/26/2011 255 PM  File folder
= Elements (D:)
& DVD RW Drive (| =
= Microsoft Office
@ Metwork
N i | b
File name: * |(*pfx*pem,*.cer*.crt*der) V]
I Open I l Cancel l

L )

- Chon thw muc RootCA
r)? Open 2 R B — E1

’(': P ) |« Chungthuso » RootCA - Search RootCA

Organize ~ =~ O @
“ Name Date modified Type i
| Libraries
4 Files Currently on the Disc (1)
,.,3 Homegroup i # RootCA.cer 8/27/2009 1:31 PM Security Certifi
‘A Computer

& Local Disk (C)
= Elements (D:)
& DVD RW Drive (| =
= Microsoft Office

@ Metwaork

= | 1 | 3

File name: * | (*pfx*.pem*.cer*.crt*der) V]

I QOpen H Cancel ]

- Chon chirng thw s RootCA.cer dé cai dat
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- D& cai dat chirng thw sb clia SubCA lam twong tw nhw cai dat chirng thw
sb clia RootCA

Bwéc 3: Thém chirng thw s6
Muc dich ctia thém ching thw sb la dé bao mat tai liéu glri cho nhirng ngudi s&
hiru chirng thw s() duwoc thém vao danh sach, chi can nhap céac chu’ng thw s& ma (co ky
hieu “M”). Khi mudn gl tai liéu cé bdo mat cho mot ai do nguo’l st dung phal c6 duoc
chirng thu s clia ngudi d6. Dé c6 duwoc chirng thw so cta dbi tac can g, nguoi sw
dung cé thé 1&n kho chirng thw sb cdng cong dé Iay vé hoac lay trong dia CD dwoc cap
phat kém theo. D& thém chirng thw sb lam nhu sau;
- Cho dia CD duoc cap phat vao 6 dia CD-ROM.
- Chon nut “Thém” trén giao dién chwong trinh vSign.

@ <BOPE -

Xac thu'c va bao mat tai

liéu dién tur

wac thuc

»

Chi sér bl

Bia chi thur dién

j Koy 50

M) acthue chitky

Bao mat
i
)] ki ssibso mat
‘{f wac thuc chi kyigiai ma

Chirng thir s8

»

by

f Danh sach

‘ Timtheo: T&kcd

- 43 Tmkign & Thé b b

Danh sach chang thu 54,

- Chon thw muc “chung thu so”.
- Chon thw muc “chung thu so ma” trén dia CD.

N

\7»' L \' .
\ e v
| 2 -

Chung thu so ky] Chung thu so RootCA Sub_BTC

- Chon cac chirng thw sb can cai dat, cé thé chon cai nhiéu chirng thw sb
cung mét luc. ]
- Lwu y chi can cai dat chirng thw sO ma co ky tw (M).
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&

ty Documents

-

Look in: | |9 Chung thu s0 ma V| 0 ? i '
.. 5 =3 =3 e
My Recent userdl M userd3_ M user04_ M user0S_ M
Docurnents
,—r-[':
Deszktop

by Computer
Q File name: |"u$er|:|2_h-1_.|:er” "uzerdl__M_.cer" W |
Py M etk Files of twpe: [*.pfs." perm.”.cer,” ot w |

Open
Cancel

Céc chirng thw sb da dwoc thém vao danh sach.
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L K NN |

Xac thu'c va bao mat tai liéu dién tr

wac thrc

j Ky sd

fi wac bhurc chif ki

Bao mat

iP5
& ) Ky sbaomat
& maC thurc chil ka/gidi ma

Chirng thu s

Chi =& hifu Bia chi thu dign tor
=remers i TS BT

Eusernz (M) Lizer02@ca. gov.wn Ban Co yeu Chink phu

b

b

Danh sach

‘ Timtheo ! T&tca - |

|34 Tim kigm 5 Thém X ¥a bé

..... Trung Eam chamg thuc dign bl choven dong Chink phi - BCYCPR 2

- Click dup vao tén théng thuworng dé xem théng tin chi tiét chirng thw sb.
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Thong tin chifng thu' s&

e Cung cdp b@i: Co quan chung thuc so Chinh phu
' Ténthéng thuding:  Nguyen Anh Tu (M)
Tir ngay 4/14/2010 dén 4132015

Cac trurding ;

Field Value A

Version 4

Serial number 2d ed dd

Signature algorithm SHA1 with RSA

Issuer Co guan chung thuc sa Chinh phu,Bz
Valid from 414/2010 9:12:40 AM -
Valid to 413/2015 9:12:40 AM

Subject Mguyen Anh Tu (M),Ban Co yeu Chin
Size 1434

Signature c75ed 119643495 10b7a7 9
Self-signed False

Fublic ke RSA (2043)

Private Key Available, Mot Exportable b
¢ | B
Tinh trang chifng thu 56 : Hop &

RSAModulus =92 f3 1290 303b 93333546 39d43echeb 44 74 13cc5e A
87 3e4ce731csaf To 27ccdaf399f 29 78 db e bf f45d 6c 43 756b 6f
d943f795a6 253 794d 78 d1fo6c 58 34 9ff153e8 1c97 7b 51 19 77 73
Ab6dl2a97ecflBbed 91 17af 12 19d96f6a357de2 5322 1243 181 —
269abed4e 43 3384847793995 4d99 %45 1668af4ac4ledsh

al 40 f5c3f468e380b2b28f 6 17 14ca 8 Acdf6c 37 12 f1 9a 62 f7 13

Khi xem mét chirng thw sb, chwong trinh sé& tw ddng kiém tra tinh trang chirng
thw sb.

2.4.4 Cac chirc nang chinh cua xac thwc va bao mat tép

Ky sb tép dir liéu
C6 2 cach dé ky sb tép di¥ liéu bao gém: st dung chirc nang “Ky sb " trong giao
dién chinh clia chwong trinh, hoéc tir thie don nglr canh cia Windows nhap chudt phai
vao tép chuan bj ky s6 sau dé chon “Xac thywc — Bao mat” -> “Ky so”.

Bwéc 1: chon cach ky s tép dir liéu.
Cach 1 : ky so0 trong giao dién chinh cua chwong trinh.
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Xac thu'c va bao mat tai liéu dién tu ‘)JGCA

Ndclth ye]&]BaoImit

Xac thu'c

{f Ky s

u ¥dc thuc chil ky
Bao mat

@J Ky sdf/bao mat

Pt

) ¥ac thue chif ky/gia...

»

Gidi thiéu

Cac chirc nang chinh cta chuang trinh
1.Ky s&

Chirc nang nay dung d& ky tai iéu dién tir sir dung chimg thu sd.
2 Xac thuc chir ky

Chtfc ndng nay diing d& kifm tra tihh toan ven cla dif iéu da ky.
3.Ky s6/bao mat

Chirc nang nay thuc hién ky s& va ma hdéa dir liéu dugc ky.
4.Xac thuc chif ky/giai ma

»

& Chirc nang nay thuc hién vigc giai ma dir iéu va xac thuc tai iéu.
5.Danh sach
Chifng thi s& = Chtfc ning nay sir dung d& quan Iy danh sdch chig thir s8.

] Danh sach

..... Trung tam chifng thu'c dién tir chuyén dang Chinh phi - BCYCP .:

Cach 2 : Ky tir thire don chuét phai.

d = | acal Disk (C:) Open
H Print
File Edit ‘View Favorites Tools  Help Edit
% Scan For viruses by Bkavz00e6
Back ~* | () Search
@ 7 | l.@ Fa l Open With 4
ddress ‘w o [E@5can selected files with Antivir
Badd to archive...
Badd to "Cong wanz.rar"
System Tasks B Compress and email...
@ Hidk the contents of this B Compress ko "Cng vanz.rar" and email
drive »
\;_‘) Add or remave programs Wi 58 Wac b chif by
,) Seatch for files or Folders Ky s8fmd hda
Send T P e
ene 1o Gidi m&fxac thue chir ky
ut
Copy

Create Shorkout

Other Places

Delete
:’i My Computer Rename

My Documents Propetties
| Shared Documents

‘d Iy Metwork Places

Details =| Mew Text Document:

slde_BTC 2
£ SoftonicToolbar

Giao dién ky hién thi nhw sau :
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Chon tép \_‘ Tép ky
7 Lua chon danh séch t8p cin ky 8
Chon chirng thu Thém t&p | | Loai b
Thur muc b Tén tép Thir muc
Cang wanz, kxt [}
Tign trinh kit Cdng wan3.kxt i
Cdng wanl.bxt [}

o T lai -y Tiép theo =

Bwé&c 2: Thém tép, xéa tép vao danh sach.

Bang cach nhap vao nut “Thém tép” hoac loai bd tép ra khéi danh sach bang
cach nhap vao nut “Loai bd”.

Nhap “Tiép theo” dé tién trinh ky s6 dworc tiép tuc.

Bwéc 3: Chon chirng thw s6 sir dung dé ky sé6 div liéu.

Chon tép j Ching thu s6 ky
" Lira chon chitng thur s8 thue bign ke s8
Chon chimng thu

Thur muc lou

Tién trinh ki
Chon

Mouyven Anh Tu<tuna@ca, gov.vn=

L- < Trir lai 4 lyTié'p theo :=1J
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7 f Thu muc luu
‘f Lura chon diémg d3n bhu mue quyEt dink luu tp ky
4
Burtng dan:
q‘é |C:'|, | | |
=)
\J:
=
E
%
| =malei | [TEpthen = Hry b

Nhép “Tiép theo” dé tién trinh ky s6 dwoc tiép tuc.

Bwéc 4: Chon dwéng dan Iwu tép ky s6.

Browse For Folder @

Chon thur muc [

@' Desktop

l,:i My Documents

-j Iy Computer

& My Nebwork Places
2| Recyds Bin

[make Mew Folder ] | K, |[ Cancel ]

Chwong trinh s& dwa vao tén cac tép dau vao dé tw dong lwa chon tén tép lwu
gia tri chir ky.
Bwéc 5: Nhap mat khau dang nhap thiét bi USB Token:
- eToken:
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i= Log On: eToken

r&_lu_ Log On to eToken ETO‘EE n‘
Enter eToken password
f——
eToken Mamne: |eT|:|an |
Passwaord: | |
——
(04 | Cancel |
- ST3:

ﬁ Tham fra PIM code:

PIN code: | |

SUr dung ban phim o

| Bangrhip | | Hiybé

Nhap mat khau truy cap USB Token.

Tién trinh ky s6

Chon té ",
AL == Thue hign k¢ dit igu

Chon ching thar

Thu muc Iuu

Tién trinh ky

Bang ky dif ligu. ...

< Trlai |‘ | Tiéptheo =
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Thue hién tac vu ky sb. Chd trong gidy lat va xem bang téng két qua trinh ky sb
t&p di liu. ,
Bwéc 6: Kiém tra qua trinh ky sé.

@ <BOE -

ac thige Thing k&t qua trinh ki 55

iaissiiusiinsintisieleningis——"

34_ Ky s8
) Danh sach tép ky &
J_J ac thige chiFk§ ) C\Cfing vin2, bt | Danh séch tép dugc ky |
L C\CBng wan3, txt
v
Bosuch 2 l Tép dau ra
i TEp L tai @
-_‘J Ky sdjbao mat L1 C\CaNg vand,sig
—=
CF):J %ac thue chif kifgidl m[ Danh séc t8p duigc k bai ; Ngudi ky

Ching thur s F3

<) Danhsach
/

Chu y: Chwong trinh cé thé ky nhiéu tép cting mét luc, cdc tép dwoc goép lai
va ky, lay tén la tép dau tién trong danh sdch cédc tép dwoc ky. Nhw vi du trén, tép
dau ra la “Céng van 2” Ia tép dwoc ky gbép cua 3 tép “Céng van 1.txt”, “Céng van
2.txt”, “Cdéng van 3.txt”.

Cdng wanz

Tvpe: 5IG File
Date Modified: 7/5/2010 10:28 AM
Size: §.60 KB

Tép ky dau ra c6 duébi la “.sig” va cé biéu twong ch “V” mau dé.

Xac thwc chir ky
C6 3 cach dé xac thuc chr ky nhw sau: Tw giao dién chinh cua chwong trinh
chon chirc nang “Xac thwc chir ky” va lwa chon tép can xac thuc, tir thwe don chudt
phéi ctia windows chon “Xac thyc — Bao mat” -> “Xac thwc chir ky”, kich dup vao tép
can xac thuyc(tép cé phan mé réng la sig).

Bwéc 1: chon cach xac thwe chir ky.
Cach 1: ttr giao dién chinh ctia chwong trinh.
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Xac thu'c

j Ky s6

z ¥dc thuc chil ky

»

»

Bao mat

[
S0 Ky sa/bao mat
bf Xac thifc chif kyj/gia... |f

Chitng thy s& 2

] Danh sach

Xac thuc va bao mat tai liéu dién tu

Gidi thiéu

Cac chirc nang chinh cta chuang trinh
1.Ky s&

Chirc nang nay dung d& ky tai iéu dién tir sir dung chimg thu sd.

2 Xac thuc chir ky

Chtfc ndng nay diing d& kifm tra tihh toan ven cla dif iéu da ky.

3.Ky s6/bao mat
Chirc nang nay thuc hién ky s& va ma hdéa dir liéu dugc ky.

4.Xac thuc chif ky/giai ma
Chirc nang nay thuc hién vigc giai ma dir iéu va xac thuc tai iéu.

5.Danh sach

Chtfc ning nay sir dung d& quan Iy danh sdch chig thir s8.

Trung tam chifng thu'c dién tir chuyén dang Chinh phi - BCYCP .:

Chon tép can xac thwc chiv ky.

Cach 2 : st dung thyc

don chudt phai.

Chon tép can xac thuc chir ky va nhap chudt phai Ién tép dé dé& chon chirc nang

xac thyc chir ky.

i == | ocal Disk (C:)

© Fle Edt Wew Favortes Tools Help

@Back - J

l.@ pSearch u Falders v

: address |w i

System Tasks

Hide the contents of this

drive
;'j Add or remove pro

’l) search for files or folders

File and Folder Tasks

Other Places

ﬂ My Cornputer

B My Documents
|3y Shared Documents
iﬂ My Mebwark Places

Details

HYKTHMM
\Cinhac hay Open
TS onGame Scan For wiruses by Bkav2006
\ZJProgram Fi Open With...

CIQUARANTI [&@ 5can selected files with Antivir
[)5Wsetup B Addto archive. .

oy TEST Tsa| BAdd to "Cng vin2 rar”

[)thongtu_v B Compress and email...

WINDOWS B Compress to "Clng van2.rar” and email

Zing wani
Z6ng van2
éng van3 cut

Copy

=) Mew Text[  Create Shortout
[Aslide_BTC;  Delete
BysoftonicTo|  Rename

Properties

Gidi mifxac thue chif ky
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Céch 3: kich dup vao tép can can xac thuc chir ky.

Cdng wanz

Tvpe: 5IG File
Date Modified: 7/5/2010 10:28 AM
Size: §.60 KB

Bwéc 2: Xac thuwe chir ky.
Sau khi thyee hién mét trong 3 cach chwong trinh sé tyw déng xac thye chir ky giao
dién hién Ién nhw sau:

¥ac thue chir ky

XAac thuc chi ky
v'f V e thure chif ki thanh céng.
Chon tEp
Tién trinh kigm tra Tinh krang
Jkié'm tra tinh tadn ven, Tt
w Kig tra higu hrc chitng thir sB naut ky, Tét
= lg,-”l(i%’m tra dirémg d8n chifng thue chitng thur 8 nguis ki, Tt
qE tﬂ"Kié’m tra danh s&ch hiy bd ching thu s8 nguii ke, Tak
[} - - - - =
e tﬂ"Kiém tra hiéu hrc charng thu 58 T34, Tak
U* gki%‘m tra duriing dan chirng thue ching thir 58 TSA, Tak
= o N - . - -~ -
u; R;fl(lem tra danh sach hiy bd chifng thur sG T3A, Tat
\;
X
| Kt thic | | Hiry b

Nhép “Két thuc” dé xem téng két qua trinh xac thuec.

@ EYY T BE

Xac thu'c va bao mat tai liéu d

%A4C thire % ||| Thg k&t qua trinh xac thuc )
4 Thisc hign xac thuc thanh céng !
# s
) Tép chit ky :
W) e thue chirky 1 CACAng vin2.sig
Danh sach tép g8 ky 50 ¢
Bao mat = [ cong wanl.tet
o 1 CAng wAn2.txt
&l Ky séfbaa mat _] C8ng wan3.txt
) e thue chivkiig ms Tép due ki bdl
= Erguyen Anh TuLtuna@ca. gov.vns
Ching th 56 = Ky tai thet didm :
7/5{2010 10:27:51 AM{GMT+7) L
Darh sach Méy chil cung cip ;
EIMay chu Tem thai gian
i muan rin nhat: Ban Cn wen Chink nbi v
= Luu cac kEp wao thu muc.,..

Trung tam ching thuc dien b choyen dong C
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Bwéc 3: Kiém tra thong tin vé chiv ky trén giao dién téng két.
@ <HDIE

Xac thu'c va bao mat tai lieéu dién tu'

®ac thure

Téng ket qua trinh xac thuc . A
P N A Két qua
4 by hign sac thidc thanh cang 1
# s

|

Tép chif ki :
+ PR

M) e the chirky
Darh sich t8p g3 ky 56 | Danh sach tép dugc xac thuc
Bao mat | Cong wanl.txt
P |1 CBng win2. bt
o Ky s&fbdo mat i i
i . o Tép durgc ki bai ; Si kv
ff #ac thu chil kyjgidi ma ,_:_______._...__.......;_...........- Ngudi ky
Chifng thr & Ki tai thei digm : D&u thai gian
ZUSI2000 102751 G 7) .
J Danh sach May chi cung cap

EMay chu Tem thai gian
i nuan ~in nhat: Ran Cn wen Chinh abig

= L cac bEp wao thur muc, ..

Bwdc 4: Xem va lwu tép da xac thwe.
- Deé xem cac tép cé thé nhap dup chubt vao tép can xem.

@ <BOIN

Xac thu'c va bao mat tai liéu dién tu'

wac thre 2 ||| Téhg ket gua trinh xac thutc A
P Thut hign xac thut thanh céng !
_# vy
Tép chif ki :
M) s the chirky 13 Ci\Cing vin2.sig
= = i
Bao mat [ | Cong vanl. bt
[ |1 Cong van2. b
& ] Ky stifbdo mdt ) Cong win3.txt
t.f éc thuc chif kif/gidi m3 Tép duidc ky bdl
~ EMguyen &nh Tustuna@ca.goy.vns
il o = Ky tal ther ciém :
7/5/2010 10:27:51 AM{GMT47) L]
Danh sach My chil cung cip
EMay chu Tem thai gian
i muan An nhat: Ran Cn wen Chinh nbin )
= L cac kEp wao thuor muc, ..

Trung t&m ching thuc dign b chyen dong

Hoac Iwu tép lai dé& xem, nhap “Luwu cac tép vao thw myc...” dé thuc hién viéc lay
danh sach cac tép ky so ra khai tép chi ky.
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Browse For. Folder @

Chion Ehur muc oo cac tEp |8y ra bl EEp ky sd

[} My Documents

j My Computer

% My Metwork Places
2| Recycls Bin

[ Make Mew Faolder ] [ K ] [ Cancel

Ky s6/bao mat
Co6 2 cach dé thyc hién tac vu Ky s6/bdo mat nhw sau: tir giao dién chinh cla
chwong trinh chon chirc nang “Ky s6/bao mat” , tr thwe don chudt phai chon “Xac thwc
— Bao mat” -> “Ky so6/bao mat”.

Bwéc 1: Chon cach Ky s6 va bao mat.
Cach 1: tr giao dién chinh ctia chwong trinh.
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Xac thuc va bao mat tai liéu dién tu

Xéc thic % || Gidi thiu
Py Cac chirc nang chinh cta chudng trinh
ot 1KY 6
; Xéc thifc chi? ky Chirc nang nay dung dé ky tai iéu dién tr sir dung chimng thu s4.

2. Xac thuc chir ky
Chirc nng nay ding dé& kiém tra tinh toan ven cla dif iéu d3 ky.

Bao mat 2 |
3.Ky sd/bao mat
ET S0/Da0 Mma Chirc ndng nay thuc hién ky sd va ma hda dir liéu dugc ky.
- 4.Xac thuc chif ky/giai ma
hs | Xac thuc chif ky/gia... Chirc nang nay thuc hién viéc giai ma dir iéu va xdc thuc tai iéu.
5.Danh sach
Chifng thir s& = | Chirc ndng nay s dung d& quan Iy danh sach chimg thu s6.

/] Danh sach

Trung tam chifng thu'c dién tir chuyén ding Chinh phid - BCYCP _:

s — = — — —- — —

Sau d6 chon cac tép can ky s6 va bao mat.

Céch 2: tir thwe don chudt phai, nhap chudt phai vao tép can ky sé va bao mat.

== |ocal Disk (C:)

: File Edit v¥iew Favorites Tools  Help ",'

: —

: - =Y ) -

e Back. w/ l.@ -~ Search I Folders

| Address ‘w i Open v| o
Print
Edit -

System Tasks Scan For viruses by Bkav2006

Open With 3

[F) Hide the contents of this
drive

b Add or remove programs
,‘) Search for files or folders

[E5can selected files with Antivie
DRI Beadd to archive. ..
DInetp Badd to "Cang vinz rar”
nhac B Compress and email. .

DienGal B Compress to "CAng vanz.rar" and email
iProgr

File and Folder Tasks ¥

Ky 50

Other Places
Send To

:i My Computer
@ My Documents
|) Shared Documents
‘:J My Metwark Places

TEST, Cut
Copy

Create Shortout
Delete
Rename

Details Properties
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a0 mat

Chon b&p @Tép ky =6 / bao mét

Lira chon danh séch t&p c&n by wd bao mat
Chirng thur ki

Thémtép | Loaibd

Chirng thur m3 Téntép Thur e
Cang wan3.kxt (s3]
Thur muc Iy C'?""; v§n1 ot i
Cang wana.kbxt 3]

Tién trinh

o« Trdlal | [pTiéptheo =

C6 thé thém tép va loai bd tép trong danh sach tép ky s6/bao mat str dung nut
“Thém tép” hoac “loai bd”. o ]
Nhap nut “Tiép theo” dé tiép tuc qua trinh ky sd/bao mat.
Bwéc 2: chon chibng thw sé dé ky
a0 mnat
o '?‘; l Ching thu s6 ky
Lura chon chirng thir sa thure higén ky s6
Chirng thu' ky
Chimg thur md

Thur muc by
Chon

Tién krinh kyfm3 4
Mguyen Anh Tu<kuna@ca.gov.vn=

L, < Trilai J L,Tié'p theo :>J

Chon chirng thw sé str dung dé ky sb. Nhap nut “Tiép theo” d& qua trinh tiép tuc.

Bwéc 3: Chon cac chirng thw s6 ma
~ N e e ’ X > N e ~ R ~ yn ~ A
Day la budc chon cac chirng thw s6 cua ngudi nhan dé ma tép dir liéu.
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Chon tép . Chudng thu s6 ma
Lua chon danh sach chirng thu s6 ma hoa
Chirng thur ky ;
2 Chig thy 5 hién o6 @'@
Chifng thu ma Le Quang Tung (M)<tunglg@ca.gov.vi= ~
userl6 (M)<userl6@ca.gov.vn= E

T e [ userl9 (M)<userl9@ca.gov.vn=
' userl2 (M)<userl2@ca.gov.vn>
user0l (M)<user0l@ca.gov.vn=
user20 (M)<user20@ca.gov.vn=

{73 Le Quang Tung (M)<tunglg@ca.gov.vn>

Tién trinh ky/ma

b <Trolai o | Tiép theo >

Néu danh sach ching thw s qua dai, cé thé sir dung chirc ndng tim kiém dé tim
cac chirng thw s6 can st dung, dé& sir dung chirc nang tim kiém nguwdi st dung gb tén
can tim kiém dé tim kiém ching thw s& mong muén, cac chirng thw s6 phu hop véi tén
tim kiém sé dwoc danh d4du mau vang:
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ao mat
Chon tép . Chudng thu s6 ma
Lua chon danh sach chirng thu s6 ma hoa
Chiing thu ky -
¥ Chig th s hién ¢ userl
Ching thu ma userld (M)<userl9@ca.gov.vn> -
user02 (M)<user02@ca.gov.vn=
T e [ userl4 (M)<userl4@ca.gov.vn=

userls (M)<userl5@ca.gov.vn=
userl0 (M)<userl0@ca.gov.vn=
user04 (M)<user04@ca.gov.vn= =

Fl‘@nth&o nh-::-mq

{73 Le Quang Tung (M)<tunglg@ca.gov.vn>
{73 userl6 (M)<userlé@ca.gov.vn=
{73 userl9 (M)<userl9@ca.gov.vn=
{73 userl2 (M)<userl2@ca.gov.vn=
{73 usernl (M)<useril@ca.gov.vn=
{73 userz0 (M)<userz0@ca.gov.vn=

Tién trinh ky/ma

b < Tré i | |Tiép theo > .:

Chon chirng thw s6 thich hop dé dwa xudng danh sach bén dudi. ,
3 Co thé chon chirng thw s6 theo nhém de co the quan ly chirng thw s6 mét cach
dé dang hon. Bé chon chirng thw s6 theo nhém, chon nuat “chon theo nhém?”:

 Tim kigém G &

Chon nhom

=& Nhém 1

Lo Le Quang Tung (M)<tunglg@ca.gov.vn>
%% Nhdm 2

=R Nhom 3

=] userdd (M<userl8@ca.gov.vns
-5 user17 (M)<user 7@ca.gov.vn>
user1d (Mj<user19@&@ca gov.vn>

|  Chon | | Thodt
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Chon nhém chirng thw s6 can chon, bam chon dé két thiic qua trinh chon nhom,
toan bd chirng thw sb trong nhém sé dwoc lwa chon dé ma tép dir liéu:

Chon tép @ Chudng thu s6 ma
Lua chon danh sach chirng thu s6 ma hoa
Chirng thur ky
¥ Chig th s hién ¢
Chifng thu ma Le Quang Tung (M}<tunglg@ca.gov.vn= s
userl9 (M)<userl9@ca.gov.vn= E
T e [ user0l (M)<user0l@ca.gov.vn=

user02 (M)<user02@ca.gov.vn=
user07 (M)<user07@ca.gov.vn=

Tién trinh ky/ma

userl4 (M)<userl4@ca.gov.vn= =
N M ¥ (Chontheo nhém
{73 Le Quang Tung (M)<tunglg@ca.gov.vn> -

{73 userl6 (M)<userlé@ca.gov.vn=
€3 userns (M)<userl8@ca.gov.vn=
€3 userl7 (M)<userl7@ca.gov.vn=
{73 userl9 (M)<userl9@ca.gov.vn=
{73 userl2 (M)<userl2@ca.gov.vn=
A

i FRAY oy 14 B e g e

b < Tré i | |Tiép theo > .:

Nhirng chirng thw sb co biéu twong dau “x” do 1a cac chirng thw s6 bi hly bo
hoac 16i can loai b, kich qup chudt vao chirng thw s6 nay dé,loai b(}.
) Chon ching thw s6 s dung dé ma héa dir liéu. Nhap “Tiép theo” dé& qua trinh
tiep tuc.

A0 At
Chon tép - Thu muc ldu
Lira chon dudng din tho muc oo tép ki m3
Ching ther ky
Chirng thir ma

Thu Iy 5
e Buriing dan:

Tign trinh kgma |C='% | E

l, < Trirlai Jli
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Bwéc 4: Lwu tép .

Chon dwdng dan dé lwu tép ky sé/bdo mat . Nhap “Tiép theo” dé& qua trinh tiép
tuc.

A0 At

e
Chon tép " | Thu muc Iuu
Lira chon dudng din tho muc oo tép ki m3

Chirng thu' ky
Chirng thir ma

Thu Iy 5
e Buriing dan:

TiEn t¥inb bytfmd |C d |

I, < Triylai |J ki

Bwéc 5: Nhap mat khau truy cap USB eToken.
- eToken:

i= Log On: eToken

Log On to eToken ETO‘:EE n'
Enter eToken password
|
eToken Mame: |eT|:|ken |
Password: | |
. |
(]:4 Cancel
- ST3:
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ﬁ Tham fra PIM code:

PIN code: | |

SUr dung ban phim o

|ﬂéngnhép | [ Huy ba

Tién trinh thuc hién ky sb/bao mat.

580, At

Chon tép @

Chiing thir' ky

Tién trinh ky s6/bao mat
Thire hién qua trinh ky ma dir liéu

Chirng thu' ma
Thu mwuc Iuu

Bang ky 50 dif liEu.....

rien teinh k/ma ([T

Iv = Trir lai 1] |i:éfi:'§

Bwoc 6: Kiém tra qua trinh thwe hign. ’ ’
Khi qua trinh két thac sé hién thj thong tin tong két qua trinh ky s6/bao mat.
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@ <HDIE -

Xac thu'c va bao mat tai liéu dién t'

»

waC thure Tang ket gua trinh ki s8/ma haa

J/ B r GC =g] EV SD:'I'ﬂa DEIE ann cong ! I
~ Kysi ]

I"w-\h ’hf?“-ﬂz’ Siro s e

7 R thure chit ky ] CCBng van3.tet | Danh sach tép ky ma |
] CA\CANg wan1. txt
U1 CACANng vin2. txt
Bdo mat
'?;‘1 . . T?“-.'I\m.r‘
& ) Ky sBibdomdt 1 ChC8ng win3.enc N
Tép ma dau ra
) F wac thure chi kst fgidi m3 e g .
= EMguyen Anh Tu<tunaibca.gov.vns Ngugi ky
Chidmg thur s& e ————v—rere———— - -----
e :
p EMguyen Anh Tu (M) <tunai@ca.goy.vn: Danh sach ngudi nhan
E Danh sach ¥

Chu y: Chuong trinh c6 thé ky s6, bao mat nhiéu tép cung mét lic, cédc tép
dwoc gop lai va ky sé6, bdo mat, lay tén la tép dau tién trong danh sdch céc tép
dwoc ky. Nhw vi du trén, tép dau ra la “Céng van 3” la tép dwoc ky gbp cua 3 tép
“Céng van 1.txt”, “Céng vadn 2.txt”, “Céng van 3.txt”. Tép dau ra cé duébi la “.enc”
va c6 biéu twong ch “V” mau dé.

Xac thwe chir ky/giai ma
Co 3 cach dé thuc hién tac vu xac thyc chiy ky/gidi ma nhw sau: tir giao di‘én
chinh ctia chuwong trinh chon chirc nang “Xac thwc chiv ky/giai ma” va lwa chon tép can
xac thwc chir ky/gidi ma, tr thwe don chudt phai cﬂq windows chon “Xac thyc — Bao
mat” -> “Xac thwc chir ky/giai ma”, kich dup vao tép can xac thwc(tép cdé phan mé réng
la enc).

Bwéc 1: Chon cach xac thwc/giai ma.
Cach 1: ttr giao dién chinh ctia chwong trinh.
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Xac thuc va bao mat tai liéu dién tu

¥dc thuc

j Ky sb

z ¥ac thuc chil kj

Bao mat 2 |

.
& | Ky sarbao mat

Gidi thiéu

Cac chirc nang chinh cta chuang trinh
1.Ky s&

Chtrc ning nay diing dé ky tai iu dién tr sir dung chimg thu sé.
2. Xac thuc chir ky

Chirc nng nay ding dé& kiém tra tinh toan ven cla dif iéu d3 ky.
3.Ky sd/bao mat

Chirc nang nay thuc hién ky s& va ma hda dir éu duac ky.
4.Xac thuc chif ky/giai ma

Chirc nang nay thuc hién viéc giai ma dir iéu va xac thuc tai liéu.
5.Danh sach

Chirc ndng nay s dung d& quan Iy danh sach chimg thu s6.

Chifng thir s&

/] Danh sach

Trung tam chifng thu'c dién tir chuyén ding Chinh phid - BCYCP _:

Chon tép can xac thire, gidi ma. ‘
Cach 2: tir thire don chudt phai, nhap chudt phai Ién tép can xac thye, giai ma.
== Local Disk (C:)
File:

eBack = J Lﬁ; /':_j Search = Folders v

Address |w il

Edt Wiew Favoribes Tools  Help

v|Go

2] Mew Text Document.txt
System Tasks [[C)BORLANDC T|NTDETECT.COM
Config.Msi = ntldr

\CZ)Documents and Setkings = pagefile.sys

(=4 slide_BTC z.pdf
%SoftonicToolbar.exe

Hide the contents of this
drive

{1y Add or remove programs

,') Search for files or folders ] ades. doc
N d Fold 5 + | |J)Program Files Open
File and Folder Tasks L ) QUARANTINE Scan For viruses by Bkav200&
RECYCLER Open With. .
Other Places 3 3W3etup [&3 5can selected files with Antivie
Ci RS- System Yolume Information Badd to archive...
by P ) TEST_T54_OCSP BB add to "Cng van3.rar’
5 My Documents ) thongtu_v1.6 B Compress and email...

B Compress to "Céng van3.rar" and emall

|5 Shared Documents
\d Iy Metwark Places

.rnd

I St Ky s
[2] amesync.bat Ky 5B wac thut chif ky
~ baot.ini

K sB/ma haa

Details Ciing vand kxk Send To 3

CEng vAn2.kxt
[Z] £8ng vin3 txt
=l DISKPTO.5%S

Gidi

Cut
Copy

Céch 3 : nhap dup chudt Ién tép can xac thuc gidi ma.
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;)?Cﬁng van3.enc

Type: EMC File
Date Modified: 7/6 2010 1:51 PM
Size: 9.04 KB

Bwéc 2: xac thwe giai ma.
Sau khi chon mét trong 3 cach trén chwong trinh sé hién thj giao dién xac thuc
chir ky/giai ma nhw sau :

C thuic chir ky -

S Tép méafky
(i Lura chion Ep c8n xac thur chit ke fgidi ma

Chon chirmg thur

Thur muc luu

Biurimg dan:

|C:'|,C6n-; WA e | E

b= Tridlai oy

Chon tép can xac thuc chiv ky/gidi ma, nhap “Tiép theo” dé qua trinh tiép tuc.

Bwéc 3: Chon chirng thw sé giai ma.
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- Ching thu s giai ma
Chon tép Lura chon chifng thir s 8 gidi ma

Chon chirng there

Thur e oy

l,- < Trdlai ‘I hyTié'p thea >1]

Chon chirng thw sb str dung dé giai ma dir liéu.Nhap “Tiép theo” dé qua trinh tiép
tuc.
Bwéc 4: Chon thw muc lwu cac tép dwoc giai ma.

thurc chi

Chon tép Thu muc Idu
Lira chion diodng din b muc oo Eep durgc gidi ma

Chon chirng thu'

Thu' muc huu

L, < Trir lai \J |5'T'§

Bwéc 5: Nhap mat khau USB eToken dé thwe hién giai ma dir liéu.
- eToken
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= Log On: eToken

Log On to eToken eTOcEe n’
Enter eToken password
|
eToken Mamne: |eT|:|an |
Password: | |
. |
(]:4 Cancel
- ST3:

5 e
m Tham tra PIM code:

FIN code: | |

["] str dung ban phim &o
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Gidi mafxac thuc chir ky

Tién trinh xac thyc chid kyfgial ma
V v Gidi mdjxac thuc thanh céng,
7
qf Tién trinh kigm tra Tinh trang
oo Gisi m& dif liéu, THE
7 o Kigm tra tinh todn ven. Tak
o Kigm tra higu e chimg thu s& ngudi ky. Ta
‘JKiE‘m tra duing din chimg thue chimg thir s8 nguii kg, TS
i RfKiﬁ'm tra danh sach by bé chimg thu s@ nguai ki, Tk
qs s Kigm tra higu I chimg thur s3 TS, Tt
= | o Kigm tra dudng dEn ching thire chimg thur s8 T34, T8
Uf RfKié'm tra danh sach hiry ba chifng thu 58 TSA, Tét
=
=
S
beamie o [ Hiy bi

Bwoc 6: Kiém tra qua trinh xac thwe, giai ma. o ] ,
Tinh trang xac thyc chir ky/giai ma. Nhap “Ket thuc” dé hién thi bang tong két qua
trinh xac thwc chir ky/giai ma.

@ <BO99E -

Xac thy'c va bao mat tai lieu dién tu

Két qua

e thue

= e ErT
Thutc hign gidi mkim tra chi ki thanh céifg

f/_ Ky s8
F 3 D?nhhsaCh [op olal ma : Danh sach tép dugc giai ma
W] v thue chirkg CACANg vind. et xac thuc
1 CAVCENg win2. bt i
| ] CCAng van3, txt
Bido m&t I\

Cac tép duac gidi md b . ~
(o) 5 o R I Ngudi nhan
& Ky sifbdo mét E ﬂNuu en Anh Tu (M)« tunatbca.gov, vz 9 -
,.f" e thuge chi kg idi md A TEn OHOE Ky ot Ngudi ky
= [ElNguyen Anh Tu<tuna@ca.gov.vn:
Chifng thir s Kt tai thet cigm : D4u thdi gian
, 7/6/2010 1:51:01 PM{GMT+7)
N

Danh sach 1w chil cung cip ¢
May chu Tern thoi gian
o quan cap phat: Ban Co yeu Chinh phu

2.5 Xac thwc va bao mat néi dung thw

2.5.1 Ky s6 noOi dung thu

) C6 2 cach dé ky sb noi dung thw nhu sau: tiv trinh soan thao thw str dung phim
tat Ctrl + E va chon phuwong thirc “Ky so di liéu Clipboard”, tir Traylcon cla hé thong
chon “Xac thwc — Bao mat ndi dung” -> “Ky sd/bao mat”.
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Xac thu'c - Bao mat tép
Xac thuc - Bdo mat tai liéu PDF

Ky s6/bao mat (Crtl+E) Xac thuc - Bao mat ndi dung »

Xéc thuc/giai ma (Crti+D) Bao mat & dia »
Quan ly chifng thu s6 theo nhém
Cau hinh hé théng

Théng tin phan mém
Huéng dan st dung

Két thuc

Sau khi thwc hién xong tac vu hién thj giao dién nhw sau:

Xac tharc - Bao mat ndi dung

)&mﬂ Chon phudng thidc thuc hién

Bactaye b Bas mid

Zhon phurong thie

(%) Ky 58 dif liéu Clipboard

) Ky s8imd hda dif ligu Clipbaard

Chon chirng thur ky

Mouyen &nh Tu<tuna@ca, goy, vns=
*) Khi khdng tim thdy ching thr 58 =in kifm tra lai USE etoken

< Trif lai  Tiép thea =

Chon chirng thw sé can ky, nhap “Tiép theo” dé qua trinh tiép tuc.
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B New Message

Eile Edit Wiew Insert Format Tools Message Help f
— \ = AB —3 - 1

= % O @ 9w & J I V. 5 5 5

Send Paste Undo Check  Spelling Attach  Priority Sign  Encrypt  Offline

B2 To: |

Eace |

subject: |

[ ccv=nroa five =222 -0@

>

~—BEGIN SIGNED DATA——
P AAAHGADQESACAADBIAHACWEpAGEADGATIACIAMAALADAAIGAGAGUABGBIACEAZABRAD
AATWATACIAIIB0AG Y ALOARADY Al gATADA AP ABTAGKATWBUAGEAIART AHIATOAGAHGARG
BsAGIATWAIACIAZABDAHOACAARACEALWES AHCAdwAUIAHCAMWALAGEAC G ENACEAMAnAD
AlAAADAADDAvAHGAD OB sAGOACWEPAGCAWAIACAAEABAGWAbYEZADUAZABZADIAlY
BoAHOAIAEWADoALwAAHCAGWESACAATwAZATAA bwEY AG CALwAY ADAAMAAWACEAMAAS AL
BheABIAGWATAR ZAGKATWAACIAIABJAGOAP QAIAF MAZQENAGAY QBIAHUACYBIACOAND
ASADQAMGALADANWAZADAA gA+ADWALWERAG CABGEIAGOASOBUAGY AbwA+ADwARWEhAG
A BUAGKAYWEhAGWAQBEAGEAIARpAGEARGBNAGUAIABGAGEAZAAGAEEABABRAGEACY
BpAHOARAEIADDAIGE0AHOALABWAD DALWAAHCAIWESACAAdWAZAC 1AW AGCALWBUAF
1ALy ADAAMAAKACEAUGE F AEMAL QB4 ABDABAAAGMAMQADAGE AL AYADAAMAALAD AL N
AxADUAIGAADAAPABTAGkATWBUAGEAIAR 1 AHIAZOBNAGUAIA O AGEAZALAGAEEABABNAG
BAcgBpAHOAIABLADDAIGE0AHOAIABWAD DAL wAvAHCAGWESACA AdwAzATAAbWEYAGTALy
ApADAAMALWACBAMAAS ACEARABLAGWATAB ZAGKATWAAHIACHERACACWB O AGEAMOAIAC
BAPGABAFIAZOBMAGUACEIAGAA Y WEIACAAVORSAEKAPOAIACMAZC BRACTANMWAIADY Abg
ApADUANAAZADAANLAADAAPABUAHIAY QBUAHMAZ B vAHI AR DB ZAD4APABUAHIAY QBUAH
MAZgBvAHIAD QAGAEEABABRAGEACG BpAH QASAELADDAIGE 0AHQADABWADDALwAAHC Adw

A A b P B AP P 2 ] e s AU R, e AR RA S L L P e AT AL A Tas A AT s

Két qud hién ky sbé Clipboard khi thwc hién trong trinh soan thw cuda
OutlookExpress.

2.5.2 Ky s6/bao mat ndi dung thu

C6 2 cach dé ky sb ndi dung thuw nhw sau: t trinh soan thao thw s dung phim
tat Ctrl + E va chon phuong thire “Ky s6/ma hoa dir liéu Clipboard”, tir biéu twong cua
chwong trinh trén khay hé thdng, chon “Xac thuwc — Bdo mat nodi dung” — “Ky s6/ma bao
mat” va chon phuong thire “Ky s6/ma héa dir liéu Clipboard”.

Xac thu'c - Bao mat ndi dung

Yeca

Bar Haye BB o

Chon phudng thdc thdc hién

I Chon phurang thic
(7 Ky 58 dif ligu Clipboard

(%) Ky s8/m& hoa dif liéu Clipboard

Chon chirmg thur ky

Mouyen Anh Tu<tuna@ca.goy.wn:=

{*) Khi khdng im th3y chimg thu s8 xin kidm tra lai USE etoken

| Tigp then = | Hiy ba

Chon chirng thu s str dung dé ky sé div liéu. Nhap “Tiép theo” d& qua trinh tiép
tuc.
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vSign - M @

)&GA Chiing thu s6 ma

ChiFng thur sd hién cd

(o)

Le Quang Tung (M)<tunglg@ca.gov.vn=
userls (M)<userl6@ca.gov.vn>
userl® (M)<userl9@ca.gov.vn>
userl2 (M)<userl2@ca.gov.vn>
user0l (M)<userll@ca.gov.vn>
user20 (M)<user20@ca.gov.vn> -

‘?| ‘:| ‘;| ‘i| Chon theo nhdm
6Le QEQ TurEM]{tIgﬂq@ca.guv.vn>

] »

e S S}

b <Trglai 4 ETién theo =i b Hivbo

Néu danh sach chieng thur sb qué dai, c6 thé st dung chirc nang tim kiém dé tim
cac chung thw sb can st dung, dé st 'dung chtrc nang tim kiém nguwoi str dung go tén

can tim kiém dé tim kiém chirng thw s6 mong mudn, cac chirng thw sb phu hop véi tén
tim kiém sé dwoc danh ddu mau vang:

vSign - M @

)&GA Chiing thu s6 ma

.4 Chifng thu s& hién c6 userl

userl® (M)<userl9@ca.gov.vn>
user07 (M)<userl7@ca.gov.vn>
userl4 (M)<userl4@ca.gov.vn>
userls (M)<userl>@ca.gov.vn>
userl0 (M)<userl0@ca.gov.vn>
user04 (M)<userl4@ca.gov.vn> -

‘i| ‘E| ‘E| ‘z| Chon theo nh6m|

{72 Le Quang Tung (M)<tunglg@ca.gov.vn>
O userl6 (M)<userl6@ca.gov.vn>
O userl2 (M)<userl2@ca.gov.vn>
O user02 (M)<userf2@ca.gov.vn>
O user20 (M)<user20@ca.gov.vn>

S

Lo | e

< Trdlai 4 b Tiéo theo > b Hivhe
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Chon chirng thw s6 thich hop dé dwa xudng danh sach bén duai. ,
) Co thé chon chirng thw s theo nhdom dé co thé quan ly chirng thw s6 mét cach
dé dang hon. Bé chon chirng thuw s6 theo nhom, chon nat “chon theo nhom”™:

Chon nhém \E\

Tim kiém b

Eii MNham 1
i L= Le Quang Tung (M)<tunglq@ca.gov.vns

-

i Nhom 2

S8 ludng: 6 p@ca.gov.vn>

user0d (Mj<userl8i@ca gov.vn=
<userl 7@ca.gov.vn>
<user13@ca gov.vn>
<userl2@ca.gov.vn>
<userl1@ca gov.vn:>

|  Chon | | Thoa |

Chon nhém chirng thw s6 can chon, bam chon dé két thic qua trinh chon nhom,
toan bé chirng thw so trong nhém sé dwoc Iwa chon dé ma tép dir liéu:
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vSign - M @

Chiing thu s6 ma

Xhe thue & Bhe mit
ChiFng thur sd hién cd userl

userld (M
user07 (M
userld (M
userls (M
userl0 (M
user04 (M

N ™M [ Chon theo nhom]

O userl2
O user2
O user20
0 user0a
0 userl?7

O userl9

<userl®@ca.gov.vn= -
<user07@ca.gov.vn=
<userl4@ca.gov.vn=
<userl3@ca.gov.vn>
<userl0@ca.gov.vn=
<userf4@ca.gov.vn= -

[Pl S S e S

M)<userl2@ca.gov.vn> -
M)<userl2@ca.gov.vn>
M)<user20@ca.gov.vn>
M)<userl8@ca.gov.vn>
)
)

1]

M)<userl7@ca.gov.vn=
M)<userl9@ca.gov.vn= .

e

b <Trilai | | Tigo theo >4 b Hivhe

Nhirtng chirng thw sb cé biéu twong dau “x” dé la cac chirng thw sé bi hiy bd
ho&c 16i can loai bd, kich dup chudt vao chirng thu sb nay dé loai bd.

Chon chirng thw s d& ma hoa dir liéu.Nhap “Tiép theo” dé thuwc hién tac vu ky
s6/ bdo mat.

File Edit Yiew Insert Format  Tools  Message Help

T = A = =
= | 4 a9 & Y 0 V.5 32 5
Send Paste Undo Check  Spelling Attach  Priority Sign Encrypt  Offline
G To: |
G Cc: |
Subject: |
Arial v | Z B I UA == £ = = ]

----BEGIM EMCRYPTED DATA----

TQABJAEEARWBDAFMACOBHAFMAS QBIADMARABRAEUASABBAD Y AQWEBAEDASQBEBAEMALIQERAE
EAeABnAGcARgATAEIASQBJAEIAZABRAEKAQIBEAEQAQYBRAEDARYBIAHGALDWEEAEEASY
BCAGcATyBWAEIALDQBZAF OALDQEsAF cATwENAFIAMABIAECAdWBZAEQAV Y BRAFEASWEBEAE
|AUgBDAF kAN wWADAGCAUQAYADgATWEIAF cAYVgAxAEKARGDBOAGEAY QEXADUAbWBIAE ALY
BvAG LAY ABF AGBATOBDAFkARWEBADEAYQBFAEEAWB3AG Y AUQAYADGAZWEILF gAYV gBoAG
|AaQBCAGoAY QBIAF Y AdQBaAHKAQYAWAGEASAEWAGOAS QBIAEAAYBJAEUAT g BvAGEA W w
AlAGBASCBIAEIAbwWEKAFEASOBEAEWAIQAZAGUATAEBADAARWEDAF MACQBHAFMASQBIAD
MARABRAEUAQYBBAFEAVIBEBAEIASQBJAEIAQQBDAGUAIQBAGY AVyBpAHcAVIBEAHAARA
B3AGIAZQOB1ADcAdgBIAF UASBYAE cAKWBHAE Y AMwEIAD gALABSAECAMABLAHY AVVABSAE
EAUwB1AHIAUQBWAEUAUAANAE 0AMwEaAHEARABGAHDACQBUAF Y AMwAxAGoANABwAHOARA
BYWAFMATwAIAE 0Ae DB AEKAMOBAF 0AaQBSAECAIWBZADKALDWESAHDARABZAHUAgEYAH
WASwWBIADCASABVAFMAWBOAEKANABEAGMATOBIAGQATIBHAG g Aay BIAESAMOBAAGKARA
AJAGsAMyBYWAF UACQBPAGIARCIBOAHEARABKAF 0 ATyB 1 AHMAY wAYADgAJUBIADY AdwBSAH
UAQyBETAGMAUGASAEIAY gBtAGEAY whAyAGwAbgAWAEEAWIBrAHDANWBNAGKADABDAGWATR
AZAFgASQBpAHKAMABrAHY ARyBzAGgAGWBCAEDAYOBKAGKADQBNAGKADLDBNAC sALWBGAE
BAVOBHAGMAagBAGUARWATACsAdgBOAHEAY gBJAG cACWBrAEWAWABBAEASOBKAGOARA

PAAAHEANARAATD A AMIPAEAA AR AAE LAY ARTAEL A AP A AT AV GBRIA A A ARART A A KA AT

Két qua hién ky sb Clipboard khi thwc hién trong trinh soan thw cua
OutlookExpress.
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2.5.3 Xac thuc chir ky/giai ma noi dung thu

Khi nhan duoc thw da ky sé/ma héa (vi du trén OutlookExpress) ta c6 2 cach dé
tién hanh qua trinh xac thwc/giai ma la : tir giao dién cé ndi dung thw nhép Ctrl +D , tw
biéu twong clia chwong trinh trén khay hé théng chon “Xac thwc — Bdo mat nodi dung” ->
“Xac thwc/giai ma”.

Khi chon mét trong 2 tac vu trén chwong trinh sé tw déng phéan tich ndi dung
théng tin va dwa ra két qua.

¥ac tharc - Bao mat ndi dung

Chon chirng thr s giai ma

| Mguven &nh Tu (M)<tuna@ca. gov. vns

| énoy | | Hiybe |

Giao dién chon chirng thu sb dung dé giai ma di liéu.

Xac thu'c - Bao mat ndi dung

sk Tha Jigm ky 17612010 3:085:22 PMIGMT+7)
====DiT liéu ky====

Cdng hia x4 hdi chi nghia wigk nam

dic 13p - b do - hanh phic

I [ Copy wao Clipborad l [ Thodt

Giao dién hién thj két qua qua trinh phan tich néi dung théng tin.
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2.6 Xac thywc va bao mat PDF
] DPé kh&i dong chwong trinh xac thwe va bao mat PDF, tir thwe don trén khay hé
thong chon “Xac thuwc — Bao mat PDF”.
I
¥ac thut - Bao mat tép

wac thirc - Bao mat POF

wac thre - Bao mat ndi dung »
Bdo it & dia

&0 hinh

Thiodt

Giao dién chinh cua chwong trinh nhw sau:

Secure POF

K§#&5 = ba mat POF Ky s6 tai liéu PDF

4 Gan chif ky 58 vao tai ligu PDF
# vy siroF
N Lita chon b&p PDF
,(f Ky stifbdn m&t PDF Tép POF ngutin :
Tép PDF dich

W N Lura chon chifng thur sa ke
| v

() Khi khéng tirm thay ching thur s5 xin kigrm tra lai USB etoken

‘ Ky 58 kai ligu POF ‘

cha y:

- Phan mém vSign2.0 khéng thiét ké chirc ndng gidi ma va xdc thuwc chi ky
cho tai liéu PDF, ngwoi dung sé str dung phan mém Adobe Reader dé gidi ma
xac thuwee tai liéu PDF.

- Str dung phan mém Adobe Reader phién ban 8.0 tré Ién dé tao tép PDF va
kiém tra xdc thuwc chir ky.

- Can phai cau hinh phan mém Adobe Reader truwéc khi xdc thuc ch ky (viéc
cau hinh nay chi lam mét lan sau khi cai dat phan mém Adobe Reader.

2.6.1 Ky s0 tai liéu PDF
Ky s0 tai ligu PDF gitip ngudi st dung tw dong gan chir ky s6 (dwa trén chirng
thw sO cia nguwoi st dung) vao tép tin dang PDF.Quy trinh thye hién ky s nhu sau:
Chon “Ky so PDF”: hién thi giao dién ky s6 PDF.
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Ky sd - bao mat PDF

I # «js5POF

tf Ky s8/bao mat PDF

“POF R
eca

v5ign - PDF l —

Ky s tai liéu PDF
Ky =6 vao tai liu PDF s dung chirng thu sd.
Lua chon tép PDF

Pudng din t&p FDF ngubin:

Puring din tép FDF kj:

[

Lua chon chifng thu s@ ky

l )
(*) Khi khéng tim thay chirng thu s can sir dung trong danh sach,
ki€m tra lai thiét bi USB Token

" Ky s6 tai lidu PDF "

— - =

Ky sd - bao mat PDF

f Ky s& PDF

tf Ky s8/bao mat PDF

“POF R
eca

vSign - PDF ==
T W .

Ky s tai liéu PDF
Ky =6 vao tai liu PDF s dung chirng thu sd.
Lua chon tép PDF
Pudng din t&p FDF ngubin:
I C:\Program Files (x86)\TTCAWSign2.0 Setup\vSign2.0\GCADL. pdf I ’ I

Puring din tép FDF kj:
C:\Program Files (x86)\TTCA\wSign2.0 Setup\vSign2.0\GCAOD1_SIGNED [I]

Lua chon chifng thu s@ ky

’Le Quang Tung<tunglg@ca.gov.vn= v] %

(*) Khi khéng tim thay chirng thu s can sir dung trong danh sach,
ki€m tra lai thiét bi USB Token

" Ky sd tai liéu PDF ' I
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Chon tép dich(chon vi tri Iwu tai liéu PDF khi qua trinh gén chir ky hoan tat), mac
dinh chwong trinh ty dong lwu thanh tén tép + SIGNED:

\.ﬂ?gj ) vSign - PDF =
T 8 .

Ky sd - bao mat PDF S P L Y
Ky so tai lieu PDF
@ kjsiroE Ky s& vao tai liéu PDF si dung chitng thir sé.
F Lua chon tép PDF
& Ky s8/bao mat PDF .
- Burdng dan tép PDF ngudn:

C:\Program Files (x86)\TTCA\Sign2.0 Setup\vSign2.0\GCADL.pdf E]
| e
W ™ Lua chon chifng thy s5 ky

’Le Quang Tung<tunglg@ca.gov.vn= v] V
y (*) Khi khéng tim thay chirng thu s can sir dung trong danh sach,
Mo thige & BAS ML

ki€m tra lai thiét bi USB Token

‘I Ky s6 tai lidu PDF I I

Chon chirng thw sb ngudi ky :
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| <2 vSign - PDF = =T

\4 i -
Ky sd - bao mat PDF S P L Y
Ky so tai lieu PDF
@ kjsiroE Ky s& vao tai liéu PDF si dung chitng thir sé.
F Lua chon tép PDF
& Ky s8/bao mat PDF .
- Burdng dan tép PDF ngudn:
C:\Program Files (x86)\TTCA\Sign2.0 Setup\vSign2.0\GCADL.pdf E]
Puring din tép FDF kj:
. C:\Program Files (x86)\TTCA\wSign2.0 Setup\vSign2.0\GCAOD1_SIGNED [I]
W N Lua chon chifng thyr s kj
IL& Quang Tung<tunglg@ca.gov.vn= v] V
Khi khong tim thay chung thu so can su dung trong danh sach,
/GCA ki€m tra lai thiét bi USB Token
Mo thige & BAS ML
‘I Ky sd tai liéu PDF I‘

Nhap vao nat “Ky s6 tai liéu PDF” dé bat dau qua trinh gan hi ky.
Nhap mat khau truy cap USB eToken.
- eToken

i=* Log On: eToken

3

Log On ko eToken ETO?E n
Enter eToken password
"
eToken Marne: |eT|:|ken |
Password: | |
[ ———
Ok Cancel
- ST3:
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w Tham fra PIM code:

PIN code: | |

[ 517 dung ban phim &o

Hoan tat qua trinh gan chi ky:
SecurePDF E'

» | J QU tinb gdn chi ki thanh cdng !

2.6.2 Ky s6/bao mat tai liéu PDF

Ky sb/béo mat tai lieu PDF giup nguoi st dung gan ch ky va ma hoa tai liéu
PDF. Quy trinh ky so/bao mat nhu sau:
Tl giao dién chinh chon “Ky s6/bao mat PDF”:
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, < @ ] | vSign - PDF =)
i ——
K‘_;" s6 - bao mﬁt PDF 3 r r > ~ - g
Ky so, bao mat tai lieu PDF
5 j Ky S5 PDF Ky s va ma hda tai liéu PDF s(r dung chifng thu s8.

Lua chon tép PDF

I ‘!“r; LJ Ky =of b I Burding dén tép PDF nguén:

C:\Program Files (x86)\TTCA\Sign2.0 Setup\vSign2.0\GCAQL.pdf E]

Pirdng dan t&p FDF ky ma:
C:\Program Files (x86)\TTCA\vSign2.0 Setup'wSign2.04\GCAO01_ENCRYF E

W \\ Lua chon chifng thu s6 ma hoa...
Lua chon chirng thu sd ky
[ -
)7/GCA

" Ky s6/bao mat tai liéu PDF "

y < 9 ] | VSign - PDF = LI
i | IO
K‘_;" s6 - bao mﬁt PDF 3 r r > ~ - g
Ky so, bao mat tai lieu PDF
5 j Ky S5 PDF Ky s va ma hda tai liéu PDF s(r dung chifng thu s8.

F Lua chon tép PDF
) J S Pirdng dén t&p FDF ngubn:

I C:\Program Files (x86)\TTCA\vSign2.0 Setup\vSign2.0\GCAQL.pdf IE]

Pirdng dan t&p FDF ky ma:
C:\Program Files (x86)\TTCA\vSign2.0 Setup'wSign2.04\GCAO01_ENCRYF E

W \\ Lua chon chifng thu s6 ma hoa...
Lua chon chirng thu sd ky
[ -
)7/GCA

" Ky s6/bao mat tai liéu PDF "
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Chon tép PDF dich (vi tri lwu tép PDF khi da gén chir ky va bao mat hoan thanh),
mac dinh chuwong trinh ty déng lwu tép voi tén tép + ENCRYPTED.

, < ] | vSign - PDF = =

h |

Ky sd - bao mat PDF S

Ky so, bao mat tai liéu PDF
5 j Ky S5 PDF Ky s va ma hda tai liéu PDF s(r dung chifng thu s8.
F Lua chon tép PDF
) J S Pirdng dén t&p FDF ngubn:

C:\Program Files (x86)\TTCA\Sign2.0 Setup\vSign2.0\GCAQL.pdf E]

Bing dan tép POE ki ma:
\ I C:\Program Files (x86)\TTCA\wSign2.0 Setup‘wsignz.D\GCADl_ENCRJ E

W \\ Lua chon chifng thu s6 ma hoa...

Lua chon chirng thu sd ky
aca

[ v

‘I Ky s6/bao mat tai liéu PDF I‘

b T A

Chon chirng thw sé ngu i ky:

74 / 94



Tai liéu hudng dan s dung bd cong cu ky s GCA-01

F - |
- ;‘9 vSign - PDF =
\d
K‘_;" s6 - bao mﬁt PDF 3 r r > ~ - g
| Ky so, bao mat tai lieu PDF
5 j Ky S5 PDF Ky s va ma hda tai liéu PDF s(r dung chifng thu s8.
F Lua chon tép PDF
I ) J S Pirdng dén t&p FDF ngubn:
C:\Program Files (x86)\TTCA\Sign2.0 Setup\vSign2.0\GCAQL.pdf E
Pirdng dan t&p FDF ky ma:
\ C:\Program Files (x86)\TTCA\vSign2.0 Setup'wSign2.04\GCAO01_ENCRYF E

W N Lua chon ching thi s mé héa... |

Lua chon chirng thu sd ky

I ILe Quang Tung<tunglg@ca.gov.vn= ‘IJ V

‘I Ky s6/bao mat tai liéu PDF I‘

R e

Chon danh sach chirng thu sé dwoc phép gidi ma tép PDF:

Chon ching thu s6 ma @
Chitng thyt s6 hién c6 :
Le Quang Tung (M)<tunglg@ca.gov.vn= -

userl® (M)<userl9@ca.gov.vn>
userl2 (M)<userl2@ca.gov.vn>
user20 (M)<user20@ca.gov.vn> 4
user02 (M)<userl2@ca.gov.vn>

userl4 (M)<userl4@ca.gov.vn=
userls (M)<userl>@ca.gov.vn>
userld (M)<userl0@ca.gov.vn> -

"‘."| |'A" |'V" """| | Chon theo nhdm
{72 Le Quang Tung (M)<tunglg@ca.gov.vn>

O userl6 (M)<userl6@ca.gov.vn>

O user0l (M)<userll@ca.gov.vn>

O user07 (M)<userl7@ca.gov.vn>

b chon o | Hiybs

Néu danh sach chirng thw s6 qua dai, co thé s dung chirc nang tim kiem dé tim
cac chirng thw s6 can stir dung, dé si¢r dung chirc nang tim kiem ngwoi str dung go tén
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can tim kiém dé tim kiém ching thu s& mong muén, cac chirng thw s6 phu hop véi tén
tim kiéem sé duwgc danh dau mau vang:

Chon chiing thu sé ma @

Chitng thy s6 hién c6 : user]] & | |2
F

userl® (M)<userl9@ca.gov.vn>
userl2 (M)<userl2@ca.gov.vn>
user02 (M)<userl2@ca.gov.vn>
userl4 (M)<userl4@ca.gov.vn>
userls (M)<userl>@ca.gov.vn>
userl0 (M)<userl0@ca.gov.vn>
user04 (M)<userl4@ca.gov.vn>
userl8d (M)<userlB8@ca.gov.vn> -

?| |E‘ |EUE| Chon theo nhom

{72 Le Quang Tung (M)<tunglg@ca.gov.vn>
O userl6 (M)<userl6@ca.gov.vn>
O user0l (M)<userll@ca.gov.vn>
O user07 (M)<userl7@ca.gov.vn>

m

o Chon o | Hiybe

Chon chirng thw s6 thich hop dé dwa xudng danh sach bén duai. ,
) Co6 thé chon ching thw s6 theo nhom dé cd thé quan Iy chirng thu s6 mét cach
dé dang hon. Bé chon chirng thuw s6 theo nhém, chon nuat “chon theo nhém?”:
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Chon nhom

Tim ki€m

- % Nhém 1

HIPEY

&g Nhom 2

user0d (Mj<userl8@ca gov.vn>
userl? (Mj<user17@ca.gov.vn>
user19 (Mj<user19@ca gov.vn>
userl2 (Mj<user12i@ca.gov.vn>

[ Chaon l

[

Thoat | .

Chon nhém chirng thw s6 can chon, bam chon’dé két thuc qua trinh chon
nhom, toan b chirng thw s6 trong nhom sé duoc Iwva chon dé ma tép dir liéu:

Chon chiing thu s6 ma

X

Chifng thur sd hién cé : userl

userl® (M)<userl9@ca.gov.vn>
userl2 (M)<userl2@ca.gov.vn>
user02 (M)<userl2@ca.gov.vn>
userl4 (M)<userl4@ca.gov.vn>
userls (M)<userl5@ca.gov.vn>
userl0 (M)<userlD@ca.gov.vn>
user04 (M)<userl4@ca.gov.vn>
userl8 (M)<userl8@ca.gov.vn>

11

A I M ¥

{73 Le Quang Tung (M)<tunglg@ca.gov.vn>
{73 userl6 (M)<userlé@ca.gov.vn=
{73 usernl (M)<useril@ca.gov.vn=
{73 usern7 (M)<userl7@ca.gov.vn=
€3 userns (M)<userl8@ca.gov.vn=
€3 userl7 (M)<userl7@ca.gov.vn=
'. Q userl® (M)<userl9@ca.gov.vn>

Chon

| Hiybs

Nhirng chirng thw sb c6 biéu twong dau “x” dd |a cac chirng thw sb bj hay bd

hoac 16i can loai bd, kich dup chudt vao chirng thu sé nay dé loai bé.
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Nhap nut “Ky sb/bao mat tai liéu PDF” dé qua trinh gan chir ky va ma héa tién

hanh.
\‘i‘) Qua trinh ky s8/bao mat hodn thanh
2.6.3 Ki€m tra chir ky sd va giai ma tai liéu PDF

2.6.3.1 CAu hinh Adobe Reader
Trudc khi kiém tra chir ky s0 trén tai liéu PDF can phai cau hinh phan mém PDF.

Sau khi cai dat Adobe Reader, chay chwong trinh Adobe Reader dé cau hinh, tay tirng

phién ban sé cé giao dién hién thi khac nhau.

File Edit View Window Help

@ (% ‘ E‘ 0 Comment Share

ADOBE’ READER X

Open a Recent File Acrobat.com Services

T demo_SIGNED.pat @ Creat<PDF Online

] 373_QD63TTG.PDF
Share Files Using SendNow Online

T lecture10_notepdf

T hatang.pdf

) How to Create Win32 Dialog Based Appli...

% open..

Easily Create a PDF File
Convert your files to PDF from work or home,
Learn More

Muc dich ciu hinh phdn mém Adobe Reader dé str dung va kiém tra dwoc diu
thdi gian gan trén chir ky va 1am cho phan mém tin twéng (trust) vao cac chirng thu sb
(chirng thw s6 Root, sub, timestamp, user,...).

Dé cau hinh vao Edit->Preferences. ..
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—
-

i T —

View Window Help
Undo
Redo

Ctrl+Z
Shift+Ctrl+Z

Cut Chrl+X
4 Copy Ctrl+C
]| Paste Ctrl+V
Delete

Select All
Deselect All

Ctrl+A
Shift+Ctrl+A ADOBE" READER X

Copy File to Clipboard )
Open a Recent File

T demo_SIGNED.pdf @ Creat
T 373_QD63TTG.PDF
Share

ﬂ lectureld_note pdf

Take a Snapshot

Check Spelling
Lock Up Selected Word...

. Find Ctrl+F
Advanced Search Shift+Ctrl+F

ﬂ hatang.pdf

Protection
Analysis ﬂ How to Create Win32 Dialog Based Appli...

Accessibility

B Open...

Easily Create a PDF File

Preferences...

Giao dién hién thj, chon Security.

Categories:
Digital Signatures

C i
emmenting [¥] Verify signatures when the document is opened ’ Advanced Preferences... ]
Documents

Full Screen [] View documents in preview document mode when signing

General

Page Display Appearance

New...

3D & Multimedia
Accessibility Edit...
Forms
Identity Duplicate
International
Internet Delete
JavaScript
Measuring (20)
Measuring (3D)
Measuring (Geo) Security Settings

Multimedia (legacy) [ Load security settings from a server
Multimedia Trust (legacy)

Server Settings

Online Services T
Reading =

Settings must be signed by: Allow Any Certificate Browse...

Spelling Check every: Week @ Month Update Now

Tracker 2 Weeks 3 Months Ask before updating
Trust Manager
Units

Updater . .
LiveCycle Rights Management

Clear remembered account information... ]

0K ] ’ Cancel
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Trong giao dién trén chon Advanced Preferences.... O

chon 6 “Secure Time

(e.g.timestamp) embedded in the signature if available, current time otherwire”.

| i Verification | Creatil

| When Verfying:

@ Use the document-specified method. Prompt if it is not available.
() Use the document-specified method. Use the default methed if it is not available.

() Always use the default method (overrides the document-specified method].
Default Method for Verifying Signatures: | Adobe Default Security

Require certificate revocation checking to succeed whenever possible during signature verification
[F Ignore document validation information
Verification Time

Werify Signatures Using:

T COTTENT T

== =y g

r - X L P
R LITTTCSLO TS CTTTL G Lot T

- T - L
CTTC STCITIOCOT T T O e OOy COTTITTC LT LT e

() The time at which the signature was created

Use expired timestamps

o] [

Chon tab “Windows Intergration” d& c4u hinh tiép:
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1

| Verification | Creation | Windows Integration ‘

Enable searching the Windows Certificate Store for certificates other than yours

Trust ALL root certificates in the Windows Certificate Store for the following operations:

Validating Signatures

Validating Certified Documents

/1y If either of these options are selected content from companies that have certificates
installed in Windows may be treated as trusted content. Care should be taken in enabling
this feature.

e

Tich vao 6 “Enable searching the Windows Certificate Store for certificates other
than yours” va 6 “Validating Certified Documents”. Chon OK dé két thuc viéc cau hinh
Adobe Reader.

2.6.3.2 Kiém tra chir ky s6 trén tai liéu PDF
Mé tai liéu PDF da duoc ky (kich dup chudt Ién tép PDF duoc ky).
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File Edit View

IBBe=| Llel@@®@f-]|HB | e 2 |

Comment Share

@ At least one signature requires validating.

[274 Signature Panel

Le Quang Tung

2011 14:36:10

Signer:

Coéng hoa xa hdi cht nghta viét nam

Doc lap tw do hanh phuc

Kich dup chuét Ién chi ky s6 trén tai liéu PDF (6 mau dd).

The 'Secure PDF - Trung tam chung thuc dien tu chuyen
dung chinh phu' plug-in used to create this signature could
not be found. To verify the signature you can, select an
alternate plug-in. However, for optimal results, it is
suggested you use 'Secure POF - Trung tam chung thuc
dien tu chuyen dung chinh phu':

I |

[7] Save as default alternate method when verifying signatures

[ Use selected handleri ’ Get signing handler... ] I Cancel ]
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sowcormereres D=

The "Secure POF - Trung tarm chung thuc dien tu chuyen
dung chinh phu' plug-in used to create this signature could
not be found. To verify the signature you can, select an
alternate plug-in. However, for cptimal results, it is
suggested you use 'Secure PDF - Trung tam chung thuc
dien tu chuyen dung chinh phu':

’ Adobe Default Security - ]

[/|'Save as default alternate method when verifying signaturgs

’ Use selected handler ] ’ Get signing handler... ] ’ Cancel ]

Chon 6 “Save as default.....” va chon “Use selected handler”.

Signature Validation Status

Signature is VALID, signed by Le Quang Tung <tunglg@ca.gov.avns,
- The Docurnent has not been modified since this signature was applied.
i o identity icwalid

Legal Motice... Signature Properties... ] ’ Close

Dé xem chi tiét ndi dung chiv ky s chon “Signature Properties...”.
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I Signature Properties

@ Signature is VALID, signed by Le Quang Tung <tunglq@ca.gov.vns.

| Docurment | Signer | Date/Time | Legal |

Signed by: ILE Quang Tung <tunglg@ca.gov.vn: Show Certificate..

Reason: ILE Quang Tung=tunglq@ca.gov.wvn> da ky [én vin ban nay !

Date:  |2011/03/28 14:41:03 +07'00" Location:  |Mot available

Validity Summary

% The Document has not been modified since this signature was applied.
% The signer's identity is valid.

@' Signature is timestamped.

Signature was created using Secure PDF - Trung tam chung thuc dien tu chuyen dung chinh

[ Validate Signature ] ’ Cloze

2.7 Bao méat é dia

Chuwong trinh bdo mat  dia gitp nguoi st dung tao cac 6 dia mat dé lwu triv cac
tai liéu quan trong. Chwong trinh c6 02 chirc nang chinh d6 1a tao & dia mat va mé 6 dia
mat. D& chay chwong trinh, kich chudt phai vao biéu twong chir “vV” mau dé & goc phai
dwdi man hinh chon “Bao mat 6 dia”.
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[
Xac thuc - Bao mat tép
¥ac thuc - Bao mat tai liéu PDF E
Xac thuc - Bao mat ndi dung 3
| Bao mat & dia 3 Tao & dia mét -
- Quan ly chifng thir s8 theo nhom Md & dia mat £
Cau hinh hé thiing o
- Théng tin phan mém ¥
Huidng dan sl dung (o) » (+)

2:57 PM

Két thic s =,
|!I| I;l ‘o 5/16/2011

2.7.1 Tao & dia mat
Bwéc 1: Chon menu “Béo mat & dia’— “Tao 6 dia mat”.

Lura chon thist bj USB Token | VGCA eToken

Mhap vao ma PIMN cho USE Token:

Bwéc 2: Lwa chon thiét bji USB Token thich hop.

Mhap ma PIN cia USE Toke

Lira chon thi€t bi USE Token | GCA eToken ~| |

|'I.|'GCA eToken
Mhap vao ma PIM cho USE To

Bwéc 3: Nhap ma PIN cho thiét bj USB Token, chon OK.

Mhap ma PIN cia USE Toker

Lura chon thigt bi USE Token | VGCA ST3Token ;| ok I

Mhap vao ma PIN cho USE Taoken: |

I tttttttttt‘

Giao dién chwong trinh tao & dia mat:
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' Chon cac Tap tin khéa trong USB Toker

Céng | Tén USE Token | Tén tap tin st khéa

woa khia

Tao khda

Mhap khoa vao USE Token

kKhoa d& m3 & dia mat (uru trong USE Token)

Burdng dan tp & dia mat

I Tao 4 dia mat

Dung lugng & dia mat

Ij'c":I %' MegaByte i~ GigaByte

Néu chwa tao khoa dé ma héa & dia mat hodc mudn tao khéa mai dé ma héa 6
dia tiép tuc budc 5, néu c6 khda sén va mudn str dung khda cé san thi bd qua buéc 5
sang budc 6.
Bwéc 5: Dé tao khéa chon nut “Tao khoa”:

Tao khoa va ghi

Burdng dan t8p khda can tao
I c:Yeeyfile|

Chirng thur s& d& ma khda
| a73 (M)

Tao khoa |

~_ Chon dwong dan dé luu tép khoa ma, chon chirng thu s6 dé ma khoa (chirng thu
sO nam trong thiét bi USB Token), sau do6 “tao khéa”.
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"Ghi khéa vao USB Toke

Chon OK, théng bao tao va ghi khéa vao USB Token thanh cong.

Thengbso et
Théng bio

Tao khoa va ghi khda vao USE Token thanh céng

Chon OK va thoat. Giao dién chwong trinh sau khi tao khda xong.

' Chon céc Tap tin khéa

Céng | Tén USE Token | Tén tap tin suEt khia
1 VGCA Token kevfle —

woa khia

{ Tao khéa

Mhap khoa vao USE Token

kKhoa d& m3 & dia mat (uru trong USE Token)

Burdng dan tp & dia mat

I Tao 4 dia mat

Dung lugng & dia mat

IlDU {* MegaByte i~ GigaByte
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Bwéc 6: Tao & dia mat, kich dip chudt vao khéa lwu trong thiét bi USB Token,

nhap cac thdng s6 can thiét dé tao 6 dia mat.

Chon cac Tap tin khda trong 3 Toke
C&ng | Tén USB Token | T&n t3p tin |
1 VGCA Token keyfie

Mhap khoa vao USE Token

Kich dup chudt
vao khoa can
chon

¥da khoa |
Tao khda |

Khéa d& ma & dia mat (uu trong USE Token)

| token: /fslot/1/file keyfile

Euring dan téo & dia mat

| c:\EDISK I

Dung lrgng & dia mat

I:I-':”:I {¥ MeoaByte i GiggBvis
L}

Khoéa dudc chon

Chon dudng dan

N |
Tao 4 dia mat tép luu o dia
mat
——
Thoat

Chon nut “Tao 6 dia mat” dé tao 6 dia mat:

“

: Tao 4 dia mat thanh céng.

Sau khi tao xong, tép b dia mat sé dwoc lwu vao “dwdng dan tép b dia mat”.

Chon dung
lugna & dia méat

Trudc khi st dung phai sir dung chwong trinh “M& & dia mat” dé st dung.

2.7.2 Mé 6 dia méat

Dé m& 6 dia mat chon menu “Bao mat & dia”— “M& & dia mat”.
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Xac thu'c - Bao mat tép

¥ac thurc - Bao mat POF

¥ac thurc - Bao mat ndi dung 3 ll"j E—- !
Bao mat 4 dia 3 Tao & dia mat

—| C&u hinh M& & dia mat
Thoat

m

Bwéc 1: Dang nhap (gidng phan dang nhap cta chuong trinh tao 6 dia mat).

' Nhp ma PIN ciia USB Toker

Lira chon thigt bi USB Token | VGCA ST3Token

Mhap vao ma PIM cho USE Token:

I tttttttttt‘

Chon thiét bi USB Token twong trng va nhap ma PIN cho thiét bi USB Token.
' Chuong trinh giai ma o di -

Tén & dia | Dudng din tép & dia mat | Dungluong | ThudttodnMEhda | =
g
g (51
g
g ]:
g |
g |
g M
g

khéa sir dung d€ gidi m3 & dia (uu trong USE Token)
| token: [/slot/1/filefkeyfile
Brdng dan tip tin & dia mat

M & dia mat I|
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Bwéc 2: chon tén 6 dTa trong danh sach “tén 6 dia”.
Bwéc 3: chon khéa gidi ma 6 dia dwoc lwu trong thiét bji USB Token.

Ténd dia | Dudng din tép & dia mat | Dungluong | ThudttodnM3héa | =
g
g (5
g
g I
g ]:
g |
g | -
g M
g

Khoa st dung d& gidi m3 & dia (uu trong USE Token)

oken: [fslot) 1/file keyfile

token: /fslot/1/file kevfile 1 |

I ;I Chon Tap tin...

M & dia mat I|

Trong trwong hop co nhiéu khéa ma, phai chon ding khéa ma can dung, néu
khong sé khéng mé dwoc 6 dia mat.
Bwéc 4: Chon tap tin 6 dia mat va giai ma 6 dia.
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* Chuong trinh giai ma o o

Ténd dia | Dudng din tép & dia mat | Dungluong | ThudttodnM3héa | =

i |
S G

g H: C:\EDISK 99 MB  MK1 ﬂ Tén 0 dia méat
g T

g ]:

g |

g | -

g M

g

= Ta R R

' 1 3

Khoa st dung d& gidi m3 & dia (uu trong USE Token)
[token: fslot/ 1/fik keyfile Ll

O

Khdéa gidi ma
dia mat

buong dan tap tin o dia mat

O

Tap tin ch(ra

| C:\EDISK, ;l Chon Tap tin... dia mat

Biéng & dia mat

Bwéc 5: mé 6 dia mat kich dup chud vao phan tén & dia mat dang &, hodc mé
“‘My Computer”:

s » Computer » H:\

Organize v Include in library v Share with v New folder

. Favorites Name Date modified Type <

P Desktop This folder is e
& Downloads
=] Recent Places

Sau khi b dia mat du’o’g mé& ngwdi dung co thé sao chép hoac tao nhirng dﬁj liéu
quan trong can bao mat vao 0 dia nay. Khi khéng dung 0 dia mat nay, phai déng 6 dia
mat lai.

Bwéc 6: Dong 6 dia mat, chon & dia mat can déng va chon nut “Déng 6 dia mat”.
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FESTErTs S ==

Ténd dia | Dudng din tép & dia mat | Dungluong | Thudt todn M3 héa

g
i

QT.

H: C:\EDISKE 99MB  MEL

g J;
G |
Gl
i M
G
aw (;

Chon 6 dia mét
can dong

' Il

Khoa st dung d& gidi m3 & dia (uu trong USE Token)

| token: //slot/1/filefkeyfile

Eiurdng dan tp tin & dia mat

| C:\EDISK -]

Chon Tap tin...

Biéng & dia mat i Thodtra H

Khi thoat khai chwong trinh, toan bo 6 dia mat dang mé sé tw ddong dong lai.

Cha y:

Khéa bao mat 6 dia dwoc ma héa bang chirng thw s6 ma cua ngudi st
dung va ngwoi st dung phai lwu lai khéa dé trénh trwong hop hong hodc mat

thiét bj USB Token va khéng mé lai dwoc 6 dia mat.

Néu trirong hop mat hodc hdng thiét bi c6 thé xin cap thiét bi méi va nhap
chirng thw sé ma ci vao thiét bi USB Token (xin cap lai chirng thw s6 ma dwoc
Iwu tai Trung tam Chdrng thwe dién t chuyén dung Chinh phu), sau dé s dung
chirc nang nhap khéa vao thiét bj USB Token, tim khéa da Iwu dé nhap lai.
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Chon Tap tin khaa E
f'{_\ Q’ &, » Computer » 0S(C) » - | 43 | searcn 05 (Cy

Organize * Mew folder == -« [ @

MName Date modified Type 0

[ Favorites

Bl Desktop

= Recent Places

. Libraries

4. Downloads

.| autoexec.bat

config.sys

| chochocho
.| debugl2ld bt

dell.sdr

11/06/2009 4:42 SA
11/06/2009 4:42 SA
26/04/2011 1:38 CH
07/04/2011 7:56 SA
26/11/2010 6:35 SA

Windows Batch F

System file

File

Text Document
SDR File

@ Documents _ freefallprotection.log
J‘i Music 4 | ghosttib
[ Pictures || header
B videos —hikedil e =
| || keyfile 05/05/2011 4:45 CH  File
18 Corputer T T T T T P T e Tty g w11

E-:-' 05 (C:) . pagefilesys 04/05/2011 213 CH  System file

g SRecycleBin  + 4| |

26/11/2010 4:47 54 Text Document
21/01/2011 3:47 58 TIEB File
21/04/2011 4:19 CH  File

A0S0l 243 Cl e File

File name:  keyfile | Tét ca cac Tap tin (")

[ Open |v'] [ Cancel

Sau d6 mé 6 dia mat nhw phan “mé 6 dia mat”.

3 Két luan

B& cong cu ky s& GCA-01 cé thé dap (rng tét cac nhu ciu bao mat va xac thuce tai
liéu dién ttr trong cac co quan nha nwoc, tuy nhién trong qua trinh xay dwng va trién
khai b cong cu ky s& GCA-01 sé& khong tranh khadi mot sé 16i, sai sét, do vay ching toi
ra4t mong mudn céac co quan don vi trong qua trinh trién khai, st¢ dung bd cong cu ky : sb
GCA-01 dong gop cac y kién, nhan xét dé chang téi phat trién va hoan thién san pham
hon nira d& phuc vu tbt nhiém vu bao mat va xac thuc tai liéu dién tl cho cac co quan
thudc hé théng chinh tri.

Dia chi lién hé:

Trung tdm chng thwc dién té chuyén dung Chinh pha
Dia chi: 105 Nguyé&n Chi Thanh, Déng Da, Ha Noi
Dién thoai: 04.37738668

Fax: 04.37738668

Email: info@ca.gov.vn

Website: http://ca.gov.vn

B6 phan hé tro trién khai:
Lé Quang Huy
Mobile: 0918.491930
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Email: lequanghuy@ca.gov.vn

B& phan ho tro tich hop (vng dung:
Lé Quang Tung

Mobile: 0913.062590

Email: tunglg@ca.gov.vn

B6 phan hé tror cap chirng thw sé:
Nguyén Hoang Diép

Mobile: 0915.981708

Email: diepnh@ca.gov.vn
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